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* Introduction

 About the civil engineering school
e Overview about our project

e Some cases & what we did for that
e Demo (if we have time)

e Summary
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Introduction

e Name: Achmad Mardiansyah, from Indonesia

e Linux user since 1999, interested in networking & IT,
working as teacher in a uni & just got trainer cert

e Topic: “mikrotik implementation on campus
network”

 Background: share experience how we developed a
mikrotik based solution in our past project



About Indonesia...
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I
Civil engineering school 77&

e Part of Universitas Gadjah Mada (UGM), the
biggest uni in yogyakarta.

* 60+ lecturers, 600+ students, 40+ staffs, and
several buildings ¢ [




Our project (before start) Gl
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e Old cat5 cables

e Lots of hubs & unmanaged switch (lead to
ooping)
e PCrouter (linux PC)

* No monitoring

e No authorized access

* No traffic control
e Virus & broadcast problem
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Case 1: wireless access
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e Before:
— Each access point has different SSID
— Different security policy

e What we did:
— Setup uniform SSID

— Uniform security profile
— Apply client isolation g
— Radio optimization




Case 1: wireless access

PT. Garda Lintas Cakrawala

 Further improvement:
— Use dhcp for AP’s IP address

— Centralized database for wireless access points
configuration

— Have APs that can do Multiple SSID & support
VLAN
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Case 2: network segmentatiq .
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e Before:
— Only one network segment for everybody

— Difficult for grouping users. E.g. lecturer &
students

— Some incidents happens :-p

e What we did:

— Replace hub with manageable switch
— Implementing VLAN



 Further improvement:
— Mikrotik produces switches

Interface List

Interface | Ethernet  EoIP Tunmel | IP Tunnel GRE Tunnel  WLAM WRRP  Bonding LTE

| =] [« 52 T

|r'-.lame 4 |T3-'|:|E LZ MTU | Tx R T« Pac... |Rx Pac... |Tx Drops |Rx Drops | Tx Errors |Fl:-: Erru:ursl |T{

IR 4ietherl Ethernet 014 1097.6 k.., 21.5Mbps 1247 2 045 0 ] 0 0

R GBVLAN-502-Ter,.. WLAM 010 #4.6kbps  14.5 kbps 15 a ] ] 0 0 E
F. HEvLAN-701-app... YLAM 9010 1072.9k.,, 21.2 Mbps 1232 2 033 0 0 0 0

R 4ikether? Ethernet 9014 15.0 Mbps 937.6 kbps 1 526 095 ] ] 0 21

F. HEVLAN-702-wifi  WLAM 9010 15.0Mbps 819.2 kbps 1 526 992 0 0 0 0 -
R 4jFethers Ethernet 9014 115.8kbps  92.1 kbps 47 G2 1] 1] 1] 2 =
F. HvLAN-703-kar,.. YLAN 2010 115.58 kbps  73.3 kbps 47 =9 0 0 0 0 B
R 4hvlan-711-fokoma YLAN agl1o 0 bps 0 bps 1] 1] 1] 1] 0 0 —
R 4j#etherd Ethernet 2014 5.1 Mbps 293.5 kbps DG4 443 1] 1] 1] 3

F. GEVLAN-704-dosen WLAM 9010 5.1 Mbps 242.0 kbps o6d 440 0 0 0 0

R #jethers Ethernet 2014 751.7 kbps 4.0 kbps 75 51 1] 1] 1] a

F. HELAN-705-per... YLAM 9010 751.7 kbps  35.4 kbps 75 45 0 0 0 0

R 4pethers Ethernet 9014 522.9kbps  26.7 kbps 44 40 1] 1] 1] o
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Case 3: access control

e Before:

— Alien can just access the network by plug-in the
network cable

— Anyone can join wireless access just by knowing
the pass-phrase

e What we did:
— MAC-based access control. however:

e This makes us busy
* Not really effective. MAC can be cloned and shared.
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e What we did:
— Implement mikrotik hotspot. Yes...!!!

e Applied in wired & wireless network

e use external radius manager

Hatzpot
Servers | Server Profiles Users  User Profiles  Active  Hostz  IP Bindings  Service Portz  Walled Garden ..
o= =22 | Feset HTML || Hotzpot Setup
|Name ! |Interfan:e |.-'-‘-.|:||:|ress Fool | Prafile Addresszes .. |"F
________ & hotspot WLAN- 712 -l hs-pool-13 Hotzpot 2
) b LaM - 703 ST WLAN-705- g he-pool-14 hzprof 2
i bV LAN -7 04 g YLAN-704-84  hs-pool-15 hizprof3 2
ﬂha-VLﬁ.N-?DE-gm WLAN- 705 Sy . hs-pool-16 hzprofd 2
i bV LAN - 705 kel Y LAN-FOE-meigg hs-pool-17 hizprofh 2
89 haVLAN-707 M YLAN-/0 i hs-pool-18 hizproff 2
&9 heVLAN-705- peinie VLAM-700 ke hs-pool-13 bizprof? 2
i bW LAN -709- s WLAMN -1 |:-pool-20 hizprofd 2
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Case 4: transparent firewall |

e Before:

— Client can connect to other clients in the same
network. (some incidents happen)

— Virus can spread easily
— Broadcast traffic (layer 3)

e What we did:

— Control traffic among clients in one network (aka.
Transparent firewall)

— We need layer 2 support: VLAN



Firewall Fule £137.138,445:

General |.ﬁ.dvanced Extra Action  Statistics

Chain: | farward =]

Sic. Address: | e
Dst. Address: | Rs
Pratacal [ |17 [udp] [#] «
Sic. Port, | e
Dist. Part: [ 1137.138.445 |a

Firewall Fule £137.138,445:

General Advanced |E:-:tra fction  Statistics

Src. Address List [ | Staff " ¥ | -

Dst. Address List: [ || Staft [+«

Fireweall Rule <137.138,445:

1 General Advanced Extra Action | Statistics

Action: |E
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e Before:

— http QOS was done via transparent squid, working
well. Not so flexible in term of time, dynamic
allocation.

— No QOS for other protocol. One user dominating
the traffic

e What we did:

— Implement mikrotik queue-tree. We have complex
requirements to be satisfied
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Case 6: fighting torrent

e Before:
— P2p traffic was one of big problem in the network.
— Cant be handle by squid
— And its tricky. Its challenging to identify the traffic

e What we did:

— Queueing known application
— Don’t forget to queue the unmarked traffic



Case 6: fighting torrent

Cueue List

Simple Queues  Interface Queues  [Hueus Tree | CHueue Types
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o [ = || 5 W | = Heset Counters || 00 Reset All Counters
|Hame 4 |F"arent Packet Marks |Limit Ak [I:u...|Ma:-: Lirrit ...|.-’-‘-.vg. R
2 total_downstream global-in 10k
2 priol_downstrearnn tatal downstrean
2 dns_downstreamn priol_downstrean packet-dnz Bk 100k,
2 icmp_downstream priol_downstrean packet-icmp 128k, ZhElk,
2 szh_downstrean priol_downstreanm packet-zsh-downstream 1k, 3hd
£ prio?_downstrearn tatal downztieam 20k 3hd 15
2 intl-heavy-download priog_downstrean packet-int-tcp-heavy-downstieam 1k, Thd
£ intl-http-heavy-downstream  prio?_downstream packet-intl-http-heavy-dovwnztream gk 2R00k, R
2 intl-hittp-ight-downstreamn prioZ_downstreanm packet-int-http-light-downstream 1M 2700k, i
2 intl-p2p-downstreann prioZ_downstream packet-int-p2p-downztrean 1k 32k
& intl-tep-light-downstrean priog_downstrean packet-int-tcp-ight-downstrean 32k 512k q
& intl-unmark-downstream prio?_downstream packet-intl-unmark-downztream 1k 32k
2 intlyoutube_downstream prioZ_downstrean packet-intl-youtube-downztream gk 12k
2 prio3_downsztream tatal_downstrean
2 incoming-openyvpr-downstr...  priod_downstreamn packet-incaoming-openypr-downstrean Bk, B2k
2 priod_downstrearn tatal downztieam 16k i 13
2 nice-heavy-download prind_downstream packet-nice-tep-heayy-downstream 16k Ehd
2 nice-input-pptp priod_downstrean packet-nice-input-pptp 16k 512k
2 nice-nput-winbox priod_downstream packet-nice-input-winbos 16k B2k
2 nice-light-browsing priod_downstrean packet-nice-top-ight-downstream 2hd Gd b
2 nice-p2p-downstream prind_downstream packet-nice-pZp-dovwnztream 1k 1Hd
i3 nice-unmark-downstream priod_downstrean packet-nice-unmark-downstreanm gk 1H4
2 nice-poutube-downstream priod_downstreanm packet-nice-youtube-downstrean 3k f

2 prioB_downstrearnn
2 input-int-unmark -downstrean
£ input-nice-unmark-downstr...

total downstrean
priod_downstrean
prinf_downstream

packet-input-intl-unmark -downstream
packet-input-nice-unmark-downstream

4mL
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Case 6: fighting torrent

demo
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End of presentation

Thank you for your attention

©
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Torrent shaping demo

Achmad Mardiansyah

INDONES|A

MUM Zagreb, march 2013



Agenda

* How torrent works
e Packet flow

e Firewall mangle

* Queue tree
 Scenario 1l

e Scenario 2

° summary
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What is torrent...

Traditional File transfer

You open a Web page and click
a link o download a file to your
compuler.

The Web browser software on your
compuler (which I3 called the cllent)
tells the server (o central computer
that holds the Web page and the file
you want to download) to transter a

copy of the file to your computer,

The fransfer speed s olfecied by a
number of variables, including the
type of protocel, the amount of

traffic on the server, and the i
number of other computers that are s
downloading the file. S
a
2
z
A
E
| @
The transfer is handled
by a profocol (set of
rules), such as FTP [File
Transter Protocel) or
HTTP (HyperText

Transfer Protocaol).
the demands an the server are great
and the download will be slow.
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Peer-to-peer file transfer

guery: "Baby Go Home.mp3"
..

“

The file-fransfer load is distributed
between the computers exchanging
files, but file searches and transfers

from youwr computer to others can

cauvse botflenecks.
8,000

£ 2002 HowStuffiorks

"I've got it!"

10,000 computers




Torrent in action...

5" G3 Torrent v(.988
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File Options Help

= | % b 0 [1]

Bfi=1e

Filename Status |_DE1EII|S | Graph || Friends | Friends | [ Messages {| About | B
YEommEins LEL; TTINAT ATOT TR D07 T
prill |i|| l”
Peer IP Addresses KEfsDn | KBf=Up % | Progress | Downloaded | Uploaded | Initiation  Client #
You can drag and drop }i2.116.92.111 1350 6.2 12% [I:I:I:l:l[[l 1296k 640k Remote  BitTarr
torrent files here -223-103-51.dient... 416k Remote  EBitTorr
P I N T N BTN T
o= 1153126d565. elisa.omak. .. 62% 4144k 2272k Local BitTorr
H= ti5007202080-0004..... 1.0 100 1808k Remote  BitTor
BE oyr-24-59-130-113.1. ., o I Remote  Azurel
I lstaticoa-72-2-215.re, ., o [ 18k Remote  BitTorr
B cpc1-wear 1-4-0-cust.., 4,6 s4% TN a0%6k 7554k Remote  BifTorr
BE=pnp132-112.In21.ad.. . 0.4 o [ 180k 544k Remote
BE hool-162-83-231-152. ., 2.4 1o 2224k Local
B= b dgebezc3 dip. t-diali. wov: I 26k Local Azurew
B 50232253, dipd. tp. .. 0% I 160k 192k Local Shado!
B 2135425, 25, tisdip... ssoe [CHICTEIEW 160k 192k Remote  Azurev
- 0l93-173, fibertel.co. ., z0% [T g0k 128k Local Azurew
BE .y jackawannacaden, .. o Remote  AzureL
BE nd-wmnsmd-cuda 1. 7w [ Tagk 2032k Remots  AZUreL s
2l |ES opl. LIE
= == I;Tﬁ——.=.='rpi=——'—r."=l
& Total Up: 12.3KB/s ¥ Total Downi 118, 1KB/s




Packet flow
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Source: http://wiki.mikrotik.com/wiki/Packet_Flow#Diagram

Bridging ‘ @ @ ‘
4 | ! | '. ! 4 | !
Lyes N ‘ A \ B lyes L
___.--"Tﬁ':intarf.éfar-n___ hhhhhhh ‘:' -""---ﬁﬂl.lti n‘éﬁ."'“-u._\_ e ____.aﬂ'ﬂiqn[ari::;ﬁah__t hhhhhh : .
“~__Bridg "5_',«-*’“# Prerouting '-Il-f-'.'_____h.__ Decis iqpxef"’* orward -""“--._______E-ri ﬂg_%,f"’,;ﬁ Postrouting ‘
INPUT IPSec T yes " IPSec
. Input tput - . T
INTERFACE| | | Decryption Inpu Outpu ~__Policy_—
yes f,.ix ;,.iﬂ § ne
-~ IPSec - .~ Routing™-__ IPSec Interface | | |
“._Policy .~ T Decision Encryption HTB
} no 4 !
Local Local OUTPUT
Frocess IN Process OUT INTERFACE
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Iptables mangle
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The places (chains) to mark packets

Bridgi —
o \ 4 L, \ 4 @ : 4
3 \ : | ". : 4 "- :
_____l___'ll'EE ';Q‘;_ ,t ;‘Qf; __.-LEES . :
_~f-interface—_ N " Routing .. — _~olt-interface-_ -
“~_ Brid - Prerouting ) = sisian Forward ~ Brid -
H'“HT ?E”"- el Ne | ,/ T E__IED“" N A “H-%L”E‘ff" Ao
INFUT IPSec Outout T yes “IPSec .
INTERFACE| | | Decryption | P ~_Policy_—
yes g “",rnn
" Routing ~__ IPSec Interface | ||
© ._Decision_— Encryption HTB
Local OUTPUT
Process IN Process OUT
Source:

INTERFACE
http://wiki.mikrotik.com/wiki/Packet_Flow#Diagram




Chain in mangle table

(zoomed view)

—
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. — Connection Mangle D Destination Global-In
Prarauting | | Z—— | | HatSpot-In + Tracking | [+ Qemutingy>H NAT Global-Total
S ———
—_— E Mangle Filter
Input — Input) + Input
— T Enrh::lge.- - . Mangle Filter .
Forwarc - ﬂﬁﬂlslnn - _+ TTL=TTL HGQ"WHFD + ~orward + Accounting
S ——
Ouot | |— <= Bridge™ ~ | |Connection Mangla Filter -~ Routing™—__
i = ~ -Decision — ~ Tracking Qutput Ouiput —-Agjustment-— -
Sy e = > ._\_'_,_4-"
; S Mangle Global-Dut Source HotSpot
Postrouting | | — | (postrouti Global-Total| ||  NAT "H' NAT ‘




Queue tree
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A method to limit and prioritize traffic
* An alternative to simple queue

* |t works by queuing packets that are marked by
iptables mangle

e Benefits:
— Subqueue

— All queue rules are processed together, not sequential
(like simple queue)

— We can focus on a specific traffic marked by mangle.
In this case: torrent traffic
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Place to queue the packets 77@
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Bridging
1 :
‘ B, © ., @
4 \ .= | : ; 4 -. :

L yes Ny ¥ yes :
_~Tinterface—~.__| /5" © \ . Routing ™. S —~out-interfage—._ /o " .
“~.__Bridg %f___,,#éremutmg/ Rty Decis iug,.x*"'* orward _-"“'HH_BriElgE_,,a-*’r’m | Postroutin

INPUT ' T es . IPSec
IFSEF Input Output 4 - lPE.Ec o
INTERFACE Decryption ) - Policy -
yes ,-ix I 'I' no
" IPSec "__ " Roui né""n._} IPSec Interface | | |
“.__Palicy .—" " Decision Encryption HTB
} no t !
Local Local OUTPUT
Process IN Process OUT INTERFACE




Place to queue the packets

(zoomed view)

PT. Garda Lintas Cakrawala

. — Connection Mangle Destination Global-In
Prerauting | | == | | HatSpot-n + Tracking Frerouting H’ NaT | [T Qanm-m) ‘
—_— Mangle Filter
Input — Input + Input
— _ . — Dridge™ - ) Mangle Fier .
Forwarc - ﬂemsmn - _+ TTL=TTL H Forward + ~orward + Accounting
Ouot | |— <= Bridge™ ~ | |Connection Mangla Filter —~Routing~_
i = ~ -Decision — ~ Tracking Qutput Ouiput —-Agjustment-— -
R o
; S [ Mangle lobal-Out ) Source HotSpot
Fostrouting| | —| | postrouting | [T NAT "H' NAT ‘

Source: http://wiki.mikrotik.com/wiki/Packet_Flow#Diagram
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Demo (topology)

_—'-'--'_-'_JI
[‘[ }J =0 Ia'; [
—
192.168.12.0/24
100
A1

| will be downloading a file via torrent from my
laptop, and the mikrotik will control the torrent traffic
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Demo (scenario 1), part 1

Setup NAT
/ip firewall nat

add action=masquerade chain=srcnat disabled=no out-
interface=wlanl

Setup address-list for local network
/ip firewall address-list
add address=192.168.12.0/24 disabled=no list=local
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Demo (scenario 1), part 2

Setup MANGLE for marking the packets
/ip firewall mangle

add action=mark-connection chain=prerouting comment=conn-
internet disabled=no dst-address-list=!local new-connection-
mark=conn-internet passthrough=yes src-address-list=local

add action=mark-connection chain=prerouting comment=conn-
p2p connection-mark=conn-internet disabled=no new-
connection-mark=conn-p2p p2p=all-p2p passthrough=yes

add action=mark-packet chain=prerouting comment=conn-p2p
connection-mark=conn-p2p disabled=no new-packet-
mark=packet-p2p-downstream passthrough=no src-address-
list=!local
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Demo (scenario 1), part 3

Setup queue type

/queue type

add kind=pcg name=pcqg-downstream pcqg-burst-rate=0
pcg-burst-threshold=0 pcg-burst-time=10s pcqg-
classifier=dst-address pcg-dst-address-mask=32 pcq-
dst-address6-mask=64 pcqg-limit=50 pcg-rate=0 pcq-
src-address-mask=32 pcqg-src-address6-mask=64 pcqg-
total-limit=2000
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Demo (scenario 1), part 4

Setup queue tree

/queue tree

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no
limit-at=0 max-limit=1M name=total-downstream packet-
mark="" parent=global-in priority=1

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no
limit-at=0 max-limit=512k name=p2p-downstream packet-
mark=packet-p2p-downstream parent=total-downstream
priority=8queue=pcg-downstream
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Demo (scenario 1), part 5

Download a file using torrent.
Make sure only torrent application running on your laptop.

Please check:
e Connection tracking
e (Queue tree

Any missing traffic?
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Demo (scenario 2), part 1

Add new MANGLE, for unmarked traffic
/ip firewall mangle

add action=mark-connection chain=prerouting comment=conn-
unmark connection-mark=conn-internet disabled=no new-
connection-mark=conn-unmark passthrough=yes

add action=mark-packet chain=prerouting comment=packet-
unmark-downstream connection-mark=conn-unmark
disabled=no new-packet-mark=packet-unmark-downstream
passthrough=no src-address-list=!local
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Demo (scenario 2), part 1

Add new queue tree, for unmarked packets
/queue tree

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no
limit-at=0 max-limit=512k name=unmark-downstream packet-
mark=packet-unmark-downstream parent=total-downstream
priority=1 queue=pcg-downstream
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Demo (scenario 2), part 2

Download a file using torrent.
Make sure only torrent application running on your laptop.

Please check:
e Connection tracking
e (Queue tree

Any missing traffic?
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Summary...

e Shaping torrent traffic is tricky, because the
nature of the protocol, and often encrypted

e Be careful with unmarked traffic, make sure
you have it at the end of your mangle

 Needs different way of thinking

There is no the best system in the world,
but there is always a better system
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End of demo

Thank you for your attention



