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Introduction

The Main Goal of this presentation is show you the wireless
network unreliability and security issues.

Important Note: The responsibility of using this material is totally
on your self and | am not responsible for any damage or illegal
activity.



CHAPTER 1:

Hacking PTP links with no Security
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Hacking PTP links with no Security

® Most of PTP Radio links were established with no security
because the owner believe no one else can reach signal or find

the IP addresses.

® You can simply connect to the AP if there is no ACL(Access List)
but you need to know the valid IP address of the network to
use it.

® The Steps of this attack is:

Identify the Victim AP (SSID, Signal, Frequency, MAC address).
|dentify the Client(s).
Finding the IP range that is valid on the network.

Connect to the AP with a Fake MAC address to bypass the ACL(if exist)
and use the network
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1- Identify the Victim AP (Use Scan tool)
2- Identify the Client(s) (Use Snooper)

SEID: Hack-Me Maode: Station
MAC: AMBB:CC:DD:EE:FF MAC: 11:22:33:44:55:66




3- Finding the IP range that is valid on the Victim Network

Step1: Lunch a Fake AP
With Same MAC Address and
SSID: Hack-Me SSID as the Actual AP to sniff Mode: Station
MAC: AA'BB:CC:DD:EE:FF layer 3 traffic passing to the AP MAC: 11:22:33:44:55:66

SSID: Hack-Me
MAC: AA:BB:CC:DD:EE#
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4- Connect to the AP with a Fake MIAC to bypass the ACL and use the network

Step2: Connect to the AP with
station cloned MAC address to

SSID: Hack-Me bypass the ACL and scan for valid Mode: Station
MAC: AA:BB:CC:DD:EE:FF IP addresses MAC: 11:22:33:44:55:66

Mode: Station
MAC: 11:22:33:44:55:66
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Performance Test

e To test the effects of wireless security protocols on performance we
run a Bandwidth test with below configurations:

Radios: 2 x Metal 5SHPn

Antenna: 2 x Omni 5 dBi Indoor
Distance: 10m Indoor

Tx Power: 10dBm

Frequency: 5500 MHz

Channel width: 20/40 MHz HT Above
Data Rate: HT MCS7/

Gl: Short



Performance Test 1

® Bandwidth test with No Security

Bandwidth Test (Running)

Remote UDP Tx Size:
Direction:
TCP Connection Count:

Local Tx Speed:
Remate Tx Speed:

User:

Password:

Lost Pachets:

Ta/Fex Cumrent:
TP 10s Average:
T/Re Total Average:

Test To:
Protocol:
Local UDP Tx Size:

L I>bes
[ I~ bes

[_] Random Data

T
| RS

R 117.0 Mbps

—

CPU|42% Hide F

|n_|nr1ing...

..| T/ Signal ... | Tx/Rx Rate
0 -49/-52 54 0Mbps/150.0Mbps

=\
Ohg

DELTALINK



Performance Test 2

® Bandwidth test with WPA-PSK2(AES)

>

=
:9F:EE (MikroTik) - WinBox v5.21 on RE Metal 55HPn (mipsbe) -

M:I—E

CPU{44% [] Hide Passwo

= |E3]

General Wireless |Data Rates Advanced HT Test To: |192.168.1.2 Start
| " | Protocol: & ud o \—‘ Security Profile <Testd>
Mode: |station brid ¥ TELE MR Z8
ode ion bridge . General | RADIUS = EAP  Static Keys -“
Band: [5GHzonlyN [#] Local UDP Tx Size:
_— Name: |[Eog] Cancel
Channel Width: [20/40MHz HT Above [#] | Remote UDP Tx Size: B \L‘
R ] Mode: |dynamic keys *
M e Orecin: [mcsve (3] [aromeiers ]| [ rony
- Authertication Types
SSID: |Metal |« || TcPConnection Court: 20| [] WPAPSK WPA2 PSK | Cony |
Radio Name: | DACAGDASFEF | Local TxSpeed: [ | bps L] WPAEAP L WPAZEAP
Scan List: |550|] || ¥ | “ Hemotes b Speed: I:l - bps - Unicast Ciphers
[ thip aes com
Wirsless Protocol: |802.11 [=] ["] Random Data
- Group Ciphers
Securty Profile: |Testd =] T . [ tii aes com
Frequency Mode: |5uperd13nnel || ¥ | Password: I:I v WPA Pre-Shared Key: I:l
T +] Lot Packets: WPAZ Pre-Sed Ky
praa ar: [2 I -
T/Rex Cumrertt: [0bps/112.5 Mbps Suppiicant Identiy: |:|
DFS Mode: |none |+ T/Rx 10s Average: |0 bps/107.0 Mbps
Froprietary Exensions: |post—2.9.25 || ¥ Tu/Fx Total Average: |0 bps/105.6 Mbps Group Key Update:
WMM Support: |disabled || ¥ Management Protection: E‘
Bridge Mode: |enab|ed || * T Management Protection Key: I:l
x
Default AP Tx Rate: | |v bps || ||EFx 1125 Mbps
= i = |n.|nning
enabled |n.|nr1ing |

DELTALINK
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CHAPTER 2:

Hacking WPA/WPA2



= Uhg

WPA/WPA?2

Before we start you need to know below items:
e We can only hack WPA/WPA2 with PSK

®* The key length could be 8-64 characters so it is impossible to brute force
the key why ? Check this :

The total number of common possible characters(a-z,A-Z,0-9,symbols) is 96

It means if we have only one character password we will have 9671 possible
passwords and if we have only 8 characters we will have 96”8 lets calculate
our chance:

9678 = 7,213,895,789,838,336 possible passwords

This PSK will salt with your SSID so it means you need to generate different
keys for different SSIDs it will speed down your offline attack my CORE i3
CPU can check some thing around 1500 keys per second it means | need

152,500 years to find the key!

12



/

WPA/WPA?2
152,500 years ??7?

But there is one exception we don’t add the human factor to our calculations!

Only 1-5% of peoples use a complex key as PSK the other 99-95% afraid to lose
the key and they are using simple keys such phone numbers, regular names
or complex names, name with numbers, regular keyboard patterns, ....

You can make special dictionary for every city to find the PSK.

Check this :

If you are using this key david110 | can use a Dictionary attack witch made by
every common names in your country combined with 3 digit number

200 names X 999 possible digits = 199800 possible combinations

199800/1500(offline attack speed key per second)=133 Seconds

WOW !

Lets try it :D

/
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AP With WPA/WPA2
SSID: Hack-Me
MAC:AA:BB:CC:DD:EE:FF

Mikrotik Router
Sniffing to capture WPA Handshake

s
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Deauthenticate attack with fake AP

AP With WPA/WPA2
SSID: Hack-Me
MAC:AA:BB:CC:DD:EE:FF

((‘))

((‘))

Fake AP with no security
SSID: Hack-Me
MAC: AA:BB:CC:DD:EE:FF
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AP With WPA/WPA2

= SSID: Hack-Me
MAC:AA:BB:CC:DD:EE:FF
((7)

((k))

Lunch Sniffer to
Capture the handshakes

17



* Since the commands are not visible on the Video | am just

include the screen shots to my presentation, Enjoy ;-)

* admin@192.168.100.1 (Hacker) - WinBox v5.19 on RB951-2n (mipsbe)

Quick Set
Interfaces
Wireless
Bridge

PRp

Swikch

Mesh

P

MPLS

Routing
Syskem
Queues

Files

Log

Radius

Tools

Mew Terminal
MetaRCOUTER
Make Supout, rif
Marual

Exit

Interfaces |Nstreme Dual  Access List R

-] [v]l%] (@] (7] [ s

|Name + |Type

Grwlanl ‘Wireless (Atheros 4

noop Lunning

General | wireless

Mon Apr 1, 1:50 PM

HT WDS  Mstreme NW2

Intetface: |wianl

Setkings

Hide: Passwords [ (2

and |Chan... |Freque... 551D ||v

all

=

|Frequen. oo & |Band

Address

551D Signal

[Bandwidth  [wet... [5ta

Victim AP with one client

& 2412 2GHz-B
(7]

=] 2417 2GHz-B
&) 2417 2GHz-B
[
i

2417 2GHz-B

00: 1F:FE:35:000C8
00: 1F:FE:35:000C8

00:0C:42:E1:95:44
00:0C:42:E1:95:44
00:1E:6F 1 83:54:0C
02:0C:42:E1:95:44

Fidarl
Fidarl

Hack-Lab

[oF Freq. (%) [OF Traf. (%)
1.0] 6.2 |

10|
18.0 [
27| 15.0 0
26| 145
0.0 0.4 |

145

6.2 |

9.6 kbps
9.6 kbps
33,9 kbps
28.0 kbps
24,1 kbps
3.9 kbps
24,7 kbps

02:0C:42:E1:95:44

Hack-Lab

14.5 ||

24,7 kbps

—

1 item out of & {1 selected)

@ admin@192.168.100.1...

3

(5] 2422 2aHz-B
Y 2422 2GHz-B
G

=] 2427 2GHz-B
) 2427 2GHz-B

6305 ES 1 1A
90iF6:52:D6:59:57
90iF6:52:D6:59:57
2044016816581

00:22:66:F4:2C:02

Hack-Lab
MAZARIT
MAZARIT
MAZART

shirazi

0.0
26,7 W
26,7 W

0.0

0.0

0bps
71.6 kbps
25.0 kbps
25.0 kbps
0bps
12,9 kbps
0bps

GHz-B  20MHz

2412

MikraTik

+|

38 items (1 selected)

disabled




Mon Apr 1, 1:48 PM

* admin@192.168.100.1 (Hacker) - WinBox v5.19 on RB951-2n (mipshe)

Quick Sek

Interfaces
Wireless
Eridge

PFP

Swikch

Mesh

IP

MPLS

Routing
System
QuELEs

Files

Log

Radius

Toals

Mew Terminal
MetaR OUTER
Make Supout.rif
Manual

Exit

|| e

Hide Passwords [ (=)

= [E3

|Freque... 5510

[=

2412

MikraTik.

e ——
Genep=L l @E
Inkerface: |w.fan1 ||3| Skart
Copy the Victim AP MAC Address =] b
Interface: |wlanl
Inkerfaces | :
Add (02:0C:42:E1:95:44
[#-][=] o
|
Giwlanl - - - :
channel width: |Address |SSID |Band |Cha... |Freq... |S|gn... |N0|s... |S|gn... |Rad|0 Mame |R0uter... ||v
: AP 00:1F:FB:35:00:C8 Fidarl 2GHz-B  ZOMHz 2412 -52  -111 49
Frequency: |z2417 APE 02:0C:42:E1:95:44 Hack-lab  2GHzB  20MHz 2417 48 -l114 66 Office &.0rcl2
APE 00:0C:42:E1:95:44 2GHz-B  ZOMHz 2417 50 -114 64 Office 6.0rcl2
Signal Strength: |-48 AP 90:F6:52:06:59:57 NAZARI 2GHz-B  20MHz 2422 -5 -115 57
- AP 00:22:6B:F4:2C:02 shirazi 2GHz-BE  20MHz 2427 -3¢ -115 31
s Floar AP B0:BG:E6ELSLCE Marca  26HzB  20MHz | 2432 97 -104 7
Signal To Moise: AP | 10:C6:1F:22:B1:EL hamid 2GHz-E  20MHz 2432 -B6  -104 13
AP ACESITEI9ATT rajai-Wi.,, 2GHz-B  20MHz | 2457 -81  -115 3z
R.adio Mame: AP FC:7S:16:CAICE... person 2GHz-B  20MHz 2462 -75 -113 38
RO N AP F4:EC:33:EF:73:D4 TP-LINK.., 2GHz-B  20MHz = 2457  -92  -113 21
HULers version: |5, Jre AP SHEGFC:AC:A0Z7 Schhell  2GHz-B  20MHz | 2412 91 -111 20
|active |privacy |bridge
1 item out of & (1 selected)
11 items 1 selected)
enabled disabled
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Mon Apr 1, 1:51 PM
¥ admin@192.168.100.1 (Hacker) - WinBox v5.19 on RB951-2n (mipsbhe)
Hide Passwords [ ()

Quick. Set
Interfaces
Wireless

Eridge General |Wireless | HT | WDS | Nskreme | NY2 | |
pRP

MName: Cancel

Swikch Type: | Wireless (Atheros ARI300) Apply

Mesh
MTU: 1500

P Cisable

Lz MTL: |2290
MFLS Interfaces |Nstreme Dual | Access Lisk | Reqistration | Conneck Lisk | | Camment

Routing EIEI E M&C Address: nz:nc:42:51:95:4‘ﬁ
4 —3 Torch

System |Name !|Type ARP: |enabled ¥ |ARP |Mode |Band |Chan... |Freque... SSID ||v
Queues Pwlanl Wireless (Atheros AR, .. 2200 0 by 3can... 44 enabled station 2GHz-B 20MHz 2412 MikraTik.

. mac: 0x200f0x 1, phy:0x6604, &5:0x0, - Freq. Usage. ..
Chip Info: X X

. - gz 00, eeprom:0x0
Log with original MAC address Blign...

i PClInfoi | .

Files Past it here to make a Fake AP

Tools
SROoPEr. ..

Mew Terminal

MetaRCOUTER Reset Configuration

Make Supout, rif Advanced Mode

Manual

Exit

1 item out of & (1 selected)

enabled searching For net...

@ admin@192.168.100.1...
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Quick 5et
Inkerfaces
Wireless
EBridge:

PRP

Switch

Mesh

P

MPLS

Routing
System
Queues

Files

Log

Radius

Toals

Mew Terminal
MetaROUTER
Make Supaout. rif
fanual

Exit.

Interfaces |Nstreme Dual | Access List | Reqiskration | Conneck Lisk |

[+-[=] [v][x] (o] [v]

|Name 4 |Type

[Lzmmu |1

Erwlan] wWireless (Atheros AR...

2290

0 by

1 ikem ouk of 6 (1 selected)

@ admin@192.168.100.1...

Mon Apr 1, 1:34 PM

Hide Passwords [ ()

(=
Chanrel Width: |20MHz =

SSIDt |Hack-Lab

Scan List: |deFauIt ||i| Fe

Wireless Protocol; |unspecified |i|

Eridge Mode: |enabled

Apply

Torch

|ARP |Mode |Band |Chan... |Freque... S5ID ||v
Sean. .. 44 enabled apbri,.. 2GHz-B Z0MHz 2417 Hack-Lab

Freq. Usage...

Align. ..

Default AP Tx Rate: l:l  bps
Defaulk Client Tx Rake: l:l  bps

Default Authenticate
Default Forward
[] Hide 5510

Sniff. ..

Snoopet. ..
Reset Configuration

Advanced Made

enabled

running ap

21



tions

% admin@192.168.100.1 (Hacker) - WinBox v5.19 on RB951-2n (mipsbe)

Quick Set
Interfaces
Wireless

Eridge

FRP

Switch

Mesh

IF

MPLS

Rouking

Syskern

Queues

Files

Log

Radius

Toals

Mew Terminal
MetaROUTER.
Make Supout. rif
Manual

Exik

¥ x| =

Mon Apr 1, 1:56 PM

Hide Passwaords [ ()

ol

General Wireless |HT HT MCS  WDS | Mstreme

i

Made: |ap bridge ||i| Cancel
Band: [2GHzBG/N [#] | fpphy
Inketfaces |Nstreme Dual  Access List  Registration  Conneck List Interfacs: I”'I“L"il Start

IEHE‘ IZ‘ | SremrEy || Freq. Usage |E Processed Packets: {153 Stap
|Name i |Type |L2 MTU |Tx —
R dwlanl Wireless (Atheros AR... 2290 0 by W ey S8 | WD
Memory Saved Packets: |36 Settings

. ckets: |117 SavE. ..
[ Multiple Charnels oK L g IDB—| sniffed Packets

[ orly Headers
. Receive Errors

Channgl Time: D 000,20

¢ Memary lelt K|B ckets:

ckets:

|P.RP |M0de |Band |Chan...|Freque... 551D ||v
44  enabled apbri... 2GHz... 20MHz 2417 Hack-Lab

ckets:
ckets:

LIMNNENRNES

=]
=4
@

b
b
(CH—
File Mame: ICI

= revnefionl |:m L

Limit: |10 Kig
[ streaming Enabled

Streaming Server: (0.0.0.0
Skreamning Max, Rake: l:l v pj=

1 item out of & (1 selected)

running running ap

@ admin@192.168.10
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Mon Apr 1, 1:57 PM

Hide Passwords [ (5]

Quick Set

Interfaces

Wireless

Eridge General Wireless |HT | HT MCS | WS | Mstreme |

FPP Mode: |ap bridge Cancel
Switch Band: |2GHz-B/G/M ¥ Apphy

Mesh

P

MPLS Intetfaces |Nstreme Dl | Access List | Registration | Cannect List | Interface: |wianl |i| Skark

Routing EHE‘ Ig | Scanner || Freq. Usage |E Processed Packets: |2212—| Skop
Syshern [Name + | Type T PR [arp [Mode  [Bard  [chan... [Freque... [ssID |+

QueLEs R 4Pwlanl ‘Wireless (Atheros AR... 2290 0by 44 enabled apbri.,, 2GHz... 20MHz 2417 Hack-Lab

Files Memory Saved Packets: |2212 Settings

e IMemory Crver Limit Packets: Save...
Radius P Sniffed Packsts
File: Size:

Toals Defa

File Saved Packets:
Mew Terminal Default

MekaROUTER. File: Qwerlimit Packets:

Make Supout.rif

Stream Dropped Packets;

Manual
Stream Sent Packets:

File Lirnik: | 1000 Kig
1 iterm aut of & (1 selected) Memary Limit: | 1000 Kig

Exit:

running running ap

@ admin@192.168.100.1...
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Dictionary attack with Aircrack-ng

» Save the capture file to your computer
* Open the file in wireshark to see if you have the

handshake

e Use filter in wireshark to find the handshake(s)
 Start Dictionary attack with Aircrack-ng with below

command:

aircrack-ng -e SSID -w Dictionery-file

24



Mon Apr 1, 1:57 PM

Hide Passwords B £

Quick Set

Intetfaces

Wireless

Eridge General Wireless |HT | HT MCS | WOS | Mstreme |

FFPP Mode: |a|:| bridge
Swikch

Band: |2GHz-B/GiN

Mesh
IF

MPLS Interfaces |Nstreme Dual | Access List | Registration | Conneck Lisk | Intetface: |wianl m Stark
Rauting E“E‘ |z| | Scanner || Freq. Usage |E Processed Packets: |2212 Stap

System [ame < [Type T Hemory Size: [arp [mode  [Band  [chan... [Freque... [ssiD [+

Queues R <wlanl wireless (Atheros AR... 2290 0 by

Files Memory Saved Packets: |2212 Settings

e Memory Creer Limit Packets: Save. ..
Radius - Sniffed Packets
File Size:

Tools EE

44 enabled apbri... 2GHz... Z0MHz 2417 Hack-Lab

File Saved Packets:
Mew Terminal Drefault

MetaR OUTER File Crverlimit Packets:

Vit SupmtiiF Stream Dropped Packets:

Manual

Stream Sent Packets:

File: Limit: | 1000 KiE
1 item out of & {1 selected) IMemory Limit: | 1000 KiE

Exit:

running Funnireg ap

@ admin@192.168.100.1...

25



Applications PI System § Mon Apr 1, 1:59 PM

File Edit View History Bo
8 Index of ftp://192.168.100.1/
< S | 192.168.100.1 v&| (g Q| £

B BackTrack Linux [JOffensive Security [EJExploit-DB Yy Aircrack-ng [F3SEORG.org [ Music v

[~ opening sniffcap |

You have chosen to open
Index of ftp://192.168§ )
Sniff.cap
1 Up to higher level directory which is a: CAP file (496 KB)
from: ftp://192.168.100.1
Name What should Firefox do with this file? it Modified
> [ sniff.cap 013 12:40:00 AM
auto-before-reset.backup () Open with | Browse... | 013 12:01:00 AM
Config-startup.rsc l © Save File 013 12:00:00 AM
[l hotspot 013 07:33:00 AM
& skins [ Do this automatically for files like this from now on. 013 12:00:00 AM
| Cancel |
S) Scripts Currently Forbidden | <SCRIPT>: 1 | <OBJECT>: 0 Options... | 8

™ ) Index of ftp://192.168....
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Mon Apr 1, 2:03 PM

* Sniff.cap [Wireshark 1.8.3 (SVN Rev Unknown from unknown)]
) An I Tt

Apply this filter

Protocol Length Info
383 5.366713 M5-NLB-PhysSe X | eB:11: y g

387 5.373470 MurataMa e8:11:a5 MS-NLB-PhysServer-12 42:el: EAPOL 171 Key (Message 2 of 4)
388 5.382845 MS-NLB-PhysServer-12 «MurataMa eB:11:a5 EAPOL 205 Key (Message 3 of 4)
389 5.385067 MurataMa e8:11:a5 MS-NLB-PhysServer-12 42:el: EAPOL 149 Key (Message 4 of 4)

Destination

WPA Handshake

+| Frame 383: 171 bytes on wire (1368 bits), 171 bytes captured (1368 bits)
+| Radiotap Header v@, Length 16

+| IEEE 802.11 QoS Data, Flags: ...... F.

+| Logical-Link Control

+| 802.1X Authentication

0000 ©@ 60 10 0@ 2c 00 00 0@ 02 00 71 @9 80 00 ce 0O venapuns sa@uasas
0016 88 02 3a 01 88 30 8a e8 11 a5 02 Oc 42 el 95 44 et o@es ouauBLLD
0020 ©2 Oc 42 el 95 44 00 0@ 0O 0O aa aa 03 00 60 0O A T | P T
0930 88 8e @1 03 00 75 02 GO0 &a 0O 10 0O GO GO 0O @O  ..... Wee cvavanas

Profile: Default

@ ™ File: "jroot/Sniff.cap” 496 KB 00:00:... - Packets: 2266 Displayed: 4 Marked: 0 Load time: 0:00.062

™ [2 root@bt: ~ m Sniff.cap [Wireshark ...

27



Applications Places System [5] 3 [=] Mon Apr 1, 2:02 PM

e

Install BackTrack

. ~ ~ ¥ root@bt: ~

File Edit View Terminal Help File Edit View Terminal Help
:~# aircrack-ng -e Hack-Lab -w pass.txt Sniff.c

Aircrack-ng 1.1 r2178

[80:00:31] 475120Keys. teSted (1506.23 k/s)

Current passphrase: Einsteln
Master Key : 21 58 58,B4 A2 5D DC 3F FA

AD 11 @0 C7 F& 1E 33.BF 95 3D
Transient Key : 95 FD El CB.5 4E

D1 BE 9D pD 2 7E

Cl EE D3 m 2B

CE 0A CF F3 1C

EAPOL HMAC : BC 6F 06 6B 85

[]I1A

7 items, Free space: 68.3 GB

™ [F® root- File Browser root@bt: ~




™ L

* root@bt: ~

File Edit View Terminal Help

Master Key

Transient Key

EAPOL HMAC

~# |

Aircrack-ng 1.1 r2178

48] 59956 keys tested (1452.27 k/s)

KEY FOUND!

FB
43

AB
CD
82
39

4D

67
ah

ec
FF
ES
3C

1D

17
D9

EF
Bb
C3

EC

Fa

Bl
20

AS
BB
7B
95

81

[ hacktest ] @

D2
Bl

Bb
44
62
8B

AB

36
B8

37
ES
36
1C

67

D5
99

BF
66
67
aF

AA

39
EE

33
38
DF
7A

95

58
8B

74
04
65
61

94

18
Fe

ac
4E
84
BD

Fe

94
1F

EC
36
CE
22

BF

43
3F
97
54

A7
B5

C5




//

Making a custom Dictionary

* You can use Crunch to make your customized Dictionary
e For example we want to combine david with 3 number digits:

.Jcrunch 8 8 —f charset.Ist numeric —t david@@ @ -o
davidxxx.txt

This will make a dictionary with min and max 8 character only
numeric value from charset.lst file with the fix word david and
3 variable into davidxxx.txt file

david000
david001

30



CHAPTER 3:

Hacking Hotspot



Hacking Hotspot

Hot spot login is very useful and easy specially with
RouterQS

® The sniffing packets is not work for hacking MikroTik
hotspot because it use HTTP-CHAP as authentication
method by default

® The best method is phishing
® Lets see it in action.

e \We will use SET(Social Engineering Tool) for Phishing in
this Lab

® First connect to the hotspot and clone the hotspot page

32



IP: 10.5.50.1
MAC: AA:BB:CC:DD:EE:FF "\

Hotspot Router

33



IP: 10.5.50.1
MAC: AA:BB:CC:DD:EE:FF

Hotspot Router

Fake Hotspot Page

34
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Hacking Hotspot

e Since | was run out of time in this chapter during my live presentation! ;-) | am list all the necessary steps to
perform this attack here:

You need this Requirements:
1- one MikroTik router with one wireless module
2- one PC with backtrack or any distribution of Linux with SET(Social Engineer Toolkit)

Now you can start your attack:

1- Connect to the Victim hotspot network just like any hotspot user(you can use your MikroTik router as station and
masquerade the IP address of your backtrack)

2- open your Firefox browser and try to see the hotspot login page
3- copy http://hotspot-address/login

4- open your SET tool(in backtrack you can find it here Applications = BackTrack = Exploitation = Social Engineering
Tools = Social Engineering Toolkit = set

5- Choose 1) Social-Engineering Attacks = 2) Website Attack Vectors = 3) Credential Harvester Attack Method
6- Choose 2) Site Cloner

7- Enter your Ethernet interface IP address

8- Past the copied address of your hotspot and you are done with set leave the window open

Now we should perform spoofing attack witch it not easy in wireless as the Ethernet networks with ettercap in this case
we use MikroTik router for spoofing

9- open wireless menu on your MikroTik router open your interface and change the MAC address to the hotspot router
MAC address

10- add the hotspot Router IP address to your Wireless Interface
By doing this all network traffic of the access point that you connect to it will redirect to you.
11- Add a new NAT on RouterOS and Redirect all IP traffic to your PC and wait for victims!
35
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Hacking Hotspot

® You can see the username and passwords on SET window

® As long as your wireless interface are available the users
will redirect to your page and they cant access to the
Internet so remember to disconnect ASAP to stay un
detected.

For more information you can contact me at:
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