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Main.idea.

How | goit the lidea.

People who works in technology knows that electronics constantly slows down for
several reasons: high temperatures or too low, CPU usage, etc. ...

And in most cases these devices are placed in hard places to reach. Often it takes time
to get to the site simply to do a reset.

So, the situation is: A base station on top of the mountain, with multiple routers. One
hangs for any reason. If we consider the total time from the moment that the
problem is detected by the technician that will trigger the scene, plus travel time,
at the end we will have a strike of at least 2 to 3 hours on the network due to a
simple physical reset.

And what if we could solve this incident in 5 minutes or less?
With the RoboTik is possible!
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Practical applications.
As RolboTilk lve used:
* Connect or disconnect any device via SMS.

* [t can also be used as residential alarm warning of invasion via
SMS.

e Reboot router via SMS.
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Developing your RoboTik.

Ovelirview
The Robot have to be able to manage its ethers, its actions and responses to

commands that will be sent to it via SMS.

The Router OS is a powerful system equipped with tools that can be used for
various functions Robot.

In this case we will use the SMS tool to give input commands to the RoboTik.
Via SMS tool also it can send responses back to the user for each task
performed.

To monitor and provide answers for RoboTik's actions we will use Netwatch
based in some virtual interfaces.

To be able to trigger external relays we will use the RouterBoard’s Led by
changing the default led system.

Now we are able to program the robot.
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Hands-on
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Hands-on
To build the RoboTik will use:

Recycled equipment used. Equipment that are normally thrown in the trash.

01 — RouterBoard SXT-5HnD (with wlan damaged) or any other RouterBoard
with USB port.

03 — Relay Modules to 5V Arduino.

01 — Modem 3G USB Huawei 3g Model E-173.
01 - RB1100 case Recycled.

01 - A 12 Volts/3 Amps power suply.

03 — 5 volts regulators LM7805.

01 — USB extension cord.
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Building the RoboTik
How to progiram youir ReleTil:

First let’s create 5 virtual interfaces, which can be: ATS, EOIP, VPLS, etc... We will
nominate them as "rele-01, rel-02, rel-03, and rele-04-05." In this case | used EOIP
tunnels.

/interface eoip

add name=rele-01 remote-address=127.0.0.1 tunnel-id=1
add name=rele-02 remote-address=127.0.0.1 tunnel-id=2
add name=rele-03 remote-address=127.0.0.1 tunnel-id=3
add name=rele-01 remote-address=127.0.0.1 tunnel-id=4
add name=rele-01 remote-address=127.0.0.1 tunnel-id=5
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Building the RoboTik

How to program youi ReleTil:

Now we need to add the IP address so netwatch can check the interfaces.

/ip address

add address=192.168.1.1/32 interface=rele-01 comment="ip rele-01“
add address=192.168.2.1/32 interface=rele-02 comment="ip rele-02"
add address=192.168.3.1/32 interface=rele-03 comment="ip rele-03"
add address=192.168.4.1/32 interface=rele-04 comment="ip rele-04"
add address=192.168.5.1/32 interface=rele-05 comment="ip rele-05"

RoboTik | N Powered by
MikroTik User Meeting in Croatia : Lotk : —
mum Largest European MUM of 2013 Creating your robot with Mikrotik Router OS M/K/’O' 'k



Building the RoboTik
How to progiram youir ReleTil:

Now we have to reprogramer the RouterBoard LED’s. Each LED will monitor one virtual
interface:

/system leds

set 0 disabled=yes leds=led1,led2,led3,led4,led5 type= wireless-signal-strength
add disabled=no interface=rele-01 leds=led1 type=interface-status

add disabled=no interface=rele-02 leds=led2 type=interface-status

add disabled=no interface=rele-03 leds=led3 type=interface-status

add disabled=no interface=rele-04 leds=led4 type=interface-status

add disabled=no interface=rele-05 leds=led5 type=interface-status

=
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Building the RoboTik

How to program youi ReleTil:

Now we need to configure the SMS Tool to receive and execute the commands via
SMS. In this case | add a PASSWORD that must be sent with the SMS so the RoboTik
can execute the action. If you send the SMS without the password the SMS will be
discarded.

/tool sms
set receive-enabled=yes

set secret=xxxxx#
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Building the RoboTik

How to progiain youir Releiilk:
When you send a SMS to the RoboTik it executes several routines that we need to

programe on a script. For every function you want you need you add a new script.
Following we have a script that tells RoboTik to reboot all devices.

/system script

add name=reboot-all policy=[find] source=
interface eoip enable numbers=0
interface eoip enable numbers=1
interface eoip enable numbers=2
interface eoip enable numbers=3
interface eoip enable numbers=4
delay delay-time=30

interface eoip disable numbers=0
interface eoip disable numbers=1
interface eoip disable numbers=2
interface eoip disable numbers=3
interface eoip disable numbers=4
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ilding the RoboTik
pulnaing tne hoobo

How to progiram youir ReleTil:

Now we can see how RoboTik is able to response the SMS saying that the action was
executed and if the equipament is ON or OFF.

Note that the interface status is exactly the opposite status of the device. This kind of
behavior happens because relay module works with negative voltage.

/tool netwatch
add comment="Interface 04 is down" disabled=no down-script="tool sms send usb1 03299384007
message="Device 04 is ON" host=192.168.4.1 interval=2s timeout=1s up-script=""

add comment="Interface 04 is up" disabled=no down-script="" host=192.168.4.1 interval=2s
timeout=1s up-script="tool sms send usb1 03299384007 message="Device 04 is OFF"
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v

Building the RoboTik

Runniing the Serilpit via SIVIS:

uill_Tele2 E 7 4 34% @}

——————
. Mensagens

]
LDispositivo 04 desligado)

icmd  XXxxx# script
reboot-all [[ VAR[=VAL] ]

iDispositivo 01 desligado)

{ Dispositivo 02 desiigado) :cmd xxxxx# script desligal [[ VAR[=VAL] ] ... ]

LDispositivo 03 desligado) password SCFipt name
LDispositivo 05 desligado)

LDispositivo 04 Iigado)

LDispositivo 01 Iigado)

LDispositivo 02 Iigado)

oY e )
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admin@00:0C:42:D7:3A:62 (Robo Tik) - WinBox v5.23 on RB SXT 5HnD (mipsbe)

- o EH

ol |
Quick Set
Intefaces
Wireless
Bridge
PPP
Switch
Mesh
IP
MPLS
Routing
System
Queues
Files
Log
Radius
Tools
New Teminal
MetaROUTER
Make Supout rif
Manual
Exit

Sa‘fe Mode

CPU:%V' % Memory/15.1 MiB Uptime:00:46:27 [v| Hide Passwords [ (5)
B
interface | Ethemet  EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Ox] =5
i \ ’ ‘C]l ‘?‘ [ Find ||| Serts |Jobs  Environment
| [Name [ Type. v [ R [interface ||| 4] =] [ 7] | Run Somt | Find
|R <ivetherl Ethemet 1598 152.8 kbps 2 = m — Own Last e ‘Ru o ' =
(X »pppoutl PPP Cliert 1500 0b of 192.168.1.1  192.168.1.1 rele-01 Sl Aol LT ke
¥ Toraraid PPE Gt e T if:e,: - = e desligatudo admin Jan/01/1870 21:02:03 1 }
X 4prele-01 EolP Tunnel 65535  Obps O 19216821 19216821  rele-02 desigal adpin Jan/01/1970 21:01:28 3 1
R <brele-02 EolP Tunnel 65535 Obps 0 -~ ip rele 03 desl!gaZ admfn Jan/01/1 SZD 21:38:40 4 [
X 4prele-03 EolP Tunnel 65535 Obps 0 919216831 1921 el desiiga3 admin Jan/02/1970 00:02:50 1 T
1% d EolP Tunnel 65535 0 bps 0 - ip rele 04 desligad admin Jan/01/1970 21:44:22 4 [
! A - < = P desliga5 admin 0 [
|X 65535 0 bps 0 152.168.4.1 152. refe-04 |
[x Wireles 0 b;s oll = i;il:n; 2 e ligatudo admin Jan/01/1570 21:33:09 3 |
[ = ) ) ligal admin 0
192.168.5.1 152 refe-05
* " me liga2 admin Jan/01/1970 21:38:15 1 !
liga3 admin 0 ‘
liga4 admin Jan/01/1970 21:44:47 3 |
liga5 admin 0 §
| limpa admin Jan/01/1970 21:43:10 8 |
5 -1 11 reboot-all admin 0 |
=il |REmE | startup admin Jan/01/1970 21:00:12 25 ‘
. I . Inbox [=] E3
|Host ¢ |interval [Timeout (... [Status [Since = r ‘
..: dispositivo 01 responde down ‘ ? e ‘
dT:p(T)ZHZi.\;IOB%: ;Sponde - 00:00:02 1000 down Jan/01/1970 21:00:30 T [ Phone G :Trmestamp Message ] ‘ v
o i +553299384007  Mar/14/2013 13:08:10 GMT +23 :cmd yyyyyy# script desligad [[ VAR[= VAL]D...].
e Ll L o A1 553299384007 Mar/14/2013 19:08:33 GMT +23 -omd o000t scrpt desligad [[ VAR[=VAL]] .. ]
;:‘1‘92“’1%8 i T 1000/cp SR +553299384007  Mar/14/2013 19:08:58 GMT +23 :omd xo000¢2 script ligad [[ VAR[=VAL] ] ... ]
... dispositivo 02 responde up
9 152.168.2.1 00:00:02 1000 up Jan/01/1570 21:38:42
... dispostivo 03 responde down
%9 192.168.3.1 00:00:02 1000 down Jan/01/1970 21:00:30
... dispositivo 03 responde up
9 152.168.3.1 00:00:02 1000 down Jan/01/1570 21:00:30
.. disposttivo 04 responde down
%9 152.168.4.1 00:00:02 1000 down Jan/01/1970 21:44:48
... dispositivo 04 responde up
9 152.168.4.1 00:00:02 1000 down Jan/01/1970 21:44:48
;.. dispostivo 05 responde down
% 192.168.5.1 00:00:02 1000 down Jan/01/1970 21:00:30 |
.. dispositivo 05 responde up [ d
$152.168.5.1 00:00:02 1000 down Jan/01/1570 21:00:30 |3items ‘
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Electronics / Logic Integration

Electronic Comnectioins

For the robot electrically disconnect or connect equipment is necessary that the logic
commands applied to Router OS becomes a electrical pulse to trigger the relays. To capture this
information we need to get the pulse generated by the RouterBoard LED and according to the virtual
interface state one or other action will be done.

This step requires technical skill as it is a SMD circuit. Welding should be done with a welder station so
you do not damage the circuitry of the RouterBoard.

The electrical pulse raised will be used to drive the relays and turn on/off the equipment connected to
the robot.
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Electronics / Logic Integration

ronic Coninections
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Electronics / Logic Integration

RELAY MODULE

RoboTik
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Electronics / Logic Integration

Electronic Connections
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Electronics / Logic Integration
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Electronics / Logic Integration

Electronic Connectioins
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Electronics / Logic Integration

Electronic Comnectioins
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Conclusion

Finais consideiratioims:

With virtually scrap equipment you can build a RoboTik.
Save time and movement coach.

The Mikrotik RouterOS is a powerful operating system and with sufficient resources to
control our Robot.

Considerably reduce the time Down Time of your provider via SMS bouncing equipment
locked.

Simple and efficient. Low cost and simple construction. One need not be an expert in
electronics to assemble.
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Quesiions amel 2nSWers
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Biography

http://wiki.mikrotik.com
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