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About Me

- Peter Major

- AccessPoint Kft.

- Using MikroTik for 9 years

- lIgniteNet, Cambium and Ubiquiti trainer

-  More test videos in AccessPoint Kft.YouTube
channel
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About Company

- AccessPoint Kft

- Started in 2002

- One of the biggest Wireless equipment distributor

- We deals in:

- Wire and Wireless network devices
- Passive networks (Fibrain, etc.)
- Trainings
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About Presentation

- What is the typical problems with CRS?
- What happened to the master-port!

- Switch vs Bridge with VLANs

- LACP

- DHCP Snooping
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Informations from partners

Who have used MikroTik Switces!?
Who love MikroTik Switces?

What is the problem with MikroTik Switces?
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Problems with MikroTik Switches?

- Slow throughput @
- Programming is hard %

- Unstable operation M

- If you set it properly, you won’t any problem!
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Let’s see some typical problems

. . C
- Configuration g,
atbn
- Device selection C
Onfigy
r
- Measurement method § alion

- Configuration



What was the Master-port?

Before 6.41 ROS

Interface <ether3s
Gen
eral | Ethernet Overall Stats Rx Stats Tx Stats s

Name: |ether3

e

Switch: |switchl

‘enabled
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Cancel j

Type: |Ethernet \
MTU: [1500 [  Apply J
L2MTU: 1598 » E—i Dtsalﬂe\]

Max L2 MTU: | 2028 l Comment
MAC Address: |4C:SE:0C:ED-155A ( Torch

ARP: |enabled s [ _ Cab‘eﬁg
ARP Timeout v |l P

i Reset MAC Address
Miastoe Y { Reset Counters
Bandwidth (R¥Tx): |unlimited | ¥ | /|unlimited | ¥ —

no link

After 6.41 ROS

I ( Loop Protect Overal Gtats Rx Stats
Name: |ZIEE Cancel =
Type: |Ethemet = ii A{)ply i
MTU: [1500 Dwabie
Actual MTU: |1500 — '&;mgm —
L2 MTU: 1592 - ke
Max L2 MTU: 10218 , Tordl ]
MAC Address: |B8:69:F4:4E:7B:5A - CﬂTesrtig
ARP: |enabled s A ﬂ
ARP Timeout: - :iRreset MAC Address |

Reset Counters

enabled

sl




So we can’t switch?

- You can!
- Actually it’s easier then ever!

- Only put the Interfaces to the Bridge
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Bridge
g | =
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20 IH

So how we can switch!?

Pots | VLANs MSTIs

v % a7

Interface
ttether?
i T
ttether?
-t etherd
i
ttethens
ttethery
ttethens
+tetherd
ttether 0
ttether? T
i
ttatherid
Lt atherid
i
Lt ather 76
ttether? 7
+tatheris
ttether S
b T Y )
ttether ]

Ll . ey

o °
e» AccessPoint

Port MST Crwvemides

Bridge
bridge
bridge
bridge
bridge
bridge
bridge
bridge
bridge
bridge
bridge
bridge
bridge
bridge
bridge
bridge
bridge
bridge
bridge
bridge
bridge
bridge

Filters

Hwr. Offig
gwitch 1
switch1
gwitch 1
gwitch 1
switch1
gwitch 1
switch1
gwitch 1
gwitch 1
switch1
gwitch 1
switch1
switch 1
gwitch 1
switch1
gwitch 1
switch1
switch1
gwitch 1
switch1

Bridge Port <ether19:
STP  V0LAM @ Status

General

Interface:

Bridge:

Horizon:

Leam:

enabled

effer’s

bridge

auto

v| Unknown Unicast Food
v| Unknown Multicast Flood
| Broadcast Flood

Hardware Cffload

inactive

oK
* Cancel
hd Apply
- Disable
s Commert
Copy
Remove
Hw. Cffload

switch 1
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How it works!?

r ______________________
I RB2011UIAS
I Ethl Eth2 Eth3 Eth4 EthS SFP 1
| Gigabit| |Gigabit| |Gigabit| |Gigabit| |Gigabit cage
USB \ /
| 7
Atheros8327
I Fe Gigabit Switch
Serial
| Eth6
10/100M
| e 1Gbls
T U P S Eth7
I 10/100M
NAND R
| 128MB Pl |
| ! cPU Integrated 100Mbit Eth8
: _
RAM | 600MHz Switch ' 10/100M
| 128MB \: N = !
: : Eth9
I I AR9344 . 10/100M
Beeper—" = = st e e e e e e e e e e e e e e =
I Eth10
| 10/100M
LCD

L o Dl ol Do o oo oo
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Does is work with my RouterBOARD!?

- https://wiki.mikrotik.com/wiki/Manual:Switch _Chip_Features

RB1100AH Atheros8327 (ether1-etherb); Atheros8327 (ether6-ether10)
RB1100AHx2 Atheros8327 (ether1-etherb); Atheros8327 (ether6-ether10)
CCR1009 series Atheros8327 (ether1-ether4)
RB493G Atheros8316 (ether1+ether6-ether9); Atheros8316 (ether2-etherb)
RB435G Atheros8316 (ether1-ether3) with ether1 optional [more']
RB450G Atheros8316 (ether1-ether5) with ether1 optional [more ]
RB450Gx4 Atheros8327 (ether1-etherb)
RB433GL Atheros8327 (ether1-ether3)
RB750G Atheros8316 (ether1-etherb)
RB1200 Atheros8316 (ether1-etherb)
RB1100 Atheros8316 (ether1-etherb); Atheros8316 (ether6-ether10)
DISC Lite5 Atheros8227 (ether1)

etc...
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It can only switch?

Come on! It is a MikroTik!

It could be STP, RSTP, MSTP, IGMP Snooping, DHCP Snooping, VLAN
Filtering, Bonding with very low CPU load

RouterBoard/[Switch Chip] Model Features in Switch menu  Bridge STPIRSTP  Bridge MSTP  Bridge IGMP 3nooping Bridge DHCP Snooping | Bridge VLAN Filtering Bonding

CRS3xx series + + + + + o o
CRS1xx/CRS2xx series
[QCAB33T]
[Atheros8327]
[Atheros8227]
[Atheros8316]
[AtherosT240]
[MT7621]
[RTL8367]
[ICPIus1750]

+ 9 + 9

O A

O S N O B R N B
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What is the VLAN?

VLAN
VERY LOCAL AREA NETWORK
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What is the VLAN?

- What is the VLAN?

- |EEE 802.1Q
- 4 extra bytes

Preamble | Destination | Source Type PayLoad | CRC/FCS
MAC MAC
address address
Preamble | Destination | Source 802.1Q Type PaylLoad Recalculated
MAC MAC header field
address address (VLAN ID) CRC/FCS
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How | use the VLANs?

VLAN1O - STAFF

VLAN3O - VolIP

'@ D] VLAN4O - MGNT
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Let’s see some examples

S

VLAN 100 PRIVATE
VLAN 200 GUEST
VLAN 300 MGNT

Etherl

=

J/ °
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Let’s see a wrong example

lé:?‘r":i_; l
/interface vlan VLAN 100 PRIVATE
add interface=ether| name="vlan100 - ETHI" vlan-id=100 VLAN 200 GUEST
add interface=ether4 name="vlan100 - ETH4" vlan-id=100 VLAN 300 MGNT
add interface=ether| name="vlan200 - ETHI" vlan-id=200
add interface=ether4 name="vlan200 - ETH4" vlan-id=200 Etherl
add interface=ether| name="vlan300 - ETHI" vlan-id=300 e —

linterface bridge

add fast-forward=no name="bridge - VLAN 00"
add fast-forward=no name="bridge - VLAN200"
add fast-forward=no name="bridge - VLAN300"

/interface bridge port
add bridge="bridge - VLAN100" interface="vlan100 - ETHI["
add bridge="bridge - VLANI100" interface=ether2
add bridge="bridge - VLAN100" interface="vlan100 - ETH4"
add bridge="bridge - VLAN200" interface="vlan200 - ETH["
add bridge="bridge - VLAN200" interface=ether3
add bridge="bridge - VLAN200" interface="vlan200 - ETH4"
add bridge="bridge - VLAN300" interface="vlan300 - ETHI["
add bridge="bridge - VLAN300" interface=ether4
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Let’s see a wrong example

Ethl Eth2 Eth3 Eth4 EthS SFP 1
Gigabit| |Gigahit| |Gigabit| [Gigabit| |[Gigabit cage
Atlferos8 I
Gigabit S ‘;;
/
Gh /“
. \1//7 /
I 1 ] /:/
: _
| : CPU Integraétitiimlhﬂﬂhdblt :
I 600MHZ 1 \
I ! I
T Lo = I

Throughput: ~975Mbps with 60% CPU load
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How can i do it correctly!?

EthS SFP 1
Gigabit cage

Atheros8327
Gigabit Switch

I I Integrated 100Mbit
. CPU  ['edrarEe ;

TR B

Throughput: ~995Mbps with 2% CPU load
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How can i do it correctly with 201 1? (Atheros8327)
What was the difference before 6.41?

'--:‘\.-_,-'-'_
™

VLAN 100 PRIVATE
VLAN 200 GUEST
VLAN 300 MGNT

linterface ethernet

set ether2 master-port=ether|
set ether3 master-port=ether | Etherl
set ether4 master-port=ether|

linterface ethernet switch port

set | vlan-header=add-if-missing vlan-mode=secure [Z"
set 2 default-vlan-id=100 vlan-mode=secure —
set 3 default-vlan-id=200 vlan-mode=secure

set 4 default-vlan-id=300 vlan-header=add-if-missing vlan-mode=secure

/interface ethernet switch vlan

add ports=ether|,ether2,ether4 switch=switch| vlan-id=100
add ports=ether|,ether3,ether4 switch=switch| vlan-id=200
add ports=ether|,ether4 switch=switch| vlan-id=300
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How can i do it with 201 1? (Atheros8327)

'--':‘u-'_,-i' .
e ~

S —

VLAN 100 PRIVATE
VLAN 200 GUEST

/interface bridge port VLAN 300 MGNT
add bridge=bridge| interface=ether|

add bridge=bridge| interface=ether2 Ethe:l

add bridge=bridge| interface=ether3 sy

add bridge=bridge| interface=ether4 Ether2

untagged

linterface ethernet switch port

set | vlan-header=add-if-missing vlan-mode=secure [Z"
set 2 default-vlan-id=100 vlan-mode=secure —"
set 3 default-vlan-id=200 vlan-mode=secure

set 4 default-vlan-id=300 vlan-header=add-if-missing vlan-mode=secure

/interface ethernet switch vlan

add ports=ether|,ether2,ether4 switch=switch| vlan-id=100
add ports=ether|,ether3,ether4 switch=switch| vlan-id=200
add ports=ether|,ether4 switch=switch| vlan-id=300
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How can i do it with CRS3XX?

VLAN 100 PRIVATE
VLAN 200 GUEST
VLAN 300 MGNT

linterface bridge
add fast-forward=no name=bridge| vlan-filtering=yes

Etherl

/interface bridge port

add bridge=bridge| interface=ether|

add bridge=bridge| interface=ether2 pvid=100
add bridge=bridge| interface=ether3 pvid=200
add bridge=bridge| interface=ether4 pvid=300 [Z"

)
2”7 2 Y
/interface bridge vlan

add bridge=bridge| tagged=ether|,ether4 untagged=ether2 vlan-ids=100
add bridge=bridge| tagged=ether|,ether4 untagged=ether3 vlan-ids=200
add bridge=bridge| tagged=ether| untagged=ether4 vlan-ids=300

untagged
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Conclusion
Misconfiguration or
Not proper device selection

can cause problems!
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| Gigabit sometimes isn’t enough

Possibilities?
- Use more compressed data streams $$$$

- Use 2.5G, 10G, 40G link speed $$

- Use Link aggregation s

s> AccessPoint



What is the LAG!?

- |[EEE 802.3ad
- [EEE 802.lax

PORT 1 PORT 1

Link aggregation
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Is it make too high CPU load!?

- Yes, could be, if you chosen a bad device

RouterBoard/[Switch Chip] Model Features in Switch menu Bridge STPIRSTP  Bridge MSTP  Bridge IGMP Snooping  Bridge DHCP Snooping  Bridge VLAN Filtering Bonding

CRS3xx series + + + + + + +
CRS$1xx/CRS52xx series + + = + 4 +1 = -
[QCASB337] + + - - +3 - .
[Atheros8327] + + = - +2 - .
[Atheros8227] + + = = = = -
[Atheros8316] + - - .
Bii [= K3
[Atheros7240] + doe ] )
Bidge Portts VLANs MSTis Port MST Ovemdes Fiters NAT Hosts MDB
[MT7621] + = -
(=% QT
[RTL836T] + _ _ : — : _
=4 Inteface Bridge Horizon |Priority (h... |Path Cost |Role Root Pat| v
[ICPIus175D] + - 0H  4tbonding1 bridge 1 80 10 root port 10 : .
1H  ttether2d4 bridge 1 80 10 designated port
2H  4Atether23 bridge1 80 10 designated port

Jitems (1 selected)
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Let’s create a bonding!

= v |8 A T
Name Type

4pbonding1 Bonding

]
1item out of 12 (1 selected)

Intedface Intedace List Bthemet EolP Tunnel

J/ °
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Interface <bonding1>
General Bonding  Status  Traffic

Slaves:

Mode:

Primary

Link Monitoring:
Transmit Hash Policy:
Min. Links:

Down Delay:

Up Delay:
LACP Rate:

Ml Interval:

enabled

|
4

i

ether]
ether? ¥
802.3ad

none

mii

layer 2

30s

100

IP Tunnel GRE Tunnel VLAN VRRP Bonding

| 4

I

+

ms

-l

ms

LTE

Cancel
Apply

| Disable

Copy

28



We created a bonding, but it can only |G
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What was the problem!?

Now, we have 2G

Interface | Interface List Ethemet EolP Tunnel 1P Tunnel GRE Tunnel

L~ v (% A

Name Tx
4isether?
“ivetherd
ivetherd
4ivether10
RS 4ietherll
RS 4iether12
4ivether1d

Resources

Uptime:

Total Memory:

CPU Count:

CPU Frequency

Free HDD Space

Free Memory:

CPU:

CPU Load:

Total HDD Size:

T | | Detect Intemet

Obps
Obps
Obps
Obps

926.9 Mbps
$86.0 Mbps

02:48:48

487.3MiB
503.3 MiB

ARMv7

800 MHz
3%

3980 KB
16.0 MiB

0bps

Rx

Tx/Rx Rate

Tx/Rx Packet Rate

FP Tx/Rx Rate
FP Tx/Rx Packet Rate

Tx/Rx Bytes
Tx/Rx Packets

Tx/Rx Drops

Tx/Rx Emors:

General Bonding Status  Traffic

1915.7 Mbps /|38.6 kbps
157 762p/s /|61p/s
Obps /|33.9kbps
Op/s /|57p/s
536.0GB /{204 GiB
380 135933 /|15 546 948
0 /|0

i

| '8

Il

1915.7 Mbps
38.6kbps

I

enabled

[l Tx Packet: 157 762p/s
[l Rx Packet: 61p/s

runining

I

slave

Cancel
Apply
[ Disable
Comment

Coy

Torch

SUANGETY:

Cloud Aouter Switch
Chs220.29G 25 AM

J/ °
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Cloud Aouter Switch
CRS326-24G-25-AM
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Now, we have 2G

|Name
ipether7
4iretherd
¢irethers
tipether0
RS  ¢iretherll
RS ¢isetheri2
4iretherll

Resources

It

Total HDD Size:

Interfface | |nteface List Ethemet EolP Tunnel
«||%| 3 |T| Detect Intemet

4 |Tx

Dbps.

O bps
0 bps
0 bps
926.9 Mbps
986.0 Mbps
0bps

Uptime: |02:48:48

IP Tunnel GRE Tunnel

Rx

437.3 MiB
503.3 MiB

Free Memory:

Total Memory:

CPU: /ARMv7

CPU Count: |1

CPU Frequency: 800 MHz

CPU Load: 3%

Free HDD Space: 3980 KiB

16.0 MiB

J/ °
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Dbps.

Obps

0 bps

0 bps

2.7 kbps
40.0 kbps
0bps

General Bonding Status Traffic
Tx/Rx Rate: 11915.7 Mbps 8.6 kbps Cancel
Tx/Rx Packet Rate: 157 762 p/s /|61p/fs Apply
T
FP Tx/Rx Rate: Obps /|33.9 kbps Disable
FP Tx/Bx Packet Rate: |Op/s /|57 p/s Comment
Tx/Rx Bytes: |536.0 GiB /204 GiB | Corv |
T/R Packets: |380 135 933 /|15 546 948 Rares
Tx/Rx Drops: |0 /[0 Torch
Tx/Rx Emors: |0 /|0
7= 1915.7 Mbps
R« 386 kbps
Il Tx Packet: 157 762 p/s
B Rx Packet: 61p/s
enabled running slave
3

1



The bottleneck was the |1 Gb/s to the CPU

l RB951G-2HnD

Eth1 Eth2 Eth3 Eth4 Eth5
‘Sigabit| [Gigdbit| |Gigabit| |Gigabit| |Gigabit

N\ 1Gb/s

| |
| |
| |
! |
! |
Atherow8327
I RAM Giyabit SWgch |
128MB |
! |
| [NAND ] ST s |
128MB [~ ! I
g - - o Em S Em S o 1 .
| ' Do ]:I_|_ Amplifier 20 ¢
| USB o 1o 802.11b/g/n !
[ 1 GoomHz ' ' dualchainWLAN 1 | |
1 1 1
| 1 .
| I T 2 L Amplifier <IN ]
| LEDs . I
; Atheros9344 SOC ; AW total output |
| / __________________________ |
Beeper
! |
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Conclusion

Bad measurement mislead us!
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The DHCP could be dangerous!

- Use Static IPs

- Use ARP for Leases

- Use DHCP Snooping
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DHCP Snooping

- What is the DHCP Snooping?

Orginal
Server
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DHCP Snooping

- How could we do in legacy ROS?

/interface bridge filter

add action=accept chain=forward dst-port=67 ip-protocol=udp \
mac-protocol=ip out-interface=ether2 src-port=68

add action=drop chain=forward dst-port=67 ip-protocol=udp \
mac-protocol=ip src-port=68

Eth1 Eth2 Eth3 Eth4 Eth5
Gigabit | |Gigabit| |Gigabit| [Gigabit| |Gigabit

NIV

Atheros8327
RAM Gigabit Switch
128MB [
1Gb/
_____________ |_5___________..
NAND I
128MB | [
e . | ! | chaino
1, I I ;! Amplifier ——=
USB | ! CPU o 802.11b/g/n .:—l_
1 600MHz ! I dual chain WLAN r
Iy 1 1 '|—|_
0 .
[— \______._ _ S - 1 Amplifier el
LEDs I I
' Atheros9344 SOC : 1W total output
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DHCP Snooping

- How can we do in latest ROS (v6.43+)!?

/interface bri

add(dhcp-snooping=yes fast-forward=no name=bridgel

/interface bridge port

add bridge=bridgel interface=etherZ trusted=yes

add bridge=bridgel interface=ether3
add bridge=bridgel interface=ether4

® °
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General |STP VLAN Status Trafiic
MName: |bridgel
Type: |Bridae
MTU:
Actual MTU: | 1500
L2 MTU: |1592
MAC Address: |B3:63:F4:4E:7B:59
ARFP: |enabled
ARP Timeout:
Admin. MAC Address:

Ageing Time: | 00:05:00

IGMPE Snooning
v| DHCP Snooping
d DHCF Uption 82

Bridge Port <ether2>
General | STP VLAM  Status

Interface: ¥

Bridge: |bridge

Harizan:

Leam: |auto
+| Unknown Unicast Food
| Unknown Mutticast Food
v| Broadeast Food

| Hardware Offload

enabled

-

-

*

Huw. Oifload

Cancel

Apply

Disable
Comment

Copy

]
B

Remave

Fast Forward

enabled unning




Conclusion
If you have a good device, the
programming is easy!

Work smarter, not harder!

s> AccessPoint



Any other features!?

MAC/Protocol based VLAN Q—“"Q

BOnding P\C\’ cule

Port Security STP/RSTP/MST,!V C)ff/% d
QoS (Port, MAC,VLAN, Protocol based)

.o B2
Port Isolation Mirrorin CP opue"
wlLLouu§ X O\
IGMP snooping . e CO°
Traffic 5
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Questions

Or you have a not public question, please send me an email
to major.peter@accesspoint.hu
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Thanks for your attention!
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