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HOTSPOT

* Plug-n-Play — Computer network yang memungkinkan
penggunaan null configuration pada client.

« Authentication — System autentikasi yang bisa menjaga
network tetap terkontrol walaupun bersifat public access.

- Bridge Network — hanya berjalan di bridge network dan
bisa juga di routed network jika menggunakan EolIP.

« Limitation — menjaga monopoli user.

- Quality OF Service — traffic tetap dapat terkontrol untuk
menjaga kecepatan akses client tetap rasional.

« Bypass — resource jaringan bisa diberikan tanpa
autentikasi.
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Hotspot Network

l Jo Fmulated Bridge Network using EolP
Bridge Network
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Hotspot Instalation

+ [admin@MikroTik] > /ip hotspot setup

« Select interface to run HotSpot on
— hotspot interface: ether3
« Set HotSpot address for interface
— local address of network: 10.5.51.1/24
— masquerade network: yes
» Set pool for HotSpot addresses
— address pool of network: 10.5.51.2-10.5.51.254
» Select hotspot SSL certificate
— select certificate: none
 Select SMTP server
— ip address of smtp server: 0.0.0.0
« Setup DNS configuration
— dns servers: 203.84.155.188,2.2.2.2
» DNS name of local hotspot server
— dns name:
« name of local hotspot user
— Username: admin
— Password:

% N N
Mikror ik




Hotspot QOS

 Limitasi Kecepatan akses Hotspot dibagi
menjadi 2 metode:

— Built-in limiter — menggunakan parameer rate-limit di
server-profile untuk melimit total traffic dari hotspot
network sedangkan jika ingin limit per user bisa
menggunakan rate-limit di user-profile.

— Menggunakan custom limitation yang memanfaatkan
parameter Incoming-packet-mark dan outgoing-
packet-mark pada user-profile.
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Hotspot QOS

 Built-in Limitation dilakukan secara
otomatis dan mudah tetapi tidak
memungkinkan melakukan implementasi
HTB.

« Dengan menggunakan Custom Limitation
anda bisa melakukan implementasi HTB
dan melakukan limitasi berdasarkan
Kriteria koneksi yang lebih beragam.
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Hotspot Packet Flow
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Hotspot — The Traffic
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I
Hotspot Built-in Limitation

# | Hotspot Server Profile <hsprofl »
General | Login  RADIUS

« Parameter Rate-Limit pada

MName: hsprofl

Hotspot Address: |10.5.50.1 a server prOfile akan membatasi
DNS Name: ~  total traffic dari hotspot

HTI"-'1L.D.inEf|:t|:|r§,r: hu:nts'tpnt ¥ network_

Rate Limit {potd)] | 1TmSIm i
e . * Traffic Bypass juga terlimit.

HTTP Proxy Port: |0
SMTP Server: -

n| Queue List @

Simple Queues | Inteface Queues Queue Tree  Queue Types

oA =] | Reset Counters || o0 Reset All Counters
H MName Target Ad... |Rx Max Limit |Tx Max Limit | Rx Tx -
0D 12 he-<hotspot 13 M 1M 0 bps 134 .1 kbps
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Hotspot Built-in Limitation

# | Hotspot User Profile <uprof-groupl >

S—y « Parameter Rate-Limit pada
o . user profile akan membatasi
traffic dari hotspot client

Address Poal: |hspool-&

Session Timeout: -
dle Timeout: |none ¥ | A dalam Satu group_
Keepalive Timeout: | 00:02:00 A .
Status Autorefresh: [00:01:00 « HTB tidak dapat
Srard User: - diimplementasikan.
Rate Limit {potbc:| | 1280128k -

X Queue List @

Simple Gueues | Inteface Queues Queue Tree  Queue Types

e | = (=1 | | | 00 Reset Counters || 00 Reset All Counters
H Mame Target Ad... |Rx Max Limit | Tx Max Limit | R Tx b
0D B<hotspotuserl> 10550253 128 128 . Obps  1204kbps
11D 12 hs-<hotspot 1= 1M 1M 0 bps { bps
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Custom Limitation - Profile

# | Hotspot User Profile <uprof-groupl >

General | Advertize Scripts

Mame: |1

Address Poaol:

Session Timeout:
Idle Timeout:

Keepalive Timeout:
Status Autorefresh:

Shared Users:

Rate Limit {pob):

Address List:
Incoming Fitter:

Outgaing Filter:

Incoming Packet Mark:

Outgoing Packet Mark:

Open Status Page:

Ipror-gqroup |

hs-pool-& *
-
none F a
00:0:2:00 P S

00:01:00
w
-
¥ | A
¥ |
¥ | A
group14n ¥ oA
qgroup 1-out ¥ oa
always *

v Transparent Proogy

« Parameter Incoming-packet-
mark dan Outgoing-packet-
mark didefinisikan untuk
melakukan penandaan
(marking) traffic dari user di
dalam group tersebut.

* Incoming-packet-mark
melakukan marking traffic
upload dan Outgoing-packet-
mark melakukan marking
traffic download.




Custom Limitation - Mangle

# | Firewall i
Fiter Rules MNAT Mangle | Service Pots Connections Address Lists  Layer? Protocols

o |== & ¥ O || | 00 ResetCounters || 00 Reset All Counters hotspat ¥
H Action Chain Src. Address | Dst. Address |Proto... |Mew Packet Marc |Passthrough |Bytes Packets =

. 28 D A" marlc packet  hotspot 10.5.50.253 group 14n YES 58.8 KiB 1370 |
230 4 mark packet hotspot 10.5.50.253 group 1-out YES 13.0 KiB 158

» Firewall mangle akan secara otomatis dan dinamis
melakukan marking packet traffic dari client yang
masuk di dalam group (profile).

* Dynamic Marking dilakukan di chain Hotspot.
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Custom Limitation - Mangle

* Rule Jump dari Built-in Chain ke chain
hotspot diperlukan supaya traffic dari user
dapat dibaca di firewall.

— /ip firewall mangle add chain=prerouting
action=jump jump-target=hotspot

— /ip firewall mangle add chain=postrouting
action=jump jump-target=hotspot
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Custom Limitation - Mangle

ASUMSI : Network yang digunakan adalah network NAT.

Mark-Connection harus dibuat berdasarkan mark packet dynamic
dari profile atau dari chain hotspot.

— /ip firewall mangle add chain=prerouting action=mark-connection
new-connection-mark=conn-group1 passthrough=yes packet-
mark=group1-in

Selanjutnya Mark-Packet bisa dibuat supaya bisa
diimplementasikan atau dilimit trafficnya.

— /ip firewall mangle add chain=prerouting action=mark-packet new-

packet-mark=packet-group1 passthrough=no connection-
mark=conn-group1

— /ip firewall mangle add chain=postrouting action=mark-packet new-
packet-mark=packet-group1 passthrough=no connection-
mark=conn-group1

Setelah mark packet dari traffic group1 sudah dibuat maka limitasi
bandwith bisa dibuat di Queue.
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Custom Limitation - Queue

« /queue tree add name="0-Hotspot1-total-Upload" parent=[interface
public/global interface] packet-mark="" max-limit=2M

* /queue tree add name="0-Hotspot1-total-Download"
parent=[interface hotspot] packet-mark="" max-limit=2M

« /queue tree add name="Group1-total-Download" parent=0-Hotspot1-
Ito’[aI-ch\>/|wnIoad packet-mark=packet-group1 limit-at=1M max-
imit=2

* /queue tree add name="Group1-total-Upload" parent=0-Hotspot1-
total-Upload packet-mark=packet-group1 limit-at=1M max-limit=2M
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Custom Limitation - Queue

7 | Queue List |ﬁ|

Simple Queues  Inteface Queues Queue Tree | Queue Types

o T Reset Courters || 00 Reset Al Counters
Name Parent Packet Marks  |Limit A (bit... | Max Limit ... Avg. R... |Queued Bytes |Bytes Packets |
{8 0-Hotspat 14otal-Download wlan3 2M 271.7k... 0B 1365.. 146079
12 Group 14otal-Download (-Hotspot 14otal-Download  packet-group 1 1M M 271 7 k... 0B 133MB 10290
{2 0-Hotspot 14otal-Upload globaldn ZM 3 6 kbps 0B 263MB 56482
i% Group14otal-Upload  0-Hotspot14otal-Upload  packet-group 1M ZM 3 6kbps 0B 4545 .. 5839
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Hotspot Based on Destination

RQUTER

Ay e
SRC-NAT

: . - | International
! e

—————————

Local
Exchange

__________

M/Kr 11k



Hotspot — Based on Destination

. H_ntuk membedakan traffic 11X dan Internasional kita gunakan Address-List
ice.

— /ip firewall mangle add chain=prerouting action=mark-connection new-
connection-mark=conn-group1-iix passthrough=yes dst-address-list=nice
packet-mark=group1-in

— /ip firewall mangle add chain=prerouting action=mark-packet new-packet-
mark=packet-group1-iix passthrough=no connection-mark=conn-group1-iix

— /ip firewall mangle add chain=prerouting action=mark-connection new-
connection-mark=conn-group1-int passthrough=yes dst-address-list=Inice
packet-mark=group1-in

— /ip firewall mangle add chain=prerouting action=mark-packet new-packet-
mark=packet-group1-int passthrough=no connection-mark=conn-group1-int

— /ip firewall mangle add chain=postrouting action=mark-packet new-packet-
mark=packet-group1-iix passthrough=no connection-mark=conn-group1-iix

— /ip firewall mangle add chain=postrouting action=mark-packet new-packet-
mark=packet-group1-int passthrough=no connection-mark=conn-group1-int

% N N
Mikror ik




Hotspot — Based on Destination

7| Firewall
Fiter Fules NAT Mangle | Service Ports  Connections  Address Lists  Layer7 Protocols
e || == &% (O || |00 ResetCounters || 00 Reset All Counters all ¥
H Action Chain Src. Address | Dst. Address |Mew Pachket Mark | Passthrough |New Connecti... Bytes Packets b
0D  # mark packet hotspot 10.5.50.253 group14n VES 7.1 MiB 23874
10 # mark packet hotspot 10550253 groupl-out VES 20.5MiB 22 6hd
P Fjump prerouting 239 MiB 40 512
_______ 3 < mark connection prerouting conn-group T-4x  1563.3 KiB Ll 15
4 A mark packet prerouting packet-group 14 no 2841 2 KiB 3111
b # mark connection prerouting conn-group14rt  2829.1 KiB 11 650
6 # mark packet prerouting packet-groupl4nt no 3944 3 KiB 12 966
Fi 2l jump postrouting 277 MiB 39713
g # mark packet postrouting packet-groupl4x  no 15.5 MiB 11578
9 # mark packet postrouting packet-grouplint no {7 MB 11 426
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Hotspot — Based on Destination

« /queue tree add name="0-Hotspot1-total-Upload" parent=global-in packet-mark=""
limit-at=0 priority=1 max-limit=2M

» /queue tree add name="0-Hotspot1-total-Download" parent=wlan3 packet-mark=""
limit-at=0 priority=1 max-limit=2M

» /queue tree add name="Group1-total-Download" parent=0-Hotspot1-total-Download
limit-at=960k priority=1 max-limit=2M

» /queue tree add name="Group1-total-Upload" parent=0-Hotspot1-total-Upload limit-
at=960k priority=1 max-limit=2M

* /queue tree add name="Group1-Total-11X-Download" parent=Group1-total-Download
packet-mark=packet-group1-iix limit-at=768k queue=default priority=4 max-limit=2M

* /queue tree add name="Group1-Total-INT-Download" parent=Group1-total-Download
packet-mark=packet-group1-int limit-at=192k queue=default priority=3 max-limit=2M

» /queue tree add name="Group1-Total-l1IX-Upload" parent=Group1-total-Upload
packet-mark=packet-group1-iix limit-at=768k queue=default priority=4 max-limit=2M

* /queue tree add name="Group1-Total-INT-Upload" parent=Group1-total-Upload
packet-mark=packet-group1-int limit-at=192k queue=default priority=3 max-limit=2M
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Hotspot — Based on Destination

i Queue List @
Simple Queues  Interface Queues  Gueue Tree | Queue Types
op T Reset Counters || 00 Reset All Counters
Mame Parent Packet Marks Prionty | Limit At (bits/s) |Max Limit ...|Avg. Rate |Bytes Packets b
{2 0-Hotspot 14otal-Download wlan3 1 ZM  Bl&bps Z279MB 242836 |
18 Group 14ctal-Download 0-Hotspot 14otal-Download 1 960k M Bl&bps 521MiB 95522
& Group1-TotaHl¥-Download ~ Group 14otal-Download packet-group 1-ix 4 768k M B16bps J14MB 29755
{& Group1-Total-INT-Download  Group 14otal-Download packet-group 14t 3 152k M Obps 26.1MiB 40477
& (-Hotspot 14otal-Upload global-in 1 ZM  480bps 472 MiB 206443
{& Group 14otal-Upload {-Hatspat 14otal-Upload 1 960k M 480bps 192MiB 93377
& Group1-Total-[¥-Upload (Group 14otal-Upload packet-group 1-ix 4 768k M 480bps Y5MB 30555
& Group1-TotalHINT-Upload ~ Group 14otal-Upload packet-group1-nt 3 192 M Obps 11.1MB 52571
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Hotspot — Internal Proxy
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Proxy

5| Web Proxy Settings

General | Status  Lookups Inserts Refreshes

T |+ Pastikan option Cache-On-
e e i Disk diaktifkan.

Fort: [8030 =

o -+ Parameter TOS digunakan
i i T untuk identifikasi traffic HIT
Cache Administrator: |webmaster . m; at au MISS

Max. Client Connections: | 600 ° Secondary HardiSk untUK
Max. Server Connections: | 600 Cac h e_ D r i ve

Max Fresh Time: |3d 00:00:00

v| Cache On Disk

Seralize Connections

v Always From Cache

Cache Hit DSCP (TOS): |4

Cache Drive: |system
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Mangle For “HIT” Traffic

i | Firewall

Fiter Rules  NAT Mangle | Service Pots  Connections  Address Lists  Layer7 Protocols
on o= | b o Reset Counters || 00 Reset All Counters postrouting | #
H Action | Chain Src. Address | Dst. Address | Proto... [DSCP (TOS) |New Packet Mark | Bytes Packets v

b Sliump ocostrouting 70,9 MiE g2 §GR
=B A mar... postrouting 4 prongy-hit 10.7 MiB 7574
A mar... postrouting

packet-group 14 31.7 MiB 26192
packet-group 14nt 23.2 MiB 32 h

* /ip firewall mangle add chain=postrouting

action=mark-packet new-packet-mark=proxy-hit
passthrough=no dscp=4

« Pastikan Rule “HIT” berada tepat di bawah Rule
jump.
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Queue — “HIT” Traffic

X Queue List @

Simple Queues  Inteface Queues Gueue Tree | Queue Types

o T Reset Counters || 00 Reset All Counters

Mame Parent Facket Marks Priority  |Limit At (bits/s) |Max Limit ... Avg. Rate |Bytes Packets ||*

18 0-Hotspot 14otal-Download wian3 1 M 816bps 2275 MB 242725

{2 Group 14otal-Download (-Hotspot 14otal-Download 1 560k M 816bps 921MB 95412

2 Group1-Total-l¥-Download  Group 14ctal-Download packet-group 14ix 4 768k ZM 816bps J14MB 29648

{2 Group1-Total-INT-Download  Group 14cotal-Download packet-group 14nt 3 1592k ZM Obps 26.1MiB 40477

12 0-Hotspot 14otal-Upload global+n 1 M 480bps 472MB 206332

{2 Group 14otal-Upload (-Hotzpot 14otal-Upload 1 960k M 480bps 152MiB 93 267

12 Group 1-Total-Il¥-Upload (Group 14otal-Upload packet-group 1-ic 4 768k M 480bps YHMB 30444

TotalINT-Ugload _ Growpligialloload _packetaroupls " 3 192 24 Obes 111MB 52571

wlan3 proogy-hit 8 M Obps Z21MiB 15422

« /queue tree add name="Total-Proxy-Hit"
parent=[Interface Hotspot] packet-mark=proxy-hit
max-limit=1M
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Hotspot Un-Auth Traffic
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Un Authenticate Traffic - Mangle

 Un authenticate traffic adalah traffic dari user
yang memiliki akses bypass.

— /ip firewall mangle add chain=prerouting
action=mark-connection new-connection-mark=conn-
unauth passthrough=yes hotspot=!auth in-
interface=[Interface Hotspot]

— /ip firewall mangle add chain=prerouting
action=mark-packet new-packet-mark=packet-unauth
passthrough=no connection-mark=conn-unauth

— /ip firewall mangle add chain=postrouting
action=mark-packet new-packet-mark=packet-unauth
passthrough=no connection-mark=conn-unauth
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Un Authenticate Traffic - Mangle

7 | Firewall
Fiter Rules MAT Mangdle | Service Pots Connections  Address Lists  Layer7 Protocols
| == o | ¥ (O] | | 00 Reset Counters || 00 Reset All Counters

H Action  |Chain Src. Address |Dst. Address |Proto... |[DSCP (TOS) |New Packet Marc | Bytes Packets
00  #mar. hotspot 10.5.50.253 group 14n 28176 KB 32 550
10  #mar.. hotspot 10.5.50.253 group 1-out 28.4 MiB 28 739
2 Fdjump  prerouting B3IME 114 480
3 # mar... prerouting 5.3 MiB 15748
4 A mar... prerouting packet-group 14ix 6.9 MiB 18 555
B # mar... prerouting 5.5 MiB 47079
& A mar... prerouting packet-group 14nt 10.8 MiB 50 440
I FMAr.. POeOUNG 430KB 168
L R R packetunauth ZLINB IES
) Fjump  postrouting AIMB 107067
10 A mar... postrouting 4 proogy-hit 10.7 MiB 574
11 A mar... postrouting packet-group 14 32.1 MiB 29 543
12 A mar... postrouting packet-group 14nt 2h.2 MiB 40 756
13 A mar... postrouting packet-unauth 298 1
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I
Un Authenticate Traffic - Queue

* Queue dari User yang belum terautentikasi dan
memiliki akses bypass akan menggunakan
parent queue Hotspot-Total-Download karena
walaupun memiliki akses bypass kecepatan
traffic akan tetap terkendali.

— /queue tree add name="Hotspot1-Unauth-Download"
parent=0-Hotspot1-total-Download packet-
mark=packet-unauth limit-at=64k priority=8 max-
limit=2M

— /queue tree add name="Hotspot1-Unauth-Upload"
parent=0-Hotspot1-total-Upload packet-
Imark=2||r</|acket-unauth limit-at=64k priority=8 max-
IMit=
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Un Authenticate Traffic - Queue

X Queue List E
Simple Queues  Inteface Queues  Queue Tree | Queue Types

e == || % T | 00 ResetCounters || 00 Reset All Counters

Mame Parent Packet Marks Priorty  |Limit A (bits/s) Max Limit ... Avg. Rate |Bytes Packets
{2 0-Hotspot 14otal-Download wlan3 1 ZM  1632bps 2280 MiB 243 663
2 Group 14otal-Download 0-Hotspot 14otal-Download 1 560k ZM  316bps S522MB 96153
2 Group 1-TotalHl¥-Download  Group14otal-Download packet-group T-ix 4 768k ZM  B16bps 31.5ME 30385
{2 Group 1-TotalINT-Download  Group14otal-Download packet-group 1-nt 3 192k ZM Obps 261 MiB 40477
{2 Group24otal-Download 0-Hotspot 14otal-Download 1 960k 2M 0 bps 0B 0
{2 Hotspot 1-Unauth-Download 0-Hotspot 14otal-Download  packet-unauth g Gdlc 2ZM  316bps 205 KB 157
& 0-Hotspot 14otal-Upload global-n 1 2M 15 1kbps 475MB 210527
{2 Group 14otal-Upload (-Hotspot 14otal-Upload 1 960k 2M  480bps 193 ME 954 008
12 Group 1-Total-H[¥-Upload Group T4otal-Upload packet-group 14ix 4 768k 2M  480bps 7HME 31185
12 Group 1-TotalINT-Upload Group 14otal-Upload packet-group 14nt 3 1924 ZM Obps 11.1MB 52571
1= Group24otal-Upload (HHotspot 14otal-Upload 1 960k ZM O bps 0B 0
{2 Hotspot 1-Unauth-Upload [(-Hotspot 14otal-Upload packet-unauth g8 Gk ZM 147 kbps 2953 KiB 3 3h4
12 Total-Prony-Hit wian proocy-hit g ™ 0 bps 0B 0
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