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About Me

Faisal Reza, ST. (si_faisal)

- Co-founder Asta Informatics
- using MikroTik since early 2008

applied in Internet Café, ISP, Enterprise Network, Multifinance, Hotel &
many more.

- MTCNA, MTCTCE
- member of IEEEEEEEE

ForumMikro' (' Indonesia

www.forummikrotik.com

Specialities :
Network Solution & Design, Virtualization
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Asta Informatics

Established 2011

Solution Provider with Green IT principle

System Integrator

for Server, Networking, Security and Private Cloud
IP Surveillance System

Broadband services

Free Consultation available

More info : www.astainformatics.com

'jl Astalnformatics b @Astalnformatics

ASTA INFORMATICS — Faisal Reza — www.astainformatics.com



Typical Configuration
on Enterprise Network
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Single Provider

Branch Office

Disaster Recovery
Backup Site

Single
Provider

Single provider

VPN IP / MPLS Service - Data
subscription )

P - Voice
Cons: - Video

- No Backup Connection

Head Office
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Multi Provider Branch Office Disaster Recovery
Backup Site

Site Project

IP CAMERA
POINT

SECURITY
IP CAMERA

STORAGE

1St
Provider

SECURITY
IP CAMERA

USER  pRINTER ACCESS POINT

2nd

If 15t link goes down, switch to 2" link S

Subscribe VPN IP / MPLS Service
To two different provider
Cons :
- Only 1 link Active

Other link as backup (idle)
- High cost

SSSSSSS

CCCCCCCCCCC

Head Office
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Lets try-different solution

Build your Own VPN on
public Infrastructure using

% | J |
Mikror 1k
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INDONESIAN INTERNET
OpenlXP : Open Internet eXchange Point

NiCE : National interConnection Exchange
11X : Indonesian Internet eXchange
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OpenlIXP / NiCE

Open Internet eXchange Point
National interConnection Exchange

All Provider - Connected In one place
we can buy IIX only connection

(cheaper than dedicated VPN + get access to indonesian domestic site )

Greater Bandwitdh, Cheaper Price
Low Latency inter provider, average < 10 ms

Multi Access option (fiber optic, wireless,
microwave, ADSL, 3G, Wimax) o0

Freedom of choice U
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Branch Office
Site Project

Disaster Recovery
Backup Site

IP CAMERA

USER  pRINTER ACCESS POINT

ROUTER

ISP B

SECURITY
IP CAMERA

; : OpeniXP e
cilent to site -

& \\\\\ Internet
J) ))
)) ISP A
3G

- Freedom to choose Provider
- Domestic (IIX-only) connection is cheaper
- Possible to use non-dedicated line

(ADSL, GPRS, 3G) — more cheap Head Office
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Solution

MikroTik as VPN Server

Because we rely on public infrastructure,
security is more considered.

Using Secure Socket Tunnel Protocol (SSTP)
with self-signed certificate (SSL)

Site-to-site & Client-to-site are supported

Multi-provider bandwitdh aggregation
supported with eoip-tunnel or MPLS/VPLS
over SSTP
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SSTP

Secure Socket Tunneling Protocol (SSTP) is the
way to transport PPP tunnel over SSL 3.0
channel. The use of SSL over TCP port 443 allows
SSTP to pass through virtually all firewalls and
Proxy servers.

http://wiki.mikrotik.com/wiki/Manual:Interface/SSTP
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http://wiki.mikrotik.com/wiki/Manual:Interface/SSTP

TCP connection

SSL Megotiation

—

'—-
SS5TP over HTTPS

'—-

P hindinE |
Internet

SSTP Tunns

1. TCP connection is established from client to server (by default on port 443)

2. SSL validates server certificate. If certificate is valid connection is established
otherwise connection is torn down.

3. The client sends SSTP control packets within the HTTPS session which establishes
the SSTP state machine on both sides.

5. PPP negotiation over SSTP. Client authenticates to the server and binds IP
addresses to SSTP interface

5.SSTP tunnel is now established and packet encapsulation can begin.

http://wiki.mikrotik.com/wiki/Manual:Interface/SSTP
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So, to connect to SSTP Server we need
following requirement :

1. TCP Port 443

2. GRE protocol allowed

3. Username

4. Password

5. Valid Certificate (optional)

Later, we will configure
valid certificate are required
to establish secure VPN connection!
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Network Topology

RB450G
R1

SSTP SERVER

PUBLIC IP

Symetrical Bandwitdh

ex :2 Mbps Download / 2 Mbps Upload

. S
PR ST N
[ Ny RB751-2Hnd +
RB751-2Hnd 7 "~ USB 3G Modem
R2 - ,&O’L ~_ R3
<O ADSLISP 3G Connection

SSTP Client SSTP Client

Public / Private IP Public / Private IP

ex : up to 1 Mbps Download GSM/CDMA Provider

up to 265 kbps Upload
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Simple Diagram
R1

LAN PUBLIC ADDRESS

1922.168.2.0/24 222321
sstp-12 | sstp-13
10011 / | 10015 .
e\ Ky

10.0.1.2 10.0.16 @
LAN LAN
192.168.2.0/24 192.168.3.0/24
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SSTP Server Service Setup

|Stee 1 : Enable SSTP

Bridge
PPP

IP

|PvE

MPLS
Routing
System
Queues

Files

Leg

Radius

Toals

MNew Teminal
Malce Supout rf
Manual

Exit

L

s || || | || e

ervers Secrets Profiles  Active Connections @
Q | | PPF Scanner || PPTP Server SSTF Server || L2TP Server || OVPN Serve
/| Type LZMTU |Tx |Fix ‘Tx Pac... |Rx Pac... | Tx Drops |Rx C

S5TP Server

Enabled
Paort: |4-13 |
Maox MTL: | 1500 |
Maxx MRU: | 1500 |
MRRU: | |-
Keepalive Timeout: |E'I} | .
Default Profile: |default-encryption || # |
- Authentication
pap chap
mechap1 mschap?
Certificate: |nune || il
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Cancel

Apply
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Step 2 : Create user access for R2

SRS

Safe Mode

Interfaces

Bridge
PPF
Mesh
IP

IPvE
MPLS
Routing
System
Queues
Files
Log
Radius

Tools

L

- | | e | | e

Mew Teminal

Make 5
Manrual

Exit

upowt rf

— =

Imteface PPPoE Servers  Secrets | Profiles | Active Connections

[ Hide Passwords [ (3

7 item

PPP Authentication & Accourting

Mew PPP Secrst

Z\
@ MName: |user—sstp2fl | ok( 5
Password: |mikrotik | . Cancel
Service: |sst|:| "il Apply
Caller ID: | |- ——
Profile: |defauit =] —
Local Address: {10.0.1.1 S Copy
Remote Address: [10.0.1.2 |~ | Remove
Remote IPvE Prefic: | |-
Routes: | | -
Limit Bytes In: | | hd
Lirnit Bytes Out: | | hd
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Step 3: Create user access for R3

Interfaces
Bridge

-

Mesh

IP

IPvE

MPLS
Routing
Sys=tem
Cueues

Files

Log

Radius

Tools

MNew Teminal
Male Supout .rf
Manual

Exit

s || we | e || e || e

Interface PPPoE Servers 55@| Profiles = Active Connections

5

S | N

v

PPFP Authertication & Accounting

3

7 item

Mew PPP Secret

MName: |user—sstp3'l | oK
@sswnrd: |mikmtik | - Cancel
Service: |sst|:u ||$| Apphy
Caller D: | |- —
Profile: |default =] —
Local Address: [10.0.1.5 S Copy
Remote Address: [10.0.1.6 | & | Remove
Remote IPv6 Prefix: | -
Routes: | | -
Limit Eytes In: | | -
Limit Bytes Out: | | A
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User List

inteface PPPOE Servers Secrels | Profies  Active Connections

o == | | || || | PPP Authertication & Accounting

Mame ¢ | Password Service  |Caller D Profile Local Address | Eemote Address
'E'uw—sstpﬂ mikcrotile any default 10.0.1.1 1001.2
i userastp 3 mikcrotike any default 10015 10016

R1
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Step 3 : Create SSTP Server static

Irterfaces
Bridge

PPP @
Mesh

IP

IPvE

MPLS

Routing

System

Clueues

Files

Log

Radius

Toals

New Teminal
Make Supout.nf
Manual

Exit

| W | W | ||

FRE
| | PPPoE Serv

HE)

PPP Serwer
PPP Client
PPTP Server
PETF Client :3)
SSTP Client
LITP Server
LZTP Client
OWPM Server
OWPM Client
PPPoE Server
PPPCE Client
ISDM Server
ISDM Client

| "

O tems out of 4

interface

=] |3
Interface |FFFoEServers Secrets  Profiles  Active Connections
=] [ ]2 | PPP Scanner || PPTP Server || SSTP Server || L2TF Server || OVPN Server || PPPoE Scan |
[Name + | Type [L2MTU [T [Rx | T« Pac... | Fx Pac... | T Drops | Fx Drops | Tx Emors [Rx Emors | |+
Svsstp12 SSTP Server Obps Dbps 0 0 0 0
4-#astp-13 SSTP Server Obps Obps 0 1] 0 ] 0
Inteface <sstp-12=
4 cral | Status  Traffic ' 3 Status Trafic 10 Jok
lame: J—-L Cancel e |sstp-13 Cancel

(0)]

Type: |SSTP Server Type: |SSTP Server

L2 MTU: | 2 MTU: |

Disable

Ly

User: |userﬁstp21

\r—
|
|
|

Comment

O fhj |useristp31

Copy

I e
-

@

Remove

Torch
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SSTP server interface list

FFPP
Iterface | PPPoE Servers  Secrets  Profiles  Active Connections
gRY || mm t1| || | PPP Scanner || PPTP Server || SS5TP Server || L2TP Server || OVPN Serve
MName /| Type L2 MTU |Tx Fhe Tx Pac... |Rx Pac... | Tx Drops (Fx D
.............. “esstp-1d  S5TPServer o ...........QObps  Obps 0 0 0
4-Frastp-13 S5TP Server 0 bps 0 bps ] D
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SSTP Client Setup R2

i Safe Mode New Interface
Interfaces

| == b
Bridge
- @ Irtefac Type: [SSTPCliert | Apphy

L2 MTU: | | :

o EIgE |

& Max MTLU: [1500 |

iyl

IP - PPP Server MRRU: | | v
IPYE N PPP Client

v PFTF Server New Inteface =] E3
MPLS I PPTP Client Genersl Dial Out | Status  Traffic 6
Routing I Sl SRR [:] @ || | Canesl
o [~ Port: [443 |

vt LITP Server - | | el

. w

Queues LZTP Client o
Files OVPM Server Proxy Port: |443 | Comment

™ OVPM Client Certfiicate: |none [#]
PPPoE Server [ Verify Server Certificate

i - . Remove
Radius PPPoE Client [ | Verify Server Address From Certificate

| Remove |
Tools I* ISDN Server < @ User: |usersstp21 |

New Teminal ISDN Client . | mikrotik I
Make Supout rf Profile: |default-encryption [#]
Manual 0 items out of 4 Keepalive Timeaout: |EI} | -

[ | Add Defautt Route
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SSTP Client Setup

i Safe Mode

Interfaces
Bridge
FFP
Mesh

IP

IPvE
MPLS
Routing
System
Queues
Files

Leg
Radius
Tools
New Terminal
Make Supout rf

Manual

L

s || || s | |y

Interfac

== [2][=
PEP Server
FFPP Client

PETF Server
PETP Client

LETP Server :

LITP Server
LZTP Client
OVPM Server
OVPM Client
PPPoE Server
PPPoE Client
ISDM Server
ISDM Client

0 tems out of 4

Mew Interface

R3

L2 MTU: |

Max MTU: {1500

MRRU: |

<

@ User: |user—sst|:|3'l \l\
= Password: |mikrotik  Jo
Profile: |defauh-enu:r§,rptinn ||$|
Keepalive Timeout: |ED | e

Cancel

Port: |443 |
Proscy: | |-
Proxy Port: 443 |
Certificate: |ru:une ||3|

[ | Verfy Server Certificate
[ | Verify Server Address From Certificate

[ Add Default Route
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R1

Interface | PPPOE Servers Secrets Profiles  Active Connections

r|=] (] T | | PPP Scanner || PPTP Server || SSTP Server E
|Name ¢ | Type L2 MTU |Tx |Fx | Tx Pac
R 4&sstp-12 S5TF Server Obps 0 bps
R 4&sstp-13 S5TF Server Obps 0 bps
Address List
=] ||| 82 T Find
| Address + | Netwark |Interface |-
D qr10.0.1.1 10.0.1.2 sstp-12 |
D <P100.15 10016 sstp-13
r192.168.1.1/24 192.168.1.0 lan-R1
222321724 222320 etherT

Interface | PPPOE Servers Secrets FProfies  Active Connections |

(| =] [ ][2¢] | PPP Scamner || PPTP Sever || S5TP.

|Na'ne i |Type

ZMTU |Tx

R

R #bastp-21 SSTF Cliert

Obps ]

Address List =B

Herface|PPPnEsEm|smu=|p.m|m5mm- |

+-l=] 2] | PPP Scanner || PPTP Sewver || SSTP Sen

|Na'ne £ |T3,rpe

L2 MTU [Tx

|Rx

R 4#sstp-31 SSTP Client

Address List

O bps

ASTA INFORMATICS — Faisal Reza — www.astainformatics.com

FI:I’-I.G el
B CEIEEIE
| Interface 52 e — =
’ %mmz e B ' D #mum 10.0.15 sstp-31 =
TSI 0820 kS 5192168.3.1/24 19216830  lan-R3
w222322/24 222320 ether T an R




R2

(5

Test Ping, Success!
its now Connected without SSL Certificates

[2dmin@R2Z-1LE] » ping 10.0.1.1
HOST

10.
10.
10.
10.
10.

L T T e Y e Y G

LC o SR SR ST =

= =

SIZE TTL
26 64
26 64
26 64
26 64
26 64

[admin@R2-LAB] >

[2dmin@R3I-LAR] > ping 10.0.1.5

105T
L0.
L0.
L0.
L0.
L0.

[ T . o o

M = 2 e

n

thnononoon

t

TIME STATOS

Ems
Ems
Ems
Ems
Ems

=5 received=5 packet-lo33=0% min-rtt=Ems avg-rtt=E8ms max-rtt==8ms

SIZE TTL TIME STATUS

26
56
56
26
26

ad
a4
a4
ad
ad

=0 recelived=> packet-lo33=0% min-rtt=11lms

ldims
1lms
gms
gms
&ms
avg-rtt=15m3s max-rtt=1Ems
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Generates Certificate

Generates self signed certificate using
OpenSSL, FREE! *°*,

if not familiar usir\iézrlinux, you can install
ubuntu over virtual box, just for generates
certificate

#apt-get install openssl

OpenSSL \,4,
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Steps for generate self-signed
SSL Certificate

Step 1 : ca.key

(CA = Certificate Authority) is the company which issues the SSL Certificate in
this case, we use self-signed, our private CA

root@reza:~# openssl genrsa -des3 -out ca.key 4096
Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)

Enter pass phrase for ca.key: mikrotik

Verifying - Enter pass phrase for ca.key: mikrotik
root@reza:™~#
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Step 2 : ca.crt

root@reza:~# openssl req -new -x509 -days 3650 -key ca.key -out ca.crt
Enter pass phrase for ca.key: mikrotik

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

Country Name (2 letter code) [AU]:ID

State or Province Name (full name) [Some-State]:Jakarta

Locality Name (eg, city) []:Jakarta

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Mikrotik
Organizational Unit Name (eg, section) []:IT

Common Name (eg, YOUR name) []:Mikrotik

Email Address []:admin@test.com
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Certificate Pair for server

Step 3 : server.key

root@reza:~# openssl genrsa -des3 -out server.key 4096
Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)
Enter pass phrase for server.key: mikrotik

Verifying - Enter pass phrase for server.key:mikrotik
root@reza:™~#
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Step 4 : server.csr

root@reza:~# openssl req -new -key server.key -out server.csr

Enter pass phrase for server.key:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

Country Name (2 letter code) [AU]:ID

State or Province Name (full name) [Some-State]:Jakarta

Locality Name (eg, city) []:Jakarta

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Mikrotik
Organizational Unit Name (eg, section) []:IT

Common Name (eg, YOUR name) []:Mikrotik

Email Address []:admin@test.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:mikrotik

An optional company name []:Mikrotik

ASTA INFORMATICS — Faisal Reza — www.astainformatics.com



Step 5 : server.crt

root@reza:~# openssl x509 -req -days 3650 -in server.csr -CA ca.crt -CAkey ca.key -
set_serial 01 -out server.crt

Signature ok
subject=/C=1D/ST=Jakarta/L=Jakarta/O=Mikrotik/OU=IT/CN=Mikrotik/emailAddress=ad

min@test.com
Getting CA Private Key

Enter pass phrase for ca.key: mikrotik
root@reza:~#
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Generate Client Certificate Pair

Step 6 : client.key

root@reza:~# openssl genrsa -des3 -out client.key 4096
Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)

Enter pass phrase for client.key: mikrotik

Verifying - Enter pass phrase for client.key: mikrotik
root@reza
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Step 7 : client.csr

root@reza:~# openssl req -new -key client.key -out client.csr

Enter pass phrase for client.key: mikrotik

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

Country Name (2 letter code) [AU]:ID

State or Province Name (full name) [Some-State]:Jakarta

Locality Name (eg, city) []:Jakarta

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Mikrotik
Organizational Unit Name (eg, section) []:IT

Common Name (eg, YOUR name) []:Mikrotik

Email Address []:admin@test.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:mikrotik

An optional company name []:Mikrotik
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Step 8 : client.crt

root@reza:~# openssl x509 -req -days 3650 -in client.csr -CA ca.crt -CAkey ca.key -
set_serial 01 -out client.crt

Signature ok
subject=/C=1D/ST=Jakarta/L=Jakarta/O=Mikrotik/OU=IT/CN=Mikrotik/emailAddress=ad
min@test.com

Getting CA Private Key

Enter pass phrase for ca.key: mikrotik

Now we have 8 files as below, 6 will be used :

-rw-r--r-- 1 root root 2297 2012-10-19 16:03 ca.crt < used
-rw-r--r-- 1 root root 3311 2012-10-19 15:59 ca.key < user
-rw-r--r-- 1 root root 1960 2012-10-19 16:30 client.crt < used
-rw-r--r-- 1 root root 1805 2012-10-19 16:28 client.csr

-rw-r--r-- 1 root root 3311 2012-10-19 16:25 client.key < user
-rw-r--r-- 1 root root 1960 2012-10-19 16:19 server.crt < used
-rw-r--r-- 1 root root 1805 2012-10-19 16:16 server.csr

-rw-r--r-- 1 root root 3311 2012-10-19 16:12 server.key = €used
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Certificate Distribution

I'I.'n.-'c.-l.lll_lll"n.- [N IR R LR L | I (SN I -_

R1

ca.key

Default Profile: |defaut |*
ca.crt - Authentication
Server.key @ pap chap
Server.crt R 1 e — e
- Certfficate: none I
\ <D Verfy Cliert Cert'rﬁcate>
@ ﬂ\f\(\e ~ .________f%/\’o %
[ ’70@/ h
o R when use
@ R2 R3 @ client
ca.key ca.key certificate
ca.crt _ ca.crt verification,
client.key client.key o
client.crt client.crt CA certificate
must be

imported too
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Upload certificate to each Router

Upload the certificate file according to certificate
distribution using ftp, ssh, file copy etc.

File List [
R 1 = | | | Backup Restore Find
File Mame Type ¢ | Size Creation Time
— Slserveret otfile 19608 Oct/13/2012 10:22:00
=l ca.crt .crt file 2297 B| Oct/19/2012 10:22:55
=] server key ke file 3311 B OctA19°2012 10:22:45
=] ca key key file 1B OctA1972012 10:22:55
R 2 File List (=] E3
= | 2| | Backup Restore Find
File Name Type £ | Size Creation Time b
= ca.cr crt file 22978 OctA192012 10:2318
R 3 =] client .crt «crt file 1960 B OctA159/201210:23.28
= ca key key file 3311B OctA19/201210:23:15
=] client key key file 3311B OctA9201210:23.24
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R1

IMPORT SERVER CERTIFICATE to MikroTik

[admin@R1-LAB] /certificate> import file-name=server.crt

passphrase: mikrotik
certificates-imported: 1
private-keys-imported: O
files-imported: 1
decryption-failures: 0
keys-with-no-certificate: O

[admin@R1-LAB] /certificate> import file-name=server.key

passphrase: mikrotik
certificates-imported: 0
private-keys-imported: 1
files-imported: 1
decryption-failures: 0
keys-with-no-certificate: 0

If everything is imported properly then certificate should show up with KR flag.

[adninMR1-LAE] > fcertificate print

Flagzs: K - decrypted-private-key, 0 - private-kevy, B - t=za, D - ds=a

0 BR name="certl™ subject=C=ID,3T=Jakarta,L=Jakarta,0=Mikrotik,0U=IT,CN=Mikrotik,

emalldddrezs=adninfitest. con

izzuer=C=ID,3T=Jakarta,L=Jakrta, 0=Mikrotik 0U=IT,CN=Mikrotik,
emaildddress=adninftest. con
gerial-number="01" email=adminftest.com
invalid-before=oct/19/2012 09:19: 22 invalid-after=oct/l7/2022 09:19: 22
Ca=yes

[adninBR1-1AB] > ASTA INFORMATICS — Faisal Reza —www-astainformatics.com



Server Certificate

Certibcate List
= T e | Do Femee

[Hama : iﬁuhiud Ilﬂuﬂ
certl C=ID, 5T=lakata, L=... C=ID.ST=lakata, L=...

Lertihicate < el

KR

MNarne: |cert1

C=ID. ST=lakata, L=lakarta, D=Mikotk, - | Cancel
Subect: |JU=IT. CN=Mikrotik,
L | amailaddress=admin@test. com Apply

I

CeID, ST=Jakarta, LaJakita, OsMikiotk, -] | Pemove
lssier DLI-IT,EI'-.I-HhuIih,
* |emailtddress=admint=itest. com Reset Keys

[

Serial Humber 01

Email  admin@est.com

Alias
Irvahd Befare: [I]c:tﬂ 9/201209:13:.22

|rvahd After. Oct/17/2022 09:19:22
(A "
|duv:r1.||:|tud private key |IH
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R1

Import ca.crt

[admin@R1-LAB] /certificate> import file-name=ca.crt
passphrase: mikrotik

certificates-imported: 1

private-keys-imported: O

files-imported: 1

decryption-failures: O

keys-with-no-certificate: O

[admin@R1-LAB] /certificate> import file-name=ca.key
passphrase: mikrotik

certificates-imported: O

private-keys-imported: 1

files-imported: 1

decryption-failures: 0

keys-with-no-certificate: O
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R2
R3

Client Certificate

admin@R2-LAB] /certificate> import file-name=client.crt
passphrase: mikrotik

certificates-imported: 1

private-keys-imported: 0

files-imported: 1

decryption-failures: 0

keys-with-no-certificate: O

[admin@R2-LAB] /certificate> import file-name=client.key
passphrase: mikrotik

certificates-imported: O

private-keys-imported: 1

files-imported: 1

decryption-failures: O

keys-with-no-certificate: O
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R1

Set SSTP Server Using Certificate

O o | SafeMode

Interisce | PPPoE Servers | Secrsts  Profilss  Active Cannections |

PPP &+ | | 1 Y| PPPScanner PPTPSever  SSTPSewer | L2TPSew
et  MName [ Type LZMTU T R TxPac.. RxPax
P 4R epgstpl12 SSTP Server 0 bps 0bps 0
IPvE - #aztp-13 S5TP Semer 0 bips 0 bps a
MPLS o 55TF Server
Routing ¥ v Enabled 0K
System [ Port: | 443 —
Queues Max MTU: | 1500 | ey
Files Max MRLI: | 1500 |
Log MRRU: | -
Radius _

Keepalive Timeout: |EEI -
Tools [
e Default Profie: | defaul ¥

Authenfication I

KvM 2 items out of 4 vl pap Il
Manual
c (3) Conicse: EETRN

v Verify Client Certificate
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Set SSTP Client Using Certificate

Interfaces
Bridge Interface | PPPGE Servers Secrets | Profies | Active Connections
PP @ v = ¢ % (O T  FPPScamner | FPTPSewer SSTPSever L2TPSewer  OVPN Sen
= Narme / Type L2MTU [Tx Rx TxPac... |AxPac... T« Drops R
P "R ebsstp2l SSTP Chent 0bps 0bps 0 I 0
IPvE I 2 Interface <sstp-21>
MPLS » Gensral DislOut | Status | Traffic | 6) Ok
i )
Routing Connect Te: | 222321 T Cancel
s r Poit: | 443 |
&
Queues | PPy
Files Presy: Y | [ Disable
44

Log il | : | Cornment
Radius @ Cettiicate: EXTTMT Cony
Tools ¥ || Veiify Server Certificate
Mew Taminal v Verify Server Address From Certificate Remove
KM 1 #kem out of 3 (1 selected) @ User: | usersstp2] o —
Make Supout, rif Password |“_‘____ |
M arial
- Profle: | default-encryption ¥

Keepalive Timeout: |50 "
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Before Activate the Cert on Client R3

& admin@56:60:F4:21:D6:66 (R1-LAB) - WinBox v5.18 on =86 {x86) - O] x|

0 [ SafeMode v Hide Passwords Il ()

In&acas
Bndge Intertace | FPFPoE Servers | Secretz | Profiles Active Conneclions
Fii #- | || 71 7 PPPScanner  PPTPSever | SSTPServer || L2TPSewver | OVPN Sewve
Mezh [L2MTU [Tx R Ts Pa)]| Pt Pacil] T Dicgss [FIC
IP I* 0 bps 0 bps 0 0 0
P 0 bips 0 bps 1] 0 ]
MPLS —
) & admin@56:65:8F:BA:F7:13 (R 3-LAB) - WinBox v5.18 on #86 (x86)
Fouting
Sypstem
Clueuss Interface <sstp-31>
Files General Dial Out | Status | Traffic |
Log Connect Tix |222.3.2.1
Radius . Post: 443
Tools F .
) - Prosy: I |
Mew Terminal
KM Y K Marme Prosy Port: | 443 B N
2 items out of 4 sosstp 3l - »
Make Supout i ¥ dificate: | =
Manual I || Verify Server Certificate
Exit v Yerify Server Addiess From Certificate
(] I . =T ]
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16:60:F4:21:D6:66 (R 1-LAB) - WinBox v5.18 on =86 (x86) =10 x|

©| O SafeMode v/ Hide Passwords W (5
Interfaces
Bndge Intesface  PPPoE Servers  Secrets Pru:ufi&s| Active Connections
FFP #v = | | 1| V| PPPScamner PPTPSewer SSTPSewver  L2TPSewver | VPN Serve
Mesh [ Name / [Type L2MTU [Tx A TwPac.. |[RxFac.. |TxDiops |AxC
IF I a-pagtpl 2 S5TP Server 0 bps 0 bps 1 1] 1]
IPvE M 4-trzstp13 S5TP Server 0 bpz 0 bps 1 0 1]
MPLS [
Roui . ® admin@56:B5:8F:BA:F7:13 (R3-LAB) - WinBox v5.18 on =86 (x86)
oulting
> G4 SaleMode
System F
Queues Interfaces Interface <sstp-31>
Fies Bridge General DislOut | Status  Traffic
Ctificate [ist :
Log s @ ‘e Conniect To: 222,321
Radius Mesh Port: | 443 |
Toa . = | Interface | PPPoE :
00l 1
Mew Teminal IPvE S | | v | . |
Proxy Port; | 443
KVM S Reoug MPLS P l:ﬁ - '
Make Supaut i Rouing | @ — Certficate: cer 3]
Manual Syztem I [ | Wenfy Senver Certificate
Euit Queues v enify Server Address From Certificate
Files User  wser-zstp3l
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R1

R2

R3

Access to LAN segment in each router

Using static routing using sstp connected ip
address as gateway : suitable for small network

[admin@R1-LAB] > ip route add dst-address=192.168.2.0/24 gateway=10.0.1.2
[admin@R1-LAB] > ip route add dst-address=192.168.3.0/24 gateway=10.0.1.6

[admin@R2-LAB] > ip route add dst-address=192.168.1.0/24 gateway=10.0.1.1
[admin@R2-LAB] > ip route add dst-address=192.168.3.0/24 gateway=10.0.1.1
[admin@R2-LAB] > ip route add dst-address=10.0.1.4/30 gateway=10.0.1.1

[admin@R3-LAB] > ip route add dst-address=192.168.1.0/24 gateway=10.0.1.1
[admin@R3-LAB] > ip route add dst-address=192.168.2.0/24 gateway=10.0.1.1
[admin@R3-LAB] > ip route add dst-address=10.0.1.0/30 gateway=10.0.1.1
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R1

using OSPF ove SSTP
for Larger Network

Interfaces Interface List [m]
Bridge Intesface  Ethemet  EolP Tunnel | IP Tunnel | GRE Tunnel VLAN | VRRP Bondng LTE
PPP | = | [rm——
+-||=| |¢|x| O Y | | | | |
Mesh Name + [Type L2MTU | Tx A Ty Pac... |Rs Pac... | Tx Drops |
IP FUR rether Ethermet 458kbps 76 kbps 7 10 0
IPYE M R 4tlan-R1 Bridge 65535 0 bps 0bps 1] 1] 0
R ttloopback Bridge E5535 Obps 0bps 1] 1] 0
MPLS FU R 4wstpl12 SSTP Server Obps 0bps 1] 1] 0
- - - RAR - 0 bps 0 0 0
Routing M face <loopback> =] E3 ’
System T Genesal |STP | Status | Tralfic | oK
Queues :
Mame: loopback,
— ame. loop | Cancel
Log ..-'l'-.u:h:ie:s::s: List Sddrezz <1111z
Radius ! ! !
o . EIERE2IEIN=EIRR 4 | Address: 1111
New Termin Address / Netwiork Interface | Metwork: | 1.1.1.1
Za 2 1111 1111 lnopback
UM O 10011 10.01.2 sstp-12 Interface: |lnopback
D 10015 10016 s3tp-13
Make Supoutsf 2192168.1.1/24 19216810  lan-R1
Manual P222321/24 222320 etherl
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R

Routing > OSPF > Instances

Interfaces _ .Intﬂfan:au List
Biidge Intedace | Ethemet EclP Tunnel | IP Turmel | GRE Tunnel VLAN | VARP B
por — .

=N EIN=INh
Mesh b -
IP B
o o | Intestaces Instances | Networks | Areas | Area Ranges | Vitual Links | Meighbo
MPLS P - e % O T
Reuting 5 Name © Router ID Auniring|
Systen . # default 1113 yes
Queues 05PF Instance <default:
Files Genesal | Metrics | MPLS | Status oK
Log Mame: . Cancel
Raduse RouteriD: [1.1.1.1 T Aeew
Tools I
Mew Teminal Redistibute Defaul Route:  never * Disable
KM Redistiibute Connected Routes: na % | | Comment
Make Supout it Redistribute Static Routes: na £ Copy
Manuat Redistribute RIP Routes: no (%] | [ Remove
Fuit
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R

Routing > OSPF > Networks

Instances Networks | Areas | AreaRanges | Vitual Links | Neighbors | NBMA Neighbors | Shan
+ = v x 0T

M etwork |.ﬁm
#210.0.1.0/30 hackbore
#2100.1.4/30 hackbone

#2192.168.1.0/24 backbore

Routing > OSPF > Neighbours
e

Virtual Links Meighbors  NEMa Neighbors  Sham Links | LSA | Routes  AS Barder Rc

'y

Instance - |F||:uur Dy Address |Ir|turfm |Etulu Changes |
& default 2222 10.01.2 sstp-12 e
$default 3333 10.0.1.6 selp-13 5
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Routing > OSPF > Instances
ok
R2

Intedfaces Instances | Networks = Areas | Area Ranges Vitual Links | Neighbors

== =] |
Mame / |Flu|..t=r D _Flmni'g|
" delauk 2222 yes |

Routinﬁ > OSPF > Networks

Instances Metworks ' Areas | Area Ranges Vitual Links | Neighbors |

+ A=
Network,  Avea
! #100.1.0/30 backbone

#192.168.2.0/24 backbone

Routing > OSPF > Neighbours

Virtual Links  Neighbors | NBMA Neighbors | Sham Links | LSA | Routes | AS Border Routers |
s
Instance © Router |D |Addrm |Ir|t=|i=|:= State Changes |
#detaull 1111 100.1.1 sstp-21 4
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Routing > OSPF > Instances

E

Interfaces  Instances |Hﬂm|mﬁs AraaFIangm|ViludLhks Meighbors

¥ =] |75 =] |7
Mame * Router ID Running
Bdefauk 3333 yes

Routing > OSPF > Networks

Instances Metworks |A.mas AmaFlangu|VﬂualLi'ks Neighbars

%= P = 7
Metwark / Area |
#10.01.4/30 " backbone
#192168.30/24 backbone

Routing > OSPF > Nelghbours

Virtual Links  Neighbors | NBMA Neighbors | Sham Links | LSA | Routes | AS Border Routers |

v

Instance © Router |D |Addrm |Ir|t=|i=|:= State Changes |
@ default 1111 10011 ssip-21 4
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All Routing Table

& admin@56:60:F4:21:D6:66 (R1-LAB) - WinBox v5.18 on x86 (gac & admin@56:B5:8F:BA:F7:13 (R3-LAB) - WinBox v5.18 on x86 (x86)
IEI IEI Safe Mode
Interfaces
Bndge
PPP [:3 Route List
Fioute List Aoul | |
Mezh Mesh #s  Newthops Fules  VRF
. Floues ' Mesthops | Rules | VRF .
R N CEIEEE
lroe e = : , I y Dst Address  + Gateway
MPLS I Dst Address | Galeway Dist... Rout MPLS I |[Dac P3333 loopback reachable
: DAC P 1.1.11 |IJD|:I|:IaL':k reachable 0 " Do P. 10.0.1.1 10.0,1.5 reachabile sstp-?l
Routing A Dao 10011 10.0.1.2 reachable sstp-12 110 Raouting Do 10012 10.0.1.5 reachable sstp-31
System [ \DAC P1001.2 sstp-12 reachable 0 System I |lDac 10015 sstp-31 reachable
Déo 10015 10.0.1.6 reachable sstp-13 110 D&o 10016 10.0.1.5 reachable sstp-31
Queves DAC P 10016 sstp-13 reachable 0 e DAo P 192.168.1.0/24 10.0.1.5 reachable sstp-31
Fies DAC P 1921681.0/24 lan-R1 reachable o Files Dac P 192.163.20/24 10.0.15 reachable sstp-31
Dao P192.168.2.0/24 |10.0.1.2 reachable sstp12 110 DAC P 192.169.9.0/24 lan-A3 reachable
Lm o P 152.168.3.0/24 10.0.1.6 reachable Sﬂp-‘l 3 110 Lm DAC P 22 II0/24 etherl reachable
Radius DaC P 222.3.20/24  ether] reachable 1] Radius
Tools [ Toolz ¥

~ioix R3

| Hide Passworde 50

gfaces
loe Routes | Nesthops | Rulss | VRF
+|[=[2[sc] =] [ ¥ [Fne [ |&]
o . DstAddess | Gsteway Distance  RoutngMak ¥
Flpac Fzz22 loopback reachable ] 22
B . | DAC P 10011 s31p-21 reachable 0 10.
Do P100.1.2 10.0.1.1 reachable sstp-21 110
Ls " | D&o P100D1E 100.1.1 reachable sp- 1 mo
= i | Dac P10016 10.0.1.1 reachable sstp-21 110
Dao P 1921681.0/24 10.0.1.1 reachable sstp-21 110
tem F ||DAC P 192158.2.0/28 | lanA3 reachable 0 192
. Dao P 192168.3.0/24 10011 reachable sstp-21 110
| DAC P 2223.20/24  ether! reachable 0 224
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Branch Office

Hybrid Provider

Site Project

Disaster Recovery
Backup Site

(=] P CAMERA
USER  pRINTER ACCESS POINT

ROUTER

i
cilent to site P OpeniXP ~ ISP C @ )

&/ . \\\\ Internet .

7))

< s

The same concept

- Can use bonding eoip-tunnel

- Can use bonding vpls interface *
not all provider supported

because need 1512 MTU Head Office
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Interested with this low cost solution
but don’t want to dive deep technical
things?

Let me help you!

reza@astainformatics.com

www.astainformatics.com
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Any Question?

Please feel free to contact me anytime after the presentation
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Thank You
See you in another MUM!

routing the world with

ForumMikro' '<Indonesia

Special thanks to Forum Mikrotik Indonesia

MikroTik User Meeting in Indonesia
Jakarta, October 20-21, 2012




