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About me...

Name: Achmad Mardiansyah

Born: Malang, base: bandung

Linux user since ‘99

Certified trainer (MTCRE/WE/INE/TCE)
MT Certified Consultant

Work: Telco engineer, Sysadmin, PHP
programmer, and Lecturer

Founder of GLC (Garda Lintas
Cakrawala)
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About GLC

GLC: Garda Lintas Cakrawala
Mikrotik Certified Training Partner
Based In Bandung and Jakarta

Provides Mikrotik training & IT Consulting
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Layered network (why?)

Modular Engineering (localise
problem)

Accelerate Innovation

Standardise interface
(interoperability)

* Simplify Teaching and learning

All rules will be written in protocol
& there an encapsulation process
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OSI model

7. Application layer
NNTP - SIP - SSI - DNS - FTP - Gopher -
HTTP - NFS - NTP - SMPP - SMTP - SNMP -
Telnet - DHCP - Netconf - (more)

6. Presentation layer
MIME - XDR

5. Session layer
Named pipe - NetBIOS - SAP - PPTP - RTP -
SOCKS - SPDY - TLS/SSL

4. Transport layer
TCP - UDP - SCTP - DCCP - SPX

3. Network layer

IP (IPv4 - IPv6) - ARP - ICMP - IPsec * IGMP -

IPX - AppleTalk

2. Data link layer
ATM - SDLC - HDLC - CSLIP - SLIP - GFP -

PLIP - IEEE 802.2 - LLC - L2TP - IEEE 802.3 -

Frame Relay - ITU-T G.hn DLL - PPP - X.25
1. Physical layer

EIA/TIA-232 - EIA/TIA-449 - ITU-T V-Series *

1.430 - 1.431 - PDH - SONET/SDH - PON -
OTN - DSL - IEEE 802.3 - IEEE 802.11 -
IEEE 802.15 - IEEE 802.16 - IEEE 1394 -

ITU-T G.hn PHY - USB - Bluetooth - RS-232 -

RS-449
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now, lets talk about security...
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Why Security?

Hierarchy of human needs (maslow)

* Physical
Safety
Love and Belonginess
Self esteem
Actualization

If you need security, —

Physiological Needs:
Ailr, Water, Food, Shelter, Sleep, Sex

It means you are a human
44 / Source: http://api.ning.com/files/
7.

4
INNqY9i4XHGdNS2YgJRoIDO8FFSTs5MIqobVojrvxgvDVDWiiRe20vNX8d5DjSQgmcZHx1mDzli8KHz

’ ul l Ot7kbMpwmO02njyhKZ/MASLOW.jpg
www.glclearningcenter.com
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Some kinds of security and evolution..

* |Information Security

— Physical & administrative
means. Eg. Filing cabinet

« Computer Security

— Local computer

* Network/Internet Security

— Protection of transmitted data
— QOur focus

http://www.dailynews.lk/2009/07/27/z_page-06-Defining-cyber-..jpg

<
alic
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Vulnerability & incident

A vulnerability means: a
weakness of a system.

If this is exploited, the
results is incidents.

Source:
http://www.dl4all.com/software/17107-web-vulnerability-scanner-v5.1.70829.html

www.glclearningcenter.com
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Vulnerability is growing...

CERT Vulnerability Notes Published

QNNn
L9910
LA VAV AV,

e aTare
SUUyY

(RAVAY,

—_

7000
VLV

2 A
&000
VUV

~o
S‘IHH
(PAVAY,

A
4000
JUU

-,
3000
J ULV

e Talata

2000

ARV,

AR
1000
VU

0—~——"—%——*_‘__*‘:_

1905 1994 1907 1008 190% 2000 2001 2002 2003 2004 2005 2004

(ALY, v

Year

, Source:

ttp://docs.W/en/S 1-7435/img/VulNotesPub.png

www.glclearningcenter.com



http://www.glclearningcenter.com

Some sources of vulnerability

* Flaws in software / protocol design
— Eg. NFS, TFTP
Weaknesses in how protocols implemented
— Eg. Email system (open relay, no sender auth)
Weaknesses in how software implemented
— Eg. Microsoft file-sharing (IPC)
Weaknesses in system
— Eg. password cracking, privilege escalation
Weaknesses in network configuration
— Eg. Anonymous FTP

http://www.bhconsulting.ie/weaklink.jpg

www.glclearningcenter.com



http://www.glclearningcenter.com

Y

Vulnerability isn’t always techie..

IMAGINATION

HIS LAFTORS ENCRYPTED.
LETS BUILD A MILLION-DOLLAR,
CLOSTER TO CRACK \T-

NO GOOD!L TS
uc%-'aﬂ RSA'-

ORUG HIM AND HITT HIM WITH
THIS $5 WRENCH UNTIL
WE. TELS U5 THE. PASSUORD,

GoT 1.

http //www jibble.org/cyber-security-challenge-uk-winner/xkcd-decoded.png

~
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Incidents & internet growth

e aTaTate
?HHHHH
(AR VAV AV

~ e

&H00000

LAV AV A VAN

AAANAN
500000
VOLLU

AR A AN
400000
UUUUV

2
LWLIVINININ]

o VUV

-

e aTaTaTle
PANIVINININ)
LUVVUVUY

N TaTaTe

100000

(LAVAV AV

~

Incidents Per Year

R S—— Y &

V gy w—"

ey b -

a®

S av oy a¥ a°

SN N

e

s .
P \e}

Q Q- Q

.\Q .\Q

A
\ e
Q 0
N NG

www.glclearningcenter.com



http://www.glclearningcenter.com

Some sources of incidents

Probe, unusual attempts to gain information

Scan, large number of probes

Account compromise, unauthorized use of an account

Sniffer, similar to above

Root compromise, captures information

Denial of Service (DOS), makes services not available

Exploitation of trust, make trust of foreign system

Malicious code, cause undesired result. Eg. Virus, deface, injection
Infrastructure attack, attack to network/telco infrastructure

www.glclearningcenter.com
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Incidents aren’t always techie..
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So....

With the increasing trend, does this means more
attacker becomes more smart...”?

NOT REALLY...

www.glclearningcenter.com
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Attack Sophistication vs.
Intruder Technical Knowledge  conae

Cross site scripting . Tools
L

“stealth” / advancedg
ngh scanning techniques:

packet spoofing; denial of service Staged

distributed
: : attack tools
Intruder sweepers | : www attacks
Knowledge P :

sniffersE

automated probes/scans
i GUI
back doors; :
disabling audits: : i network mgmt. diagnostics
: éhﬁackl
burglariesisessions
Attack

t exploiting known vulnerabiliti
Sophistication

épassword cracking

gself-replicating code

. Intruders
ipassword guessing

Low

| 1980 1985 1990 2000

www.cert.org/archive/ppt/cyberterror.ppt
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A story..

Relate story of intruder who used tool to get
into UNIX box and gain administrator
privileges, then couldn’t use it because
intruder did not know UNIX commands

www.glclearningcenter.com
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Vulnerability Exploit Cycle

Novice Intruders
Use Crude
Exploit Tools

Crude
Exploit Tools
Distributed

Advanced
Intruders
Discover New
Vulnerability

Automated
Scanning/Exploit
Tools Developed

Widespread Use
of Automated
Scanning/Exploit
Tools

Intruders
Begin
Using New
§Types

of Exploits

““

Source:
www.cert.org/archive/ppt/cyberterror.ppt

Garda Lintas Cakrawala




Several terms..

 Threat & attack (RFC2828)

— Threat: potential violation of security

— Attack: an assault to a system, can be passive/
active

e Security services: services to provides security

e Security mechanism: a mechanism to detect,
prevent , or recover from security attack

www.glclearningcenter.com
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So, what is network security?

Well, you already know
about the security things...

Could you please define it?
What? Many definitions?

Aahh, clearly we need a
standard to define security
services

www.glclearningcenter.com
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Security services, ITU-T X.800

Authentication, the communicating entity is the one
that it claims to be

Access Control, prevention from unauthorized
resources

Confidentiality, protection from unauthorized
disclosure

Integrity, authenticity of the data (no modification)

Non-repudiation, protection against the denial of
involved communicating entity

alic

www.glclearningcenter.com
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Alice, Bob & security services

Alice
This analogy is often used in security illustration.

Alice & Bob could be: real persons, server/client, e-
banking, email, browser, DNS, routers, etc.

Authentication, Access Control, Confidentiality,
+ _Integrity, Non-repudiation?

4
L=

www.glclearningcenter.com
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What will happen?

Alice

channel data, control
\\ messages

secure secure
sender receiver

Source: kurose and ross, computer networkin

www.glclearningcenter.com
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Security mechanism...

Service

Mechanism

Enciph-
erment

Digital
signature

Access
control

Data
integrity

Authenti-
cation
exchange

Traffic
padding

Routing
control

Notari-
zation

Peer entity authentication

\J

\v.‘

N

Data origin authentication

Y

N

Access control

Confidentiality

Traffic flow confidentiality

Data integrity

Non-repudiation

Availability

<
4
3 Q

Source: william stalling, network security essentials
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Some implementations...

e Security policy, supported by law

e Security practices, use a good password,
update system, secure programming, etc

* Security technology: cryptography(RSA, CBC,
etc), hash (SHA, MD5), one-time password,
firewalls

www.glclearningcenter.com
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Now lets talk about layered network security

* By the use of layered network protocols, security
can also be implemented in layered model naturally.

» therefore, if one layer is compromised, we still have
another layer as defense -> layered defense :-)

Unfortunately, some security technologies break the
modularity/independence of layered technology
development. in other words: the apps need to be
modified in other to be secure. eg: http -> https, ftp
-> ftps

Yr\ulfl’_

www.glclearningcenter.com
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Windows Systems

* Windows Services

Cross-Platform Applications

Unix Systems

UMIX Configuration Weaknesses
Mas 08 X

Networking Products
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NETWORK SECURITY MAP

AAA Firewall
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Data Security
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Network Security

+ iotrusion dete<tion prevention system
%)

Perimeter Security

« Prowsn

Physical Security

os for tacility access
+ Duvice security policy compliance;
« Monitor and oy facaity accoss

The Internet Engineering Task Force(IETF): http://www.ietl.org The SANS Institute: http://www.sans.org

Davvin

The Information Systems Security Association (ISSA): http://www.issa.org Information Systems Audit and Control Assoclation (ISACA): hitp://www.isaca.org

Computer Emergency Response Team (CERT): http://www.cert.org U.S. Department of Justice/Cybercrime: http://www.cybercrime.gov

Internet Security Alliance (ISA): http://www.isalliance.org

TN

United States Computer Emergency Readiness Team (US-CERT): http://www.us-cerl.gov Notwork security dictionary and encyclopedia: www.networkdictionary.com Network Sesurity M gt © 2007 Juvvia Techmosoghes, Inc.  protocolmandsiavei
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So, what should | learn? (1)

Depends on what skills you desire:

f you just want to be a ordinary user, just get
knowledge how to use apps securely.

f you are net/sys admin, be expert on the
administration things (system/network).
Understand how the security/protocols works,
and get knowledge how to implement them in
your system.

www.glclearningcenter.com
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what should | learn? (2)

 |f you are developer, understand deeply how the
protocols/algorithms works, implement them on
your code efficiently.

 |f you are security researcher, see all above.
 |f you are script kiddies, you can do better than that.

Please note: security mechanisms requires lots of math
& programming, if you hate them, security is not your
career.

www.glclearningcenter.com
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Demo...

www.glclearningcenter.com
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Thank You

*c Q&A

www.glclearningcenter.com
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