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BelajarMikroTik.COM

Didirikan oleh beberapa Trainer independen

Kami memiliki 4 trainer utama dan 6 co-trainer yang tersebar di
berbagai kota

Kami berpartner dengan lebih dari 10 perusahaan di Indonesia,
Malaysia, Filipina, dan Australia

Kelas bervariasi mulai dari kelas regular, kelas weekend, kelas
bootcamp, dan inhouse

Konsep :
Kelas kecil, intensif, inovatif, tingkat kelulusan tinggi
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Tentang Client

1. Sebuah perusahaan CARGO yang berpusat di Filipina

2. Menggunakan perangkat non-mikrotik untuk
mengkoneksikan cabang ke kantor pusat melalui TUNNEL

3. Memiliki 29 cabang di Filipina (Cavite, Alabang, Cebu, dll)
dan beberapa cabang di negara lain (Vietnam, Hongkong,
Jerman, Guam, China, dll)

4. Alasan beralih ke MikroTik : AFFORDABLE PRICE
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Kondisi Awal

1. Menggunakan IPSecurity sebagai metode tunnel

2. Terdapat 2 router *non-mikrotik* yang terkoneksi ke 2 ISP
yang berbeda, setiap cabang terhubung ke salah satu router

3. Semua cabang memiliki IP Publik tapi beberapa
menggunakan NAT sebelum mencapai IPSec router

4. Tidak ada backup router (yang alive), sehingga bila ada
pergantian router, harus ada downtime
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|PSecurity PEER (*winbox config)

Peer harus dibuat di kedua e Foee A L2 |
Address: 1ﬂ.4.3.2 DK
router e o | \fm
Konfigurasi PEER ini akan s AR = [ |
menentukan jenis enkripsi dan Soct:[bod '
otentikasi dari koneksj antar- e =
router dalam IPSecurity S —
[] NAT Traversal
My ID User FQDN: | |
Proposal Checl: |nbe'_.r |i ¥ |
Hash Algorthm: |md5 || ¥ |
Encryption Algorthm: |3des | # |
DH Group: |madp1ﬂ24 || ¥ |
[ | Gererate Policy
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IPSecurity (*menurut PacketFlow

' /
‘, ‘I
F;;;';uﬂi}ng I;-:;r;a.;d E N K R | P S |
t L
INPUT IPSec
INTERFACE Dscrymm kgt

IPSec Flouling IP Interface | ||
Pollcy Encryption HTB

Local Local % OUTPUT
Process IN “|Process OUT| INTERFACE

» ) @ ; )
i o i { :
s g 5 F
-interface Routing
Prerouting bt Forward
DEKRIPSI
INPUT —

IPSec
INTERFACE \’" Decryption bl -

yes
IPSec Routing IPSec Interface
Policy Decision Encryption HTB

belajar no
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IF ada paket dengan metode IPSec

IPSecurity THEN unpack

=
11432 — |

192.168.50.100

103.54.2.65 IF dst-addr = 192.168.50.100 dan
3 src-addr = 192.168.10.250
< THEN packing ulang dengan
| src-addr = 103.54.2.65 dan
& S dst-addr=11.4.3.2
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IPSecurity RULE (*winbox config)

|| New IPsec Policy

MNew IPsec Policy

General Action ‘ oK
Acton: (ESSTRN |+ | | | cancel
Level: |require |#] Aoply
IPsec Pratocols: |esp ‘E —
[ Tunnel
SA Src. Address: [103.54.2.65 [P
SA Dst. Address: [11.4.3.2 | Copy
Proposal: |default [3] | LRemove
Priority: |0 |
enabled

General lm 0K
Src. Address: |[EZRISXIRIN, | Cance
Src. Port: | \ b g Apply
Dst. Address: |192.168.10.250 | T
Dst. Port: | ‘ - Comme
Protocol: |255 (all
ocol: |255 () E3}) b=
Remow;
IF
‘enabled
belajar
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Sistem Baru yang di Usulkan

1. Single Gateway dengan Policy Routing

2. Load-balance IPSec *manual* (pengaturan secara manual
cabang mana yang lewat ke ISP1 dan ISP2)

3. Fail-over IPSec (kalau ISP satu putus, bisa otomatis pindah ke
ISP backup)

4. Fail-over router (kalau router utama down, langsung di-
takeover oleh router backup)
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Topologi Simulasi

==»
) 192.168.12.1
10.12.13.2

10.13.142

./‘] . 192.168.13.1

-~ 10.11.12.2
192.168.11.1 l_ ¢

172.24.8.10/29 10.4.3.2/30
e
192.168.10.1 I
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Sistem #1

Single Gateway dengan Policy Routing
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TOpO‘Ogi SimU‘aSi IPSec PEER : 172.24.8.10

92.168.12.1
10.12.13.2

IPSec PEER : 10.4.3.2

N\ 10.11.12.2 10.13.14.2

192.168.11.1 _

192.168.13.1

___a |IPSec PEER : 172.24.8.10

/10.4.3.2/30

172.24.8.10/29
/3@ IPSec PEER : [sesuai pasangan]
- Routing to 10.11.12.2 via 10.4.3.1
Routing to 10.13.14.2 via 172.24.8.9
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RouterOS Config (routing)

Routes | Nexthops Rules | VRF
T ] [ (7 BT
IDst.Flddress / |Gatewa'_f | Distance |Hnuting Maric |
AS _kODOOAO 1043 Treachabletodsp-1 T
AS [k 0.00.0/0 10.4.3.1 reachable to4sp-1 1 vig-isp-1
AS  F0.000/0 172.24 8.5 reachable to-sp-2 1 viadsp-Z
DAC [ 10.4.3.0/30 to-isp-1 reachable
DAC P 17224.8.8/29 to-dsp-2 reachable :
DAC P 192.168.10.0/24  local reachable Fiter Rules | NAT | Mangle Service Ports | Connections | Address Lists
*|[=| [«][5 T
Mame ¢ | Address |
@ igp1 10.11.72.2
@ igpd 10.12.13.2
@ ispd 10.13.14.2

Firewall

Fiter Rules  NAT {_Mangle

Service Ports  Connections

=ss Lists

Layer? Protocols

| =] || ] |=

T | | == Reset Counters

00 Hesle{ All Courfers

g | | Action

|Chain dress List .NE.HLE.QU ing Mark | Bytes |F'adcet5
1] # mark routing output isp 1 wigsp-1 1.4 423
1 A mark routing autput izpd wigdsp-2 21T H‘H 250




RouterOS Config (peer)

Via ISP1

IPsec Peer <10.4.3 2>

Auth. Method: |pre shared key

Secret: |abcd | | Disable
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RouterOS Config (peer)

Via ISP2

e By e o] o d s A
¥ =] T'.-:-\.'::_.-_":-':- e
il s o i R b d ol

Address: 10.12.13.2 |
Port: |5{H] | C
Auth. Method: |pre shared key [#]

|Psec Peer <172.24.8.10:

|
Port: |500 | [ o
|

Auth. Method: |pre shared key > A Secret: ab12 | | oi

Secret: ab12 | Di |Psec Peer <10.13.14.2>
Address:

Part:

Patth . Method:

|Psec Peer <172.24 810>

|
Port: |5'|]‘[I |
Auth. Method: |pre shared key =]

Secret: 1234 |




Sistem #2

Load-balance IPSec *manual* (pengaturan

secara manual cabang mana yang lewat ke ISP1
dan ISP2)
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TOpO‘Ogi SimU‘aSi IPSec PEER : 172.24.8.10

92.168.12.1
10.12.13.2

IPSec PEER : 10.4.3.2

N\ 10.11.12.2 10.13.14.2

192.168.11.1 _ 192.168.13.1

|IPSec PEER : 172.24.8.10

/10 4.3.2/30

’ 172.24.8.10/29 4.3.
/ﬁ IPSec PEER : [sesuai pasangan]
e \_./ Routing to 10.11.12.2 via 10.4.3.1

192.168.10.1 I Routing to 10.12.13.2 via 172.24.8.9

Routing to 10.13.14.2 via 172.24.8.9
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Skenario #1

IPSec PEER : 10.4.3.2 192.168.12.1
IPSec PEER : 172.24.8.9 10.12.13.2 |PSec PEER : 172.24.8.10
*activated-by-script |IPSec PEER : 10.4.3.2
*activated-by-script

10.13.14.2
\_ 10.11.12.2

192.168.11.1

_ 192.168.13.1

IPSec PEER : 172.24.8.10
IPSec PEER : 10.4.3.2
*activated-by-script

172.24.8.10/29 /10.4.3.2/30

/ﬁ IPSec PEER : [sesuai pasangan] *doubled
FAI LE D o Routing to 10.11.12.2 via 10.4.3.1

192.168.10.1 I Routing to 10.12.13.2 via 172.24.8.9

Routing to 10.13.14.2 via 172.24.8.9
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Tunel to:172.24.8.10

Skenario 2 IPSec PEER : [tunnel-IP]

= - 192.168.12.1
10.12.13.2

Tunnelto: 10.4.3.2

IPSec PEER : [tunnel-IP]

10.13.14.2

A 10.11.12.2

192.168.11.1  192.168.13.1

Tunnel to : 172.24.8.10
|IPSec PEER : [tunnel-IP]

172.24.8.10/29 /10.4.3.2/30

= TUNNEL Server
FAI I_E D - IPSec PEER : [tunnel-IP]
192.168.10.1 Routing to 10.11.12.2 via 10.4.3.1
I Routing to 10.12.13.2 via 172.24.8.9

belajar - Routing to 10.13.14.2 via 172.24.8.9
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TUNNEL SERVER

Skenario 3 IPSec PEER : [tunnel-IP]

i - 192.168.12.1
10.12.13.2

TUNNEL SERVER

IPSec PEER : [tunnel-IP]

10.13.14.2

10.11.12.2
192.168.11.1

192.168.13.1

TUNNEL SERVER
|IPSec PEER : [tunnel-IP]

/10.4.3.2/30

172.24.8.10/29
== TUNNEL CLIENT
O K \_._/ IPSec PEER : [tunnel-IP]

192.168.10.1 I Routing to 10.11.12.2 via 10.4.3.1
Routing to 10.12.13.2 via 172.24.8.9
telajar I - Routing to 10.13.14.2 via 172.24.8.9
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RouterOS Config - TUNNEL

REMOTE-SITE (Tunnel Server)

PPP
Interface PPPoE Servers  Secrets  Profiles |ﬂk:ﬁveﬂﬂfmcﬂjnns
gk || = i
|Name £ |Lm:.a| Address |Ha'nnte Address |E~ridge
*  @defaul
r &) default-encryption
&P profile 1 ] 10.1.1.111
belajar
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PPP Secret <10.11.12.2>

W= 10.11.12.2 | QK
Password: (123 | S Cancel
Service: |sstp #] | Apply
Caller 1D: -
= Disable
Profile: |profile ¥
i bl |—| Comment
Local Address: | »* Copy
Remote Address: - RHemove
Routes: -
Limit Bytes In: -
Limit Bytes Out: -
‘enabled




RouterOS Config - TUNNEL

Interface <sstp-outtemate-11=

HQ SITE (Tunnel Client) General Dial Out | Status | Traffc oK

| Cancel

Connect To: | LiES R P

Part: |443 | Apply

i M
|

Prosgy Port: |44E'-
Interface | PPPoE Servers  Secrets  Profiles Ao = | et
Certificate: !nnne || ¥ |
. Copy
.|"||.:.| |¢~:,¢ ] Verfy Server Certficate
vl Verfy Server Address From Certfficate Remove
|I"-.Iame /| Type
R %®sstpoutremote-11 SSTP Client User: [10.11.122 [ A e
R 4-#sstpoutremote-12 S5TP Client Bademond: | 123 | a
B 4#sstpouttemate-13 S5TP Client
Profile: |default-enc‘.1"_fptinn || ¥
Keepalive Timeout: i1.|] | -

| Add Default Route

belajar
Mikrol 1K

WWW.BELAJARMIKROTIK.COM



RouterOS Config - PEER

IPsec Peer <10.1.1.1113

IPsec Peer <10.7.1.112 Pk |m,|]

Address: |[[NEEE Auth. Method: |pre shared key

Fort:

Secret: |E||::rcd

Auth. Method:

Secret:

Exchange Mode: |mair1
Send Initial Contact

Exchange Mode: |mair1 || ¥ | Co || NAT Traversal
Send Initial Contact Remave
] NAT Traversal
belajar
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Sistem #3

Fail-over IPSec (kalau ISP satu putus, bisa
otomatis pindah ke ISP backup)
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Topologi

e
- 192168121
10.12.13.2

. 10.11.12.2 | 10.13.14.2

192.168.11.1 __

. 192.168.13.1

172.24.8.10/29 /10_4_3.2/30
Tambahkan routing

table untuk backup 192,153,10,1'

belajar
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FailOver RouterOS Config

Tambahkan routing dengan routing-mark terbalik dan dengan
distance lebih tinggi

Route List

Routes | Nexthops Rules VRF

*| =] |~]|3] =] 7] [Frd @ |3]
!Dﬂi. Address |Gatewa}r !Distance_ |Fln_utir1g Mark ||"l"_
AS PO0DOAO WA Sheachabletniagcy: L | L
|.F'-.S =+ 0.0.0.0/0 10.4.3.1 reachable to-isp-1 1 via4sp-1
AS Pk 0.0.00/0 172 24 8 9 reachable to4sp-2 1 vig4sp-2
5 - 0.0.00/0 10.4.3.1 reachable to4sp-1 20 viadsp-2
3 = 0.0.00/0 172.24 8.9 reachable to4sp-2 20 viadsp-1
5 I 0.0.00/D 172.24 8.9 reachable to4sp-2 20
belajar
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Hasil

- 192.168.12.1
\""-——F/
10.12.13.2

- 10.11.12.2 10.13.14.2

192.168.11.1

PROBLEM

172.24.8.10/29 | /10 4.3.2/30

192.168.13.1

Kalau koneksi sudah UP,

tidak kembali ke jalur awal

belajar
Mikro s 'k == 192.168.10.250

WWW.BELAJARMIKROTIK.COM =



FailOver Desain

==
| 192.168.12.1
10.12.13.2

10.13.14.2

. 10.11.12.2
192.168.11.1 _

' 192.168.13.1

SSTP SERVER
|IPSec PEER : [tunnel-IP]

172.24.8.10/29

/10.4.3.2/30

.10.1|

NETWATCH [172.24.8.9]
IF DOWN : {do nothing}
UP : restart tunnel

belajar
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FailOver

Metwatch Host <104 3.1

Host Up | Down
MNetwatch On Up:
| [ . | local main isp 1
+|'=' |“| *53| || |T| delay delaytime=5
Host ¢ |interval || |Forid from={ to={]ip firewall addressist print count-only]-1) do={
............... #10431  00:00:0 | | docallist [ip firewall address-ist get Sid fist]:
1722489 00:00:10 | | if (Slist=8main) do={

local ip [/ip firewall addressdist get Sid address];
Jinterface sstp-client disable find user=Sip]
-delay delaydime=3

}ﬂrﬂerface sstp-client enable find user=Sip]

¥

| enabled

belajar
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FailOver

belajar
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g = & || 2E | = ? Find
Host ¢ | Interval Timeout {ms) |Status Since b
¥ 10,431 00:00:10 1000 up Jan/ 0219570 00:09:20
31722489 00:00:10 1000 down Jan/02/1970 00:34:23

Routes | Nexthops Rules VRF
*| =] [«]3] T
| Dst. Address |Gatewa'].r |D1'stan::e Routing Marlk
A5 kOODOA 104.3 Treachabletodsp-1 . | [
AS  F0.0.00/0 10.4.3.1 reachable to4sp-1 1 viadsp-1
] I 0.00.0/0 17224 8 5 unreachable 1 viadsp-2
AS Pk 0.00.0/0 10.4.3.1 reachable to-isp-1 20 vig-sp-2
5 = 0.0.0.0/0 172.24 8.9 reachable todsp-2 20 via-sp-1
e = 0.0.0.0/0 17224 8.9 reachable todsp-2 20




Pengaturan Jalur
Via Address-List

Fiter Rules MNAT Mangle Service Pots Connections  Address |J515|

*|=| [v][=] =] [7]
|I"-.Iame ¢ !Address |
................. AT 1 FTIIIN L L 1 RRT IO SRR TR IR TR I IR IIe
@ ispd 10.12.13.2
@ jspd 10.13.14.2
@ localipsec 192.168.11.0/24
@ localipsec 192.168.12.0/24
@ localipsec 192.168.13.0/24
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Sistem #4

Fail-over router (kalau router utama down,
langsung di-takeover oleh router backup)
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VRRP

Metode auto-backup secara hardware (atau bisa juga jadi load-
balance gateway router)

Menciptakan IP Virtual pada jaringan lokal dan dapat segera
mengaktifkan router lain bila terindikasi router utama DOWN

Bekerja sangat responsif
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SSTP SERVER

TOpO‘Ogi Akhlr IPSec PEER : [tunnel-IP]

- - 192.168.12.1
10.12.13.2

SSTP SERVER

IPSec PEER : [tunnel-IP]

10.13.14.2
A 10.11.12.2

192.168.11.1 _

192.168.13.1

SSTP SERVER
|IPSec PEER : [tunnel-IP]

/10 4.3.2/30

==
I

| 192.168.10..
l

belajar
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TANTANGAN

Salah satu IP Publik memiliki subnet /30

Sinkronisasi setting antar 2 router

SOLUSI : gunakan SCRIPT/SCHEDULER
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Inteface <vmp1:
General VRRP Scripts |Tmfﬁﬂ
On Master:

/ip address enable find interface=to-isp-1
/ip address enable find interface=to-sp-

IP Publik dipakai bergantian

Address List

- - - On Backup:
= o) - ' | Einel | 1ip address disable find inteface=to+sp-1]
+ | | gl | B | | | | ? | —— |/ip address disable find inteface=to4sp-2]
|Addrgss ! |I‘-.Ie=twnrk |Irrterf1::.e
X W10432/30 | 0430 | todsp-1
* o172 24 B.10/29 17224 8.8 to-isp-2
o 1592.168.10.1 152.168.10.1 Sl
7 192.168.10.253/24  132.162.10.0 local
enabled [
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VRRP

Sinkronisasi setting
MASTER

Buat script untuk membackup beberapa setting secara reqular, misal
address-list, sstp-client, routing-table, dll (yang dirasa perlu)

BACKUP

Buat script untuk mem-fetch file ke router MASTER secara regular

Hapus semua konfig di BACKUP router sesuai dengan konfig yang
diambil, misal address-list

Apply (import) file backup dari router MASTER
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Terima Kasih

Pertanyaan
Email : herry@belajarmikrotik.com

Web :www.belajarmikrotik.com
Phone : +628179343779
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