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= PraktisiIT
" MikroTik Certitied Trainer  F f
= MTCINE in 4 Desember 2014 [’

» RedHat Instructor and Examiner in Asia
= Expertin Security
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Tentang Kami

= PT NETKROM SOLUSINDO (Bandung)
* |T Consultant and Training
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Apakah WDS itu?

= |[EEE 802-11 1999

= Jaringan wireless antar akses point

= Ekspansijangkauan wireless (repeater)
* Tidak perlu backbone kabel

= Setiap AP yang terlibat harus memiliki
konfigurasi channel dan enkripsi yang sama
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Penerapan WDS

* Gedung bertingkat (hotel, kantor) atau
wilayah yang terlalu luas (pabrik, kampus,
RT/RW), dll.

= Keperluan untuk membuat jaringan wireless
yang luas namun tetap 1 subnet, 1 SSID, dan
servis tersentralisasi.
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Implementasi
Seharusnya

router TR router




Contoh Infrastruktur WDS

E *All routers and access points are MikroTik!

Internet cias

AP Bridge
SSID: "WiFi”
Bridging
ether & wlan

WDS Slave

((( x )))

clients

((( x ))) ients

WDS Slave



Kasus:

hotel

. 6 AP Brid
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router
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Kasus yang real di dunia
nyata !!!
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Cost - Benefit

Keuntungan

Client berpindah tanpa * Throughput berkurang 50%

disconnect (1 SSID)
Hemat biaya & perangkat

Mempertahankan MAC 2
address client di semua link

setiap lompatan (wifi = half
duplex)

Biasanya hanya bisa jika
semua alat 1 merk
(standarisasi 802.11 1999
ELGEED)
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MikroTik WDS Mode

STATIC DYNAMIC
= Admin membangun = Router membentuk
jaringan repeater (interface jaringan repeater secara
WDS) dengan memasukkan otomatis
MAC address AP = Jaringan mesh diatur oleh
= Jaringan mesh diatur oleh router
admin
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Demo

= /Jinterface bridge add name= protocol-mode=

= /interface bridge port add interface= bridge=

= /interface bridge port add interface= bridge=

» /interface wireless set wlanl mode= band=
frequency= ssid= wds -mode= wds-default-
bridge= disabled=

» /interface wireless security-profiles add name=
mode= authentication-types=wpa2-eap unicast-
ciphers= group-ciphers= eap-methods=
tls-mode=

= /interface wireless connect-list add interface=
security-profile=
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|| Mew Teminal
= MetaROUTER
#5 Partition

|_.J,.. Make Supout.rf
& Manual

B e

Buat interface bridge

_E
pdvin MACAddress: | |~

enabled running slave
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WDS SERVER

8 Interfaces

L Wireless
g% Bridge
=g PPP
== Switch
“15 Mesh
251 |P

7 MPLS

Masukkan ports untuk bridgea

’ Cueues
[ Files
|- Log

A Radius

|| Mew Teminal
=3 MetaROUTER
#2 Partition

|_.J:. Make Supout rif
& Manual

[ e

[] Auto Ilsolate [] Auto Isolate

Wlani (interface WDS)

enabled inactive




@ admin@D4:CA:6[):6_'| :6E:10 (MikroTik) - WinBox v6.19 on RB951-2n (mipsbe

L) | g Safe Mode

= = WDS SERVER

- Interfaces | Nstreme Dual Access List Registration  Connect List  Security Profiles | Channels
3 Wireless
s g V| %| @l (T Scanner || Freq. Usage || Alignment || Wireless Sniffer || Wireless Snooper
# DoNdge
=% PPP blame Type L2MTU |Tx Tx Packet p/3) Fx v
= s Vireless (Atheros ARS... 2290 AP BRID ps 0
= Switch »
“15 Mesh sHace sWa
=5 P General Wireless |HT WDS | N 2 Status |
MPLS Mode: [ap bridge *
# Routing Band: |2GHzB
G2 System Channel Width: [20MHz ntu kan Nnama SSlD
g Queues —
Frequency: 2412 ¥
=
SSID: | hotelwifi -
Log
o Radius Scan List: |default ¥|a
= Scan...
2%, Tools - Wireless Protocol: ¥ »
| New Terminal U= Security Profile: |default
£ MetaROUTER Bridge Mode: |enabled
} Make Supout.if Default AP Tx Rate: ¥ |bps
B Manual Default Client Tx Rate: w bps
@ p
e
v Default Autherticate
v| Default Forward Advanced Mode
Hide SSID

ey e L
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L 3dmin@D4:CAGD:6TEE10 (MikroTik) - WinBox v6:19 on RB9S1-2n (mipsbe). B oS

WDS SERVER

M8 Interfaces

~ Interfaces | Nstreme Dual Access List Registration  Connect List  Security Profiles | Channels
1 Wireless

32 Bridge

=E PPP

S Default Bridge: ]3]
_— ._ ["] WDS Ignors S5ID
& queves
[ Files

|| New Teminal

= usours — | Pilih mode WDS &

#2 Partition

Gt | Default bridge: bridge1
i-
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A Guick Set
|/ Interfaces

Bridge
=3 PPP
== Switch
“15 Mesh
25 P

&7 MPLS
@ Routing
§a7 System
g Cueues
[ Files
) Leg
‘@ Radius
x Tools

|| Mew Teminal
¥4 MetaROUTER

#2 Partition

& Manual
B e

—= | =| =| =

| Make Supout rf

C=ro

| WDS SLAVE
(#e]=] [l [ ] 5

; | Type A A 0 |Foc Packet (p/s) | MAC Address [ARF [Mode [Band |Chann...|Frequen.. [SSID |
wlan Wiireless 0 0 D4CABDBECA3Y ensbled station. 2GHz- 20MHz 2412 Sumpsh

Interfaces |N=‘.reme Dual Access List Registration  Connect List  Security Profiles  Channels

Scanner

General  Wireless |HT HTMCS WDS  Nstreme .. [ oK Interface: |manT [#] Start

Mode: |stationbridge "
B [26H:8/6 Pilih SSID server WDS

Channel Width: |20MHz

New Window
Frequency: |2412
Connect
SSID: |MikroTik
_— Band |Char1...|Frequ...lSigna...|Ncise...|5igna...|Hadio Name |F{<:1|v
Scan List: |default
. e | o 2GHz-... 20MHz 2412 -5 -110 101 DACABDE1EE1S 619
1t Wirsless Protocol: |EII"I')" - 20MHz 2412 42 -110 43 NETKROM-AF 64
e A-active, R -routeros networke, W -wds, B -bridge | 20MHz = 2412 57 110 13

§ — Freq. Usage... =
Security Profile: |defauh "" \—‘ AP 00:11:6B:30:B4:E8 JasaMedika-Rem.. 2GHz-.. 20MHz 2462 -100 -108 8

Bridge Mode: |enab|ed AP FBAAGT5RF328 Jasamedika-ECG  2GHz-.. 20MHz 2437 457 108 1"

Defauk AP TxRate: [ |~ bos
Defauk Giert TxRate: [ |~ bps

Default Authenticate
Default Forward Advanced Mode

+|
Bitems (1 selected)
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-

pree WDS SLAVE
\

|/ Interfaces

L Wireless
%2 Bridge Interfaces |Na‘.r&me Dual Access List Registration Connect List  Security Profles  Channels

=% PPP IEIIE‘ Iz‘ | Scanner || Freq. Usage || Alignment || Wirsless Sniffer || Wirsless Snooper |
=2 Switch 7 [ Type [L2mTU [T |Rx |Tx Packet (p/s)  |Fx Packet (p/s) | MAC Address [sRP [Mode [Band |Chann..|Frequen.. [SSID ||
o2 Mesh Wireless (Atheros ARS... 2290 Obps 424bps i 1 D4CABD:BECA3S enabled wdssl.. 2GHz-. 20MHz 2412 hotel
kgl |p ¥

&7 MPLS [

@ Routing I3

45 System r WS Default Bridge: |none

g Cueues

8 s [ wos ignore SSID

] oo

ﬁ Radius i

x Tools I ’—‘

| New Terminal . | . h d Sean..

85 hosroren Pilih mode WD5

5 Pation

=

[ e




) admin@D4:CA

A5 Quick Set
8 Interfaces
L Wireless
EE Bridge
=8 PPP

=2 Switch
“15 Mesh
=58P

<7 MPLS
@2 Routing
System
g Queues
[ Files

L] Log

A Radius
x Tools
New Terminal
=3 MetaROUTER
#2 Partition

| J Make Supout rif
& Manual

B B

—= | =| =| =

= g X

| WDS SLAVE
IE”E‘ |z| | Scanner || Freq. Usage || Alignment || Wireless Sniffer || Wireless Snooper | Find

|me"fEICBS|NdIaneDud Access List Registration  Connect List  Security Profiles  Channels

}‘ [Name /[ Type [L2MTU [T [Rx |Tx Packet [p/s)  |Rx Packet (p/s) | MAC Address |[ARP |Mode |Band [Chann..[Frequen...[SSID
R &wlanl Wiireless (Atheros ARG 2290 Obps Obps 0 0 D4CABD:BECA39 enabled wdssl.. 2GHz-. 20MHz 2412
DRA  4#wdsd WDS 2250 Obps 424 bps ] 1 D4.CABD:BACAITS enabled

Interface <wlan1=

|HT HTMCS WDS  Nstreme ...

|
Mode: |wds slave || ¥
Band: |2GHz-B/G/N (]
Channel Width: [20MHz
N
Frequency: (2412 [ #] MHz
SSID: |hotel-wii | &
E‘: Scan List: |defa|.||t || ¥ |-
2 iten Wireless Protocol: |E|ny || E

Security Profile: |defautt [E3
Bridge Mode: |enab|ed || ¥

Defaut AP TxRate: | | v bos

Defak lert TxRate: || bos
Default Authenticate

Defautt Forward Advanced Mode

["] Hide 551D
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WDS SERVER

A5 Quick Set
9 Interfaces : — .
 irg |Fﬂeffﬂ€35|Nsh’emeDud Access List  Registration  Connect List  Security Profiles  Channels
3 Wirgless
EE Bridge IE‘ | Scanner || Freq. Usage || AMignment || Wireless Sniffer || Wireless Snooper |
=2 PPP RS Bwlanl Wireless (Atheros ARS..
== Switch DRSA Fowdsd WDs
°I5 Mesh |D - dynamic, R - unning, 5 - slave, A - active |
i 1P P
<7 MPLS P
Bridge:
@2 Routing I . For |
System Y Bridge Fofs | Fiters NAT Hosts
B Cuoues [#][=] [#]fz]
5 Fies Lstart /| Bridge | Priorty h... [Path Cost |Horizon |Role |Root Pat... |
t-tetherl bridge 1 10 designated port
L. Log D 4twds3 bridge 1 20 131 designated port
. Radius twilani bridge 1 80 10 designated port
A Tools I «
Mew Terminal 2Zitems out of §
=3 MetaROUTER
#2 Partition
| J Make Supout rif
& Manual

[ e

Interface WDS muncul secara dynamic di interface list dan bridge
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Andre Kurniawan
PT Netkrom Solusindo
JI Cikutra Baru Raya no 28, Bandung
Tlp : 085720372244
Email : andre @netkromsolution.com
Facebook: www.facebook.com/netkromsolution

READY : BUTUH CLOUD MikroTik (Data Center Singapore )




