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Talk about APl Mikrotik

- how get started

» basis of syntax

- libraries

- developed software
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everything under control

« IT experience since 2005
- Master degree, MBA-IT Management in Mirbis Moscow Business School

. Certifications: Mikrotik MTCNA, MTCTCE, MTCRE, MTCIPV6E, Microsoft
MCSA,

» Developer experience: Object Oriented Programming (OOP), Delphi, PHP
(Yll-framework)

+ Positions: Senior Developer MUPSSOFT, freelancer, management partner.
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the basis of syntax libraries
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Why we need use Mikrotik API?

everything under control

A lot of
scriptings
Use on
integrated separated

tools devices
(netwatch)

API
Applications
for RouterOS

W EGTTEL

configuration Scripting Use API
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Benefits: API vs scripting

Developed and apply on
separate host/services -
non-routerOS

Apply on huge count
Routers

Receive feedback from
RouterOS

Permanent syntax
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Weakness: API vs scripting

intermediate or higher development
experiences preferable

Search libraries or custom
development

syntax may be changed
from terminal command
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Mikrotik API get started

https:/wiki.mikrotik.com/wiki/Manual:AP
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Mikrotik APl: communication
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Mikrotik API: APl words

Length of the word 15 encoded as follows
i gh Bolbyes
0 == len <= 0uTF len, lowest byle

D80 <= len <= QuIFFF len | 0xBO00, two lower bytes
D400 == len <= MxIFFFFF len | 0=CO0000. three lower bytes

Oec200000 <= lan <= len | O=E0DO0000
0nFFFFFFF

len == Qe 10000000 0xF and ban as four bytes

» Each word is encoded as length, followed by that mamy bytes of content;

» Wards are grouped into sentences End of sentence is terrmnated by zeno length word,

» Scheme allows encoding of length up to 0xTFFFFFFFFF, only four byte length is supported,
«» Bytes of len are sent most significant first (network order);

w [ first byte of word is == OxFB, then & is a reserved control byte. After receiving unknown control byte AP client cannot procesd. becauss it cannot know how to interpret following bytes;
: control bytes are not used;

13.
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Mikrotik API: Command word

everything under co |

[ eimizANikzoTiE] > gt aZtive pESAE
Flags: B = padins, B = by-ranss

[adeinfMikcoTik] » incerface wlan remove

JradespreaTin > ayates remootl

14.
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Mikrotik API: Attribute word

API Attribute word
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Mikrotik API: Query word

pushes ‘trug’ it iem has value of property name, 'false’ if it does not.

pushes ‘true’ It fiem does not have value of property name, lalse’
othersise.

pushes ‘true’ if property name has vilue equal (o x, Talse’ olherwise.

pushes ‘true’ if property name has value less than ¥, ‘false’ otherwse

pushes ‘true’ if property name has value greater than x. ‘false’
othenssea.
applies operations 1o the values in the stack

= operalion siring is evalualed el lo nght

+ sequence Of decimal aits followed oy any other character or end
of word is interpreted as a stack index top value has index 0.

= index (hat is followed by a character pushes copy of value al that
Index.

& Index that is Tollowed by the end of word replaces all values with the
walue at that index

= 1 character replaces top value with the opposie.

= & poOps two vales and pushes result of logical “and’ operation.

= | pops two values and pushes result of logical "o operation.

=, afler an index does nothing.

= , afler another character pushes copy of lop valee:

16.
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Mikrotik API: Reply word
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Libraries

which one should we use?
logins methods
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Mikrotik API Libraries

APl implementations in different languages, provided by different
sources.

i thes Wiki

= In PHP

» in Dslphe #1

= in Dielphs #2

 Swift

= inC#

= inC#

& in T using wnaock

= APln G+

= in C#

= in Flash Acliosacipt 3

= in Rultey an rais

= in VB NET

# I java e @ client on github from Gisgon LeGrangs
» in Hoda 5

= Pythond

= in RUST GPL w3

= in GO by andradossamos

on thvis MikroTik Fossm
@ ifi Pedd by Hagh
« in Delphi# by Rodolio
» in Dielphs £2.9 by Chupaka
= in Hode 3@ by Trakkaswe
= in VB by lacho512
« on PHP for sparks Famewark#® by vhinkbeam
= For Windows PowserShal@ by nanidessi

Exiaimal sourcas
» in MET {C#) high-leval api solebond® farum thread @ additional infodf by dankf
= in PP by boen_robot
» in Co# by Hitkon Massgan
= in Jaa@ by Gideon LeGrange
= in ErtangeF by Vidlery Comtibon
# in GO@ by Andeé Luiz dos Santos
= in Pythendd by Arurs Laizans

20.
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API Login Methods

v6.43 and preview versions

/login

this login method is deprecated and no longer
supported in versions above 6.45.1.




API Login Methods

v6.43 and above versions

Password is sent in plain text.




Mikrotik APl Python

Login method

class ApiRos:
"Routeros api"
def __init__(self, sk):
self.sk = sk
self.currenttag = 0

def login(self, username, pwd):

if repl == "'trap":
return False
elif '=ret' in attrs.keys():
#for repl, attrs in selftalk(["/login"]):
chal = binascii.unhexlify((attrs['=ret']).encode(sys.stdout.encoding))
md = hashlib.mds()
md.update(b"\x00")
md.update(pwd.encode(sys.stdout.encoding))
md.update(chal)
for repl2, attrs2 in selftalk(["/login", "=name=" + username,
"=response=00" + binascii.hexlify(md.digest()).decode(sys.stdout.encoding) ]j:
if repl2 == "ltrap"
return False
return True
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N

What else for develop own
application?




Place were we keep or collect our
data

Text files
SQLite (used in Dude application)

Databases
MS SQL
MySQL
PostgreDB
FireBird
Oracle




Databases

Consider continuous growth of data (tasks with collect logging information)
Exists of libraries of interaction with a programming language

Transaction management (read, write)

Needs for the network and/or the multiple appeal to a database




Stream Data

data stream is a sequence of digitally encoded coherent signals (packets
of data or data packets) used to transmit or receive information that is in
the process of being transmitted.

Tasks

PEVER (TSI Uariables
logging
Istream (Delphi)

lostream (C++)




Threads

A thread of execution is the smallest sequence of programmed instructions
that can be managed independently

Tasks

Execution independent

tasks for different Examples

RouterQSs

logging Backup tasks
Change
configurations
Traffic Accounting




Example thread

procedure TOneMoreThread.execute;
TOneMoreThread=class(tthread) var Code:Longlnt;
private begin

e inherited:

rocedure execute; override; .
i //work code with RouterOS

end; //at separate thread
end;
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Contact Info

How can people find you?

><N fF.- % din
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