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EITL—A Part of ELECON Group of Companies.

is the IT division of the Elecon group of companies
and has an experience of more than 19 years in the field
of hardware, software and networking solutions. Situated
in the heart of Vitthal Udyognagar an Industrial Estate
and in the proximity of the educational town of Vallabh
Vidyanagar, EITL is all set to reach new heights in the
field of IT solutions.

established in 1951, Elecon Engineering is
located in Vallabh Vidyanagar, India. Elecon
manufacturers Helical gears, Spiral bevel and Helical
gears, Planetary gears, Worm reduction gear unit,
Coupling and gear boxes for highly specialized and
precision application.
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What we will Learn?

Virtual Access Point.

Hotspot Configuration.
Radius Configuration.

User Manager Configuration.



Give Necessary |IP address on Interfaces.

Configure wlan1 as AP.

First of all we will create 2 VAP as per the diagram.

We will set Name, SSID & Master Interface.



Go to IP-Address

@ admin@00:0C:42:AD:A5:C4 (MikroTik) - WinBox v5.20 on RB433AH (mipsbe)

(|| 04| | Safe Mode |

[v| Hide Passwords W (=




IP Address Configuration

e

Address List

g | <= || 22 =] v Find
Address 7 | Networik Interface -
............... o~ 152.168.1.2/24 15216810  etherl ¢
o 192.168.2 2/24 152.168.2.0 etherl
2 items
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- Access Point Configuration

Interface <wlan1> =] E3
General Wireless | Data Rates Advanced HT ... | oK |
(5] [_cores |
Band: |2GHz-B/G |+ | Apply |
Channel Width: |20MHz |+] | R |
Frequency: |2412 | % | MHz | eS— |
SSID: |MikroTik | -
Radio Name: | DACAGD1120EB | | Jforch |
Scan List: [default IE] -~ | S |
Wireless Protocol: [unspecified IE] | otk |
Security Profile: [deﬂfault ”E] | s I
Frequency Mode: lmanual txpower ”E] } Sniz‘:;... }
Country: [no_country_set IE]
Antenna Gain- [ 0 ] dBi | Reset Configuration I
DFS Mode: [none ”E] | Simple Mode I
Proprietary Extensions: lpost-2.9.25 ”EI
WMM Support: |disabled |+]
Bridge Mode: [enabled ”E]
Default AP Tx Rate: ’ ‘ ¥ bps
;nabled nning [ N Irunning ap
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Configuration

[ © 2dmin@00:0C:42:AD:A5:C4 (MikroTik) - WinBox v5.20 on RB433AH (mipsbe) e[ ) | |

(x> || | | Safe Mode Hide Passwords [
Quick Set
Interfaces
Wireless
Bridge
PPP

Switch Interfaces | Nstreme Dual Access List Registration Connect List  Security Profiles

| I_I, I Scanner ” Freq. Usage ” Alignment H Wireless Sniffer ” Wireless Snooper

[L2MTU [Tx | Rx | T Pac... |Rx Pac... | Tx Drops | Rx D|
s (Atheros 11N) 2250 0 bps O bps 0 0 0

Nstreme Dual

=
o
b
v v v v %

Radius

Tools [
New Teminal
MetaROUTER <] I
Make Supout.rif 1 item out of 4

Manual
Exit
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- Set Name

New Interface

General |VVirel&es WDS Status Traffic

Name: [ taff 1

Type: |VirtualAP

MTU: |1500

L2 MTU: |

MAC Address: [OD:DO:DO:DD:OD:OD

ARP: |enabled

OK

Cancel

Apply

Disable

Comment

Copy

Remove

Torch

Advanced Mode

enabled
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- Set SSID, Master Interface

New Interface

General Wircless | WDS  Status Traffic oK
] -~ Cancel
& aster Interface: | wian ]@ Apply
i CHlldefaut |
Security Profile default }E} Disable
Default AP Tx Rate: l ] ¥ bps Comment
Defautt Client Tx Rate: | | + bps Copy
Default Authenticate Remove
Default Forward Tt
__| Hide SSID
Advanced Mode

enabled




Now we will assign IP address on our VAP Interface.

We will also create Hotspot on VAP interface.

Why Hotspot?



—

1P Address Configuration on
VAP

(O[]
e || — a | b5 =] g [: o ‘
[Address s [Network [Interface [ ]V
P1.1.1.1/24 1.11.0 ST
9 192.168.1.2/24 152.168.1.0 ether1 |
Address: |1.1.1.1/24 | OK
Network: [1.1.1.0 PS e
« Seaf 1 *F| | Apply
Disable
Comment
Copy
Remove
3 iten
L__{|enabled —
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~ IP Address Configuration on

VAP2

[=1E3
+ — V_:_v:v:-::_ E ? [ 7 ) ]
[Address / [Network ]Irrterface ] ]v
o 1.1.1.1/24 1.1.1.0 StafFi
" 192.168.1.2/24 152.1681.0 ether1 |
Address: |ERERRIFY l oK
Network: [ Cancel
E S ¢ L
Disable
Comment
Copy
Remove
3 iten
e —
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Hotspot Cofiguration

Now We will configure hotspot on VAP interface for
Authentication.



Go to IP-Hotspot

r
© 2dmin@00:0C:42:AD:A5:C4 (MikroTik) - WinBox v5.20 on RB433AH (mipsbe)

N

% | % v w|w

[v| Hide Passwords W (£}
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" Interface

+1:

Y | | Reset HTML

Hotspot Setup

\

= |E3)

Servers |Serveerfi&e Users User Profiles Active Hosts |IP Bindings Service Ports Walled Garden

| Name

! I Interface

Address Pool | Profile

|Addresses |

Hotspot Setup =] E3

HotSpot |merfaceJE

Back

Next

Cancel

0 tems
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Cont..

Hotspot [=]|E3

Servers | Server Profles Users User Profiles  Active Hosts  IP Bindings ~ Service Ports  Walled Garden ...

#| =| || | | V| | ResetHTML || Hotspot Setup
'Name / | Interface \Address Pool | Profile \Addresses ... v

Hotspot Setup

Set HotSpot address for interface

Local Address of Network:
[v| Masquerade Network

Next

Cancel

0items
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Hotspot [=]/E3

Servers | Server Profiles Users User Profiles  Active Hosts IP Bindings  Service Ports  Walled Garden ... |

& |=| |«||52| | V| | ResetHTML || Hotspot Setup
|Name / | Interface | Address Pool | Profile | Addresses ...| v

Hotspot Setup

Set pool for Hot Spot addresses
Address Pool of Networkc: | |58V N 8 sy =

0 items
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Hotspot [=]|E3

Servers | Server Profiles Users User Profiles  Active Hosts IP Bindings  Service Ports  Walled Garden ...

=]~ Y| | Reset HTML || Hotspot Setup
|Name / | Interface | Address Pool | Profile | Addresses ... v

Hotspot Setup

Select hotspot SSL certificate

Select Cettficate: | IR + |
Back Next Cancel

0items
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Hotspot [=]|E3

Servers | Server Profiles Users User Profiles  Active Hosts IP Bindings  Service Ports  Walled Garden ...

| =| |«||s2| | T| | Reset HTML || Hotspot Setup
|Name 7 |Interface | Address Pool | Profile | Addresses ...| v

Hotspot Setup

Select SMTP server

IP Address of SMTP Server:

Oitems
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Hotspot [w]|E3

Servers | Server Profiles Users User Profiles  Active Hosts IP Bindings Service Ports  Walled Garden ...

de| =| ||| 32| || | Reset HTML || Hotspot Setup
|Name / | Interface | Address Pool | Profile | Addresses .. v

Hotspot Setup

Setup DNS configuration

DNS Servers: [4.2.2.2

Oitems
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Hotspot O[]
Servers | Server Profiles Users User Profiles Active Hosts IP Bindings Service Ports  Walled Garden ...
| =|||[s2]| || | Reset HTML || Hotspot Setup
|Name / |Interface | Address Pool | Profile | Addresses ... v
Hotspot Setup
DNS Name: | |
Back Next Cancel
0items
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Hotspot [=](ES

Servers | Server Profiles Users User Profiles Active Hosts  IP Bindings  Service Ports  Walled Garden ...

d || =| | ||| | | | Reset HTML || Hotspot Setup
|Name / |Interface | Address Pool | Profile |Addresses ... v

Hotspot Setup

Name of Local HotSpot User: (SRR |

Password for the User: |123456

Back

Next

0items
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_Cont

Hotspot =] E3
Servers | Server Profiles |r Hotspot Setup Bindings Service Ports Walled Garden
#l[=] [ [
Setup has completed successfully
[Name bﬁle ]Addlesses [ v
& hotspot 1 oK froﬂ 2
\

1item

26



As per the diagram we can create another Hotspot
on student VAP Interface.

we will try to connect and Login on both VAP one by
one.

We will see same Authentication page on both VAP.

We can also login through same Username &
password.



Now we will try to do something different we can
make different Authentication page for both VAP.

For that we have to design different Authentication
Page and upload to the Mikrotik.

We can also create some users for both servers.

Now we have to edit Hotspot Server Profile of both
VAP.



- Edit Hotspot Server Profile

Hotspot Server Profile <hsprof1> =] E3 | @"Z]
Servers Server Profiles | L General |Login | RADIUS oKk | Hled Garden ..
P ‘-‘ ‘? Name: |joacedl Cancel
[Name # |DY Hotspot Address: [1.1.1.1 - |~
* @ defautt * e [ l i
& hsprof1 DNS Name: o
o ¥ | o
HTML Directory: | Staff hotspot ¥ Remove
Rate Limit {pc/bx): | |-
HTTP Proxy: [ } e
HTTP Proxy Port: 0 |
SMTP Server: | -

3 items (1 selected)
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ont...

B[]
Servers Server Profiles |1 General |Login RADIUS OK | plled Garden ..
g = Y Name: [hsprof2| J Cancel
‘Name # |D}  Hotspot Address: [22.2.2 - [~
= Bdefault sp ress: ? L2 % Apply
& hsprof 1 DNS Name: v
iz - G
reclofy- | St =4 Remove
Rate Limit {pAx): | |~
HTTP Proxy: [ ] R
HTTP Proxy Port: [0 }
SMTP Server: | Bg

3items (1 selected)
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- Create User

Server Profiles  Users |
=] ||| Ef
IServer i INa
al ad
1item

New Hotspot User [=] E3 @EI
General ’Limits Statistics oK
]E Cancel
Name: |1 ptime | [+
=ne | hoply 00:00:00
Password: | ] Disable
Address: I ‘ v
Comment
MAC Address: I ] v
Copy
Profile: |defautt I3 —
Routes: | | v
Email: | l - Reset All Counters
enabled

31
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_Cont..

New Hotspot User =] E3 @IIXI
Server Profiles  Users ‘ General ‘Limits Statistics OK
=] P[] [¢ B | o
]Server /lNa N - |2 ptime l ]V
@al adi =ne | Poply 00:00-00
& staff 1 Password: [“I ‘ Disable 00:00:00
Address: | ] o
Comment
MAC Address: | ] v
Copy
Profile: |default I3 —
Routes: | | -
Email: I l - Reset All Counters
2items enabled

32



We can check the results as follows.

Try to connect on both VAP and try to Login.

We will see Different login page for both VAP.

Particular user can only login to selected VAP.

33



Guess that two different Database for Student and Staff
Authentication is already created in different Radius
Server.

Now we will try to connect two different Radius Server
from the same AP which is already configured.

For that we have to edit Hotspot Server Profile.

We also have to create Radius Client to link with the
Radius Server.
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- Edit Hotspot Server Profile

Hotspot Server Profile <hsprof1> =] E3 @IE
Servers Server Profiles | U General Login RADIUS | OK | Hlled Garden ..
+ = 7 (Use HADIUS Cancel
{Name / ]D Default Domain: v [v
© @defaut e
& hsprof 1 Location ID: v
@ hsprof2 l ‘ Copy
Location Name: l ‘ R Remove
MAC Format: IXX:XX:XX:XX:XX:XX IE
Accounting
Interim Update: l | R
NAS Port Type: |19 (wireless-802.11) |¥]

3 items (1 selected)
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- Add any string to Domain

Servers Server Profiles ’U

=T

]Name s ]D
. & default

& hsprof1

& hsprof2

Default Domain

Location ID:

Location Name:

MAC Format

Interim Update:
NAS Port Type:

General Login RAD|U3‘

Hotspot Server Profile <hsprof1> =] E3 @E

OK | blled Garden ..
{Use RADIUS Cancel
. 9825071429 |~ | T ooy s
l |~ Copy
| |~ Remove
- OOHIKIAIK || ¥
Accounting
| =
19 (wireless-802.11) K2

3 items (1 selected)
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New Teminal
MetaROUTER
Make Supout rif
Manual

Exit

i D B B N

adius Configuration

(%> || 4| | Safe Mode |

New Radius Server

[] Hide Passwords W &)

Called ID: |

E=aswDomain: 9825071429

e ddress: [192.168.1.1

Emtgmsecret: | 123456)

Authentication Port: | 1812

Accounting Port: |1813

Timeout: |300

[] Accounting Backup

Realm: |

Src. Address: I

enabled




Radius Server

We can create Radius server in Mikrotik.

For that we will configure Usermanager.

38



Usermanager Configuration
Add Router |IP address & Shared secret

Add Limitation
Add Profile

Add User



MikroTik

Login admin

Password

40



dd Router

MikroTik | BRI
Mikrotik User Manager N [—H—I

¥ Name % IP address % Shared secret
Router details x| Per page [20] |~
| Sessions I A Main
| Customers I Name: Nilesh]|
| Logs | Owner: admin
| 5 P | IP address: 192.168.1.2
aymen Shared secret: 123456
| e | Time zone: | Parent time zone B3
| Sefings | Disabled: [ ]
| Reports | [ Authorization success
| 0 A sossions I Log events: Authonzgtlon failure
[ 1 Accounting success
| DAusers | ] Accounting failure
| e | ¥ Radius incomming
| Maintenance | Add
| Logout |

41




ate Limitation

| |

l/’—q ) \ 0
\ Q\O @ http://192.168.1.1/userman PL~ACX | & Mikrotik User Manager: Pro... % I l {0 Lo %03
MikroTsk Limitation details

Mikrotik User Manager

| Routers | Name: 512Kb l_l
| Users | 7 Name .~ Limite Owner: admin { 7 Uptime

| Sessions | |. Download: 1G Per page [20] |~
| Customers | Upload: 1G

| Logs | Transfer: 2G

| Payments | Uptime:

s Rate limit: Rx 1M Tx1M

| OB | Burst rate: Rx TX

| S bl | Burst threshold: Rx TX

| 0 A sessions | Burst time: Rx Tx

| 0 A users | Min rate: Rx Tx

| Advanced search | Priority: lNot specified B2

| Maintenance | v Constraints

| Logout | | o |

42
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- Create Profile

MikroTsk | Profiles | Limitations

Mikrotik User Manager
Profile: |512k

0 A sessions

0 A users

Advanced search

Maintenance

| Routers | Name: 512k

| Users | Name for users:

| T | Ov.vn-er: admin

| Customers | sElEliE

I Logs | Starts: I,At first logon
Price: 0.00

I SESYEAES I Shared usr;iz: Inot used

I Profiles I | Save profile | Remove profile |

I Setlings I Unlimited profile

| Reports | Add new limitation |

| |

I |

I |

I |

I I

Logout




- Set Day and Time

MikroTsk J Profiles | Limitations |
Mikrotik User Manager
Profile: |512k (=] +

Routers Name: 512k
Users Name for users:
TS Owner: admin
Validity:
Customers
Starts: |At first logon (=]
= Price: 0.00
rice: 0. o]
Profile part 1%
Profiles

| Save profile | Remove profile ] - Period
Days:[v| Sunday

|

|

|

|

|

|

|
Settings imi ~rafile
— E |Unllmlt | 1l\f|:ensddagy

|

|

|

|

0 A sessions Wednesday
Thursday
0 A users Friday
Advanced search Saturday
Maintenance Time: 0-00-00 -23:59:59
L : w Limits
ogou ] 512Kb
New limit [ Cancel Add

44
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- Check on limit

=] <]

e

Profile part

Advanced search

Maintenance

MikroTuk | profiles | Limitations
Mikrotik User Manager

Profile: |512k
| Routers | Name: 512k
| Users | Name for users:
| S | Ov_vn.er: admin
| Customers | validity:

Starts: |At first logon
I S Logsts l Price: 0.00

aymen
Shared users: |not used

| Profiles | | Save profile | Remove profile |
| Settings | Unlimited profile
| Reports | Add new limitation |
| 0 A sessions |
| 0 A users |
I |
| |
| |

Logout

4 Period

Days:[v| Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

Time: 0-00-00 -23:59:59

512Kb

A Limits

New limit Cancel | Add

)



- Save and Cont...

MikroTsk | profiles | Limitations
Mikrotik User Manager }

Profile: |512k (=] +]
| Routers | Name: 512k
| Users | Name for users:
| —— | Owner: admin

Validity:
| Customers |
| - | Starts: | At first logon v
S
i Price: 0.00
| Eon | Shared users: |not used v
| Profiles | | Save profile | Remove profile |
| Settings | Profile limitations
| Repots | ||l Active Constraints
| 0 A sessions | Downloa.d !imit: 1024.0 Mib
Fllalways Upload limit: 1024.0 Mib

| 0 A users | y Transfer limit: 2.0 Gib
| Advanced search | Rate limits: 1M/1M 0/0 0/0 0/0 0 1M/1M
| e | Add new limitation Remove selected limitations
| Logout |
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- Create User

MikroTsk

Mikrotik User Manager

Sessions

Customers

0 A users

Advanced search

Maintenance

Logout

Add

Edit

Generate

I IV Username

| 7 Till time

IV Total time left

User details

- Main

(%]

Usemame: staff

=>

& Constraintis

Password: 123

Disabled: [ ]
Owner: admin

IP address: 0.0.0.0
[] Bind on first use
Caller ID:

Shared uset@
w Wireless

w Private information

[4]

Assign profile: |512k

Add

47



Same way we can configure another usermanager.

we can check the results.

We will try to authenticate from both VAP with
different user name and password which we have
created in our usermanager as per the diagram.
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We will see one more advance configuration of
Usermanager.

We will see number of Administrator can share same
Usermanager as their own property.

They can add their own Routers, Users, Profiles,
limitations, etc.

Nobody can see another Administrators
configuration.

49



, ate Customer

* Login-Password-permission

MikroTik Add  Edit

Mikrotik User Manager S
| Routers | 1 |7 Login 7 Parent v Permissions
| T | ] ladmin o o —
Customer details | x|
w Main
Login: staffadmin
¢Password: eeccee
el Disabled: [ ]
Profiles Parent: admin
Settings ¢Permissions: Read only [~ |
NN [o 3l Read only
Reporis Read write

Backup allowed: |Owner
w Access
w Private information
w Signup options
w Format

0 A users

Advanced search

Maintenance

| |

I |

| |

| | )

| e | Public host: Full
| |

| |

| |

| |

Logout Add




Set Access

MikroTsk

Mikrotik User Manager

Routers

Users

Sessions

Customers

Logs

Payments

Profiles

Settings

Reporis

0 A sessions

0 A users

Advanced search

Maintenance

Logout

Add Edit

% Login

Y Parent

% Permissions

admin

Customer details

¥ Main
Login:

Password:

Disabled:
Parent:

Public ID:
Public host:

ckup allowed:

Access:

w Private information
w Signup options
w Format

staffadmin

=

admin

Permissions: | Read on : ’

E

REERERREREE

Own routers

Parents routers

Own users

Parents users

Own profiles

Parents profiles

Own limitations

Parents limitations

Configure payment gateways
Use parent payment gateways
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- Set Private Information

MikroTsk Add  Edit
Mikrotik User Manager
| Routers | % Login v Parent % Permissions
[T ladmin S —

| Users I Customer details B3
| Sessions |

- Main

Customers
| | Login: staffadmin
| Stis I Password: eeeeee
| Payments | Disabled: [ |
| Profiles | Parent: admin
| Seftings I Permissions: |Read only [z]
| = | Public ID:
| R - | Public host:
sessions Backup allowed: | |
| 0 A users | ¥ Access
| Advanced search | lFni mfogar::gzny.
| Maintenance | City:
| Logout I Country:
Email:
w Signup options
w Format
Add
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Customer Created

MikroTrk |G
Mikrotik User Manaper —“_

V Login V Parent V Permissions V Public ID

Routers

admin Owner
staffadmin admin Read write

Users

] ||

Sessions

Per page [20]|»

Customers

Logs
Payments
Profiles

Seftings
Reporis

0 A sessions

0 A users
Advanced search

Maintenance

Logout
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Summary

We can create 2 different network on one AP.

We can assign them diff. authentication to avoid confusion.
User request will authenticate from particular radius server.
We can create Packages as per our requirement

We can Limit Data transfer.

We can Limit speed for download & upload

We can create separate package for day & night

User can see his utilization.

User can pay online

User can change his password.

We can make multiple administrator on single server.



Thank you

ELECON Information Technology Ltd
MikroTik Certified Consultant

Anand Sojitra Road,
Vallabh Vidyanagar — 388320
Gujarat, India.
Phone : +91 2692 227275/ 99
GSM : +91 98250 71429
Email :
Website :
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