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Technical Manager , Sabanet [ DSL Service Provider ]
Technical Manager , Faranet [ Wireless Internet Service Provider ]
Lecturer in Universities [ Computer Sciences , MTCNA ]

How To &pply 17

The End

MikroTik Certified Trainer
MikroTik Certified Academy Trainer
MikroTik Certified Consultant

MTCNA , MTCRE , MTCWE , MTCTCE , MTCUME , MTCINE

Certified as ...

Mcitp x2 ( Enterprise Administrator , Enterprise Messaging Administrator )
Novell x2 ( Certified Linux Administrator 11 , Data Center Technical Specialist)
Astaro Security x2 ( Astaro Certified Administrator , Astaro Certified Engineer)
Zyxel ZCNP x4 ( Security , Switching , Dslam , Wimax )

Lpic-1, Juniper JNCIA-Junos , Mcse + Security
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Webfig

» What is Webfig ... 1?
» Usage ... 1?
» Example !

Skins

» What Is Skins ... 1?
» Usage ... 1?
» Example

Skin Components

» Separator
» Tab

» Limit

» Note

How to Create Skins !?

How to Apply Skins !?
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Quick Wiew

about Me Webfig is a Good Feature because :

Objectives

e bfig ¥

Management Tools For Mikrotik RouterOS based on Web GUI .

el Have Same Layout as Winbox and have access to all feature of

Slkin

Skin Components

RouterOs .

Haow To Create I¥

%0 (X (XS R

How To &pply 17

Directly accessible from Router without need additional

The End

software .

Manage your devices via Mobile Phones and all Operation

Systems .

Best Feature of Webfig :

You can issue different permission and access to Sections and

Reza Moghadam : ; . —
VUM India Menu , Winbox cant do this . MikroTik
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wrebfig ¥

What Is webfig 17
Example

Skin [

Skin Components =

How To Create 1?7

How To &pply 17 =

The End
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Configuration

Use for change current configuration such as :

Add , Remove , Edit and View Current Configuration .

Monitoring

Display Current Status of Router Such as :
Interface Graphs , CPU Usage , Resource Usage

Wireless Registration , Bandwidth, ...

Troubleshooting

Use Built in Troubleshooting Tools Such as :

TCP/IP : Ping , Traceroute , IP Scan, ...

Wireless : Snooper , Freq Usage , ... Mﬁ(ro'-ik
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about Me

Objectives

febfig ¥

Configuration : Add & View IP Address

Interfaces

Wwhat Is webfig 17

Bridge

Switch

| (] || Cancel || apply | |Remwel

Example

PPP

Skin

Mesh

Skin Components

IFP

How To Create I¥

ARP

70 (RES (¥ (Y

How To Apply 17

Accounting

addresses

The End

DHCP Client

Reza Moghadam
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DHZP Relay

CHCP Server

DN

Interfaces

Enabled

Address

MNetwork

Interface

Comment

100.7100.100.7/24

100.100.100.0

ether? b

Bridge

Switch

PPP

Mesh

IP

ARF

Accounting

Addresses

DHCP Client

| Add Mew ‘

1item

-] D]

4 Address

Netwaork

100.100.100.1/24 100.100.100.0

Interface

ether?

MikroTik
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Objectives

febfig ¥

Wwhat Is webfig 17

Example

Skin [

Skin Components w=

How Tao Create 1¥ w»

How To Apply 17 »=

The End

Configuration : Add & View Queues

Interfaces

Bridge

Switch

PPP

Mesh

IF

MPLS

Routing

Sy stern

¥ ¥ v\

QUELES

Files

Log

Reza Moghadam
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R adius

Tools

Mew Terminal

IPvE

Wireless

| Ik H Cancel || Apply | |:Reset Counters || Torch ’

Enabled

MName

Target Address

Max Limit
Burst -

Time -

| Client 1

¥ |10.10.10.50

[+]Target Upload

[+]Target Download

128k

2hbk v

Interfaces

J Simple Queues || Interface Queues “ Queue Tree || Cueue Types

Bridge

Switch

‘ add Mew ” Reset All Counters |

FRP

1 item out of 0

Mesh

IF

iy Name

MPLS

Routing

Client 1

System

% (Y RY BY

Queues

Files

Target
Address

10.10.10.50/32

Rx Max
Limit

Packet
Marks

T Maxn
Limit

1zgk o6k

MikroTik
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Objectives

febfig ¥

Monitoring : View Interface & Graphs

E" Interface “ Ethernet ” EolP Tunnel ” IP Tunnel ” GRE Tunnel H LA " YRRP ” Bonding " LTE I

what Is webfig 17 Bridge
Usage ... I? Switch
PPP
Mesh
skin > i il
MPLS -
Skin Components w= SR 5
How To Create 17w e l
Queudes
How To Apply 17 »= o
The End
TH/Rx Rate

Reza Moghadam
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Tx/Rx Packet Rate
TH/RH Byles
TxfRx Packets
TxfRx Drops

TH/Rx Errors

Byte Graph

10 itermns
Tx Rx
i Mame Type LZ MTU Tx Rx Packet Packet ¥ e
(p/s) (pfs) Drops  Drops
o =] Wireless Wireless{Atheros 11N 2250 0bps 1056 bps 0 z i i}
| etherl Ethernet 1526 0bps 0bps 0 i i i}
] R etherz Ethernet 1522 50.5 Mbps  82.3 Mbps 4 151 6 788 0 1]
| ethers Ethernet 1522 0bps 0bps 0 n n 0
dd 6 Mbps ¢ B82.0 Mbps
3 670 pfs / 6757 pis
Z694.2 MiB £ 4609.5 MiB
1 564 795 /3196 759
1] £ 0
o £ 0
100.0 Mbp=
beu-.-.d PP PV Wy [ N VTR T " 50,0 Mbps
£0.0 Mbp=

3 . 2 min 2ge

3 min ago

cur: 44,6 Mbps

o cur: 2.0 Mhps

avg: 40.3 Mbps

avg: 721 Mbps

max: 49.7 Mbps

max! §3.2 Mhps

I\k': N
MNMikror 1k



Quick View } }
Troubleshooting : Use Ping & IP Scan
Objectives
= Interfaces
mebfig ¥ :
Bridge r y y
Wehat Is Webfig 17 Switch _start || step | close |
FPP
Usage ... I¥ 46 of 46 packets received | 0 % packetloss | Min: 0 ms | Avg: 0 ms | Max: 1 ms
Mesh
Example
: IP -
Skin - MPLS >
Skin Components = Routing - T D 100.100.100.211 A
How To Create 17w Sistem - Repl
——— # Seq # Host Time o7 TTL  Status
How To Apply 17 »= -
Files 40 40 100.100.100.211 i 50 128
Log 41 41 100,100.100.211 i 50 128
The End _
Radius 42 4z 100,100.100.211 i 50 128
Tools i 43 43 100.100.100.211 i 50 128
BTest Server 44 44 100.100.100.211 i 50 128
Bandwidth Test 45 45 100.100.100.211 0 50 128
Interfaces
Bridge (
_ ‘ Start H Stop || Close |
Switch ‘ '
PRP
Mach Interface b
L . Address Range & [100.100.100.0/24
MPLS -
Routing [= # Address MALC Address Time (ms) DHNS
System [ 100.100.100.1 3
QueUes 1 100.,100,100,211 4

Reza Moghadam

MUM , India MfKrOi ik
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Quick Wiew

about Me

Graphical Interfaces to contact to webfig Service and

objectives

webfig

Skin +| access to Menus , Submenus , Fields and Options .

Example !

=i comeonents » | 1N Default , Webfig use Default Skin for Access to all

How To Create |7 =

nwmo apply 2 » | Sections of RouterOS .

The End

Make User Friendly Interface and Customize Webfig and

Accessibility to different menus and submenus .

Make Skin Based on Policies and Permissions .

Reza Moghadam

: - —_—
MUM , India MfKrOl l’k



Quick Wiew
fbout Me

— Allow us to have some Additional Functionality we do
Webfi ~| not have in Winbox such as:

Skin

_‘”“Et fs Skin 7 Add or Remove Some Fields and Options
el Creating and Customize Status page

Skin Components =

How To Create |7 =

Translate Webfig to your Language

How To apply 17 3

m—— Rename Menus/Submenus and Fields , Options

Limit possible options in combo boxes

Add Notes and Description

Common Usage such as :

Give Simple Web Configuration Interface to Your Operator
Give Limited Access To Your Customers

Reza Moghadam |  Give Basic Status and Information to Your Customers — «  ___
MUM , India MfKrOl l’k
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about Me

objectives

webfig

Translate to your Language

Skin

Wwhat Is Skin 17

J i p5le s il || Lt w2y ” Ly bt || pppdl das @ || Lt el |

Example !

Skin Components =

Ty

How To Create |7 =

2 1tems

T

How To apply 17

The End

Reza Moghadam
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. -le] R bridgel

-lo| R bridgez

A Eo MTU g4 &
Bridge 65535
Bridge 65535

MikroTik



Limiting Access to only PPP Active Session

Quick Wiew

About Me

objectives

webfig Interfaces

Skin L PPPOE Users

what Is Skin 17 System -

Usage ... I? — W

Example !

Skin Components » 13 itemns

How To Create 17

How To Apply 1?7 =

The End = DR
- DR
- DR
- DR
- DR,
- DR
- DR
= DR
- DR
- DR
- DR
- DR
- DR

Reza Moghadam
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i Mame

<pppoe-6113380459 =
<pppoe-6113330563 =
<pppoe-6113380562 =
<pppoe-6113332317 =
<pppoe-6113353506=
<pppoe-6113334456 =
<pppoe-6113355987 =
<pppoe-6113336530=
<pppos-61133586966 =
<pppoe-6113337744 =
<pppoe-6113912746-
<pppoe-6113920449 =
<pppoe-6113921631 =

Type

PPPaE Server
FPFoE Server
PPPoE Server
FPFoE Server
PPPaE Server
PPPoE Server
PPPaE Server
FPFoE Server
FPPoE Server
FPFoE Server
PPPaE Server
FPFOE Server
PPPaE Server

LZ MTU T=

0 bps
0 bps
22.7 kbps
0 bps
0 bps
0 bps
0 bps
0 bps
0 bps
22.3 kbps
0 bps
0 bps
44.0 kbps

R=

0 bps
0 bps
14.0 kbps
1632 bps
0 bps
0 bps
0 bps
0 bps
0 bps
z4.4 kbps
0 bps
0 bps
11.6 kbps

MIKroTa



Quick Wiew

Limiting Access , Description For Wireless

objectives
webfig
Skin
What Is Skin 1?7
running ap
dsage ... I?
Enabled
Example !
= MAC Address 00:0C:42:AC:93:10

Skin Components =

MName Wireless
How To Create 17 »
How To Apply 1?7 =

ap bridge

Mode )
T T We Are Provider , Scan And Connect To Qur S310 .
Vs 18 2GHz-B/G/N

Band

We Can Provide Only 80211 bfg/n { 2.4 Ghz ), So Use 24 Farmily ( B/ G/ N )

20MHz

Channel Width ; :
Use 20 Mhz Channel Width For Your Wireless Card |

‘Webfig \Web Skins |

SS5ID -
Becareful Chanage SSID In One Side Down Wireless Link |
2412 < |z

Frequency

¥ou Are Able Ta Choose Channel 1,6, 11 - [ Channel 1 : 2412 , Channel 6 2437 , Channel 11 ; 2462 ]

Reza Moghadam . —
MUM , India Mikror ik
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webfig

Skin

Skin Components

How To Create I¥

T YIRERTY |V

How To &pply 17

The End
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Quick Wiew

about Me

Objectives
urebfig
Skin

Skin Components ¥

meparatar

Tahb

Limnit

Maote

Read Cnly

=tatus Page

Haow To Create I¥ =

L)

How To &pply 17

The End

Reza Moghadam
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Add Height Horizontal Line for Separate

Between Option and Fields .

Enabled
Mame
Type
User

Caller ID

Uptime

<pppoe-611335380459 =

PPFPoE Server

113350459
Qo270 22 22 B0 A

This Field Display User MAC Address .

1d 10:44:53

ser Information

MikroTik



Quick Wiew

about Me

Add Horizontal Line with Label For Title

webfig [

| to Separate Between Options and Fields .

Skin Components ¥

Zeparatar
Tab
Limit
Mote » lUser Information
st Oy Enabled
=tatus Page
How To Create 17 » Mame <pppoe-611335380459 =
How To Apply 12 » Type PPPoE Server
(REICTE User 6113360459
Q027 22122 ED A
Caller ID

This Field Display User MAC Address .
Uptime 1d 10:44:53

Reza Moghadam

WS T
MUM , India MIKFOI 1k



Quick View

about Me

Limit Field and Allowed Values to Choose

Webfig [

- for Options and Fields .

Skin Components ¥

Zeparator

Tahb

Allowed Values Separated by Comma or

Read Only

=tatus Page N eWI i ne .

How To Create 1?7 »

How To Apply 17 3

The End

Name Lirmited Clueue

Target Address -

[¥]Target Upload

[#]Target Download

General

unlimited

Max Limit !5121-: b
2hhk
1B12k

Reza Moghadam
MUM , India
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Quick Wiew

about Me

objectives

webfig [

Skin

Skin Components ¥

Zeparatar

Tab

Lirnit

Maote

Read Cnly

=tatus Page

How To Create |7 =

T

How To &pply 17

The End

Reza Moghadam
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Add Comments and Descriptions for
Fields and Options .

Enabled
Mame
Type
User

Caller ID

Uptime

<pppoe-611335380459 =

PPFPoE Server

113350459
Qo270 22 22 B0 A

This Field Display User MAC Address .

1d 10:44:53

ser Information

(=

MikroTik



Quick Wiew

about Me

objectives

webfig

Skin

Skin Components

Zeparatar

Tab

Lirnit

Maote

=tatus Page

How To Create I

How To &pply 17

T

The End

Reza Moghadam

MUM , India

Set Read Only Feature to Fields and

Options .

Name

Mode

» Authentication Types

Unicast Ciphers

Group Ciphers

profilel

dynamic keys

WPA PSK WPAZ PSK
WP EAP WPAZ EAP

A5 CCM thip

B85 CCm thip

Geraral

«
«

™ —_—
NMikrors 1k



Quick Wiew

about Me

Add a Status Menu In Top of Menus and

webfig [

| Add Fields and Options to Status Page .

Skin Components ¥

Zeparatar
Tab
— Status
HT: Interfaces
Mote Bridge
Read Cnly Switch
Status Page PPP : :
Servers Interrace Intormation
How To Create 17 = Mesh
How To .ﬁ.pply 17 > IF - Server ¥lan Mame 0z - Server
MPLS - .
: Servers Vlan Information
The End Routing -
E System - ¥LAN ID 2
Jueues .
= Servers Queue Information
lHes
o Upload f Download z63.0 kbps/239.4 kbps
Radis Servers IP Address Information
Tools [
, Server's IP Address 95.82.116.1/28
Few Terminal

Reza Moghadam

- —
MUM , India MIKFOI 1k
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about Me

objectives

webfig

Skin

Skin Components

How To Create 17

How To &pply 17

The End
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MUM , India MIKrOl l’k



Quick Wiew

— Login to your Router Webfig

objectives

webfig

Skin

Skin Components

- (T | ¥ ¥

How To Create I¥

Login To webfig MlKrO' | |

Design Skin Mode RouterOS v5.18

Make a Skin

Tou have connected to a router. &drinistrative access anly, If this device is not in
Menu , Submenu vour possession, please contact vour local networlk administrator,

Field , Option

WebFig Login,

Zeparataor

Tab Login: |admin I Login |

Limnit

Passwaord:

Maote

Read Cnly

=tatus Page

R SdAm 4

winbox  Telnet  Graphs License Help

1 mikrotil

Reza Moghadam

INL\: I T F B
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Quick Wiew
n n
pbout He Webfig Environment
objectives
webfig [
: ) MikroTik - Quick Set at admin@100.100.100.1 - Webfig v5.18 on RB493AH [mipsbe) - Mozilla Firefox
skin - Eile Edit ‘“ew History Bookmarks Tools  Help
Skin Components » € [} 100,100,100, 1jwebfig#uick_Set < B Pl
How To Create I F i MikroTik - Quick Set at admin@lDD.lDD.lDD....l + ‘
E . uick Set e
Login To Webfig q_ 2
Wireless
Cesign Skin Mode Interfaces
- Bridge
Make a Skin _gh
swite Wireless
Menu , Submenu PPP
- SSID  a |Webfig\Web Skins | Mode @R
. . esh
Field , Option
P - Frequency |2412 b |MH2
Zeparataor MPLS =
- Band 2GHz-BIGMN v Address Acquisition [O1=1]
Routing [ 3
Tab
System [ Channel Width | 20kHz v| WAN IP Address 0.0u1
Limnit Queues
— Country | no_country_set ~ | L=dLEWSY @
Mote
Lag MAC Address 00:0C:42:6C:93:10 BHS ServErs T
Read only Radius T = MAC Address 000
Tools [
=tatus Page .
o Security (Dwea  [CJwraz B
How To .':'||:I|:I|'5." I? - IPv6 * Encryption A5 GO tkip LAN IP Address 0.0
MetaROUTER e e [ | Bridge All LAN Ports O
The End Make Supout.rif
) Sig DHCP Server |:|
Undo MAC Address In ACL LastIP Uptime G
Reda ) [
Hide Menu
Hide Passwords .
Router Identity kil
Safe Mode
Fleciom i Password b’
< >

\

Reza Moghadam
MUM , India

W
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Quick Wiew

) To Create Your Custom Skin , Go to
Design Skin Mode .

webfig
Skin

Skin Components

- (T | ¥ ¥

How To Create I¥

Login To Webfig

Design Skin Mode Hide Menu

Make a Skin .

re—— Hide Passwords

Field , ©ption SEI'FE |'-,-'||:“:|E

Zeparataor

Tab Design Skin «

Lirnit

Note Manual

Read Cnly "."'."iI'IEIEI.':'!.'

=tatus Page

How To &pply 17w GI"EII:II_IS

The End End-User License
Lagouf

Reza Moghadam

E I
MUM , India MIKFOI 1k



Quick Wiew

about Me

objectives

webfig

Skin

Skin Components

How To Create I¥

- (T | ¥ ¥

Login To Webfig

Design =kin Mode

Make a Skin

Menu , Submenu

Field , Option

Zeparataor

Tahb

Limnit

Maote

Read Cnly

=tatus Page

How To &pply 17

>

The End

Reza Moghadam

MUM , India

In this mode you can Customize your SKin

) MikroTik - Interface <Wireless> at admin@100.100.100.1 - Webfig v5.18 on RB493AH (mipsbe) - Mozilla Firefox  [= |[B]fX]

File  Edit  Wiew

Hiskary

Bookmarks  Tools

Help

&= [} 100,100,100, 1 webfig/#Interfaces, Interface., 10

| O MikraTik - Interface <Wireless= at admin@!1 ... | + |

# Cuick Set
¥ fireless " 3
o e Slein: |defau|t v‘ Marne: |default ” Save H Revert ‘ [ Reset ]
~ Bridge .
s Interface < Wireless>
& Switch =
+ PPP ~ v ;
| ¥ oK “ Cancel || Apply ] | # Advanced Mode ‘
 Mesh - / - - .
1P - | ¥ Scan.., || ¥ Freq, Usage... H ~ align,.. ” ¥ Sniff.., |
¥ MPLS > | ¥ Snooper... || ~ Reset Configuration ” ~ Tarch I
& Raouting -
¥ Systemn ® | | running ap | & ¥ v > o>
# Queues
9 ¥ Show By Default
¥ Files
| W
i Cilhd Enabled
~ Radius B General
+ Toals [
| New Terminal o MName |WIFE|ESS |
¥ IPvE E | ¥a Type Wireless(4theros 11N)
+ MetaROUTER
| =] MTU
+ Make Supout - |‘IEDD |
¥ Undo o = LZ MTU 2290
+ Redo -
o ——— v MAC Address 000C4ZHC: 9310 |
¥ Hide Passware L
¥ Safe Mode =
Design Skin b
| Chip Info mac:0x80/0xZ, phy:0xd0, a5:0xc0, a2:0x0, eeprom: 0x0

S _—
Mikror ik



Quick Wiew

about Me

objectives

webfig

Skin

Skin Components

- (T | ¥ ¥

Create a New Skin to Customize Skin

%) MikroTik - Interface <Wireless> at admin@100.100.100.1 - Webfig v5.18 on RB493AH (mipsbe) - ... [= [0]X]

Mo To = et 17 File Edit “iew History Bookmarks Tools  Help
Login To Webfig (_- T 100.100.100.1/webfig/#Interfaces Interface. 10 | |2~ coogle ;’ o
Design =kin Mode | | MikraTik - Interface <wWireless at admin@l...l + I
Malke a Skin ¥ Quick Set Wgﬁ%ﬁﬁf@ vt
¥ Wireless , :
Menu , Submenu ‘ =kin: | default w | Mame: | Mew Skin | | Save H Revert I I Re
Field , Option
Interface < Wirel
Zeparataor v Switch =
Tab ¥ PPP ' 1 »
fx ‘ ¥ ok ” Cancel “ apply ‘
Lirnit M|Mesh I '
W TP > l ¥ advanced Mode || ¥ Scan... || ¥ Freq. Usage... ]
Maote = 4 4
¥ MPLS L ‘ ¥ align,.. H ' Sniff... “ ¥ Snooper... ]
Read Only v Routing [ ' ‘
— [ ¥ Reset Configuratior H » Tarch |
=tatus Page v System > J
13
How To &pply 17 (= ¥ Queues e ——— T A T
¥ Files
The End vl Log & Show By Default

Reza Moghadam

MUM , India

MikroTik



Quick Wiew

about Me

objectives

webfig

Skin

Skin Components

- (T | ¥ ¥

How To Create I¥

Login To webfig

Design =kin Mode

Make a Skin

Menu , Submenu

Field , Option

Separataor

Tahb

Limnit

Maote

Read only

=tatus Page

How To &pply 17 3

The End

Reza Moghadam
MUM , India

You can Check / Uncheck Menus and
Submenus to Give Access and Visible In
this Skin .

¥ Switch
v PPP k
) Hesh

v 1P ¥

v ARF

) A

v DHCP Client
v DHCP Relay k

« Menu / Submenu Checked : Are Visible in Skin
» Menu / Submenu Unchecked : Aren’t Visible in Skimﬁ‘(ro?'-k



Quick Wiew

about Me

objectives

webfig

Skin

Skin Components

- (T | ¥ ¥

How To Create I¥

Login To Webfig

Design =kin Mode

Make a Skin

Menu , Submenu

Field , Option

Separataor

Tahb

Limnit

Maote

Read Cnly

=tatus Page

How To &pply 17 3

The End

Reza Moghadam
MUM , India

You can Rename Menus and Submenus to

Give Access In this Skin .

' ¥ Laver 2 Switcl
¥ Cnline Users

Pesk

v 1P Y
¥ ARF |

v Accounting «
» v 1P v

¥ DHCP Client
¥ DHCP Relay '

Menu / Submenu : Default Name

» Menu / Submenu : Renamed

MikroTik



Quick Wiew

You can Enable / Disable , Add New

objectives

| Feature to Fields and Options by

Skin [

sin comenents » | Cie@cklbox and Down Arrow Key Inside

How To Create I ¥

Login To webfig them .

Design =kin Mode

Make a Skin iﬂl 'I

Menu , Submenu
Field , Option Mal‘:e F!.E-Ellj ':'rll'!."
Zeparataor
Tab Add Mote
Lirnit 3 .
Mote II:II |: |: LI |_I_I It
Read Cnly
Status Page Adad To Status Page
How To &pply 17 3
The End II:II I: I: Ta tl
Add =eparator

Reza Moghadam

- —
MUM , India MfoOl 1k



Quick Wiew

about Me

objectives

webfig

Skin

Skin Components

- (T | ¥ ¥

How To Create I¥

Login To Webfig

Design =kin Mode

Make a Skin

Menu , Submenu

Field , Option

Separataor

Tahb

Limnit

Maote

Read Cnly

=tatus Page

How To Apply 1?7 =

The End

Reza Moghadam
MUM , India

Add Separator for Options and Fields

Mame

Type

L2 MTU

Max LZ MTU

MALC Address

1!":1"

Make Read Cnly
fdd Mote

Add Limnit

Add To Status Page
Add Tab

Add Separator

etheri

Ethernet

3 L

i A

oo 0cC:a2:50:536:E3

MikroTik



Quick Wiew

about Me

objectives

webfig

Skin

Skin Components

- (T | ¥ ¥

How To Create I¥

Login To Webfig

Design =kin Mode
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