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Z MTCNA, MTCWE, MTCTCE, MTCRE, MTCINE
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Z Technical & Operation Manager
Z 20151 Now :

Using MikraTik Since 2008
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Forum MikroTik Indonesia

Z Forum Administrator
Z The First MikroTik User Forum in Asia .

1 Consultant & Networking Trainer
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PowerNet Liberia

1 ISP‘In Liberia, West Aﬁica.
since 1998.

1 The First ISP with IPV6 In
Liberia, West Africa.

| I The Largest ISP Subscribers

" ‘ In Liberia.' ( NON GSM )
PowerNet 4

| ¥ The First ISP bring MikroTik
in Liberia, West Africa.

I And we always introduce
‘ people to use MikroTik till
N rd asswordlv.': ' tod ay
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PowerNet Liberia

------
“WIVETY

= | Using more than 300
MikroTik Devices.

abbart
,,,,,,

1 Network Managed by Dude,

I Wireless Centralized by
CapsMan

| User Authenticated by
UserMan

i Core Routing, BGP, PPPoE
Server, Full MikroTik. End to
End.

- Adhielesmana - MUM Kenya 2018 4



SWOS

Software Operating System for MikroTik Switch




MikroTik Software OS
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1 MikroTik SwOS

~ Z MikroTik Switch OS

~ Z Only for MikroTlk Hardware Switch
Z Only Web Based Configuration
Z http://192.168.88.1
Z User = admin ( without password )

I MikroTik ROS
Z MikroTik Router OS
Z Installed on MikroTik RouterBoard
Z Available For x86 PC and Similar '
Z Also For Cloud Hosted Router
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http://192.168.88.1/

MikraTik  SwOS

S

Y SwOSVersion 1.17
- Z RB260GSi RB260GSP

I SwOSVersion 2.6
Z Only For CSS Family
Z RB260GS (CSS1065G- 1S)
Z RB260GSP (CSS1061G 4P- 1S)
Z CSS326 24G- 25+
Z CRS326 24G-2S+
1 Dual Boot Option
1 SwOSor RouterOS

Z CRS3171G 16S
1 Fiber SFP Switch
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Modet: CRSI26-24G-25+

Serial Number: 7630

Frmware Twoe d32
Factory Firmware 1.9
Currert Firmware 306

Upgrade Firmware 135

Enable Jumper Qesst
Force Bachp Booter

Slert Soct




MikroTik SwOS

\[e} Service

Web Configuration

SSH / Telnet / Console

SNMP

MikroTik Discovery
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MikroTik SwOS

Link || SFP || Forwarding | Statistics || WLAM || VLANs || Static Hosts || Hosts | SNMP || ACL || System

Enabled ¢ L rd <
Name Portl Port2 Port3 Portd
Link Status  link on link on link on link on
Auto Megotiation Ld
Speed
Full Duplex

Flow Control

PoE Out on off ¥
PoE Priority - 17 27 3r
PoE Status  disabled disabled powered on disabled waiting for load
PoE Current 101maA

PoE Power 2.364W
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SwOS Version 2.6

MikroTik SwOS [Logou]

| Link || SFP || Port Isolation || LAG || Forwarding || RSTP || Stats || Errors || Hist || VLAN || VLANS || Hosts || IGMP || SHMP || ACL || System || Upgrade

Enabled Name Link Status Auto Megotiation Speed Full Duplex Flow Control

d |P0rt1 no link Ld no I

Ld |Pc-rt2 no link Ld no Ld

|Port3 no link Ld no

|Port4 no link no

|P0rt5 no link no

|Port6 no link no

|P0rt? no link no

|P0rt8 no link no

|Pc-rt9 no link no

|P0rtlD no link no

|Portll no link no

|P0rt12 no link no

|Port13 no link no

|P0rtl4 nk no

|Port].5 nk no
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VLAN
Configurations
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SwWOSVLAN Configuration under VLAN and VLANs Menu



pptional

VLAN ‘ a : a
only tagged only untagged _ only untagged _ only untagged
Receive — — — —
Default
VLAN
ID

Force
VLAN
ID

Egress

VLAN
Header
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Vian Tab Configuration

e —————

1 VLAN Menu
Z VLAN Port Configuration
Z VLAN Mode - ,
1 Select VLAN Mode the specific Port
1 Disabled, Optional, Enabled or Strict
Z VLAN Receive
1 Defines the allowed packets
I Tagged, untagged, or any
Z VLAN ID
1 Setup the default VLAN ID
I Force VLAN ID to default VLAN ID for any incoming packets
Z VLAN Header '
1 To Add, Remove or leave the VLAN: as is.
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MilaoTik SwOS

Link SFP SFP Status Port Isolation LAG Forwarding RSTP Stats Errors Hi

VLAN Mode VLAN Receive

optional any

any

optional any

enabled only tagged

enabled only untagged w

enabled any

enabled only untagged w
disabled any
disabled any

disabled any
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st WLAN WLANS Static Hosts Hosts SNMP ACL System Upgrade

Default VLAN ID Force VLAN ID




VLANSs Tab Configuration

e —————

1 VLANs MENU
- Z VLAN TABLE -
| Z Specifies certain forwarding rules for packets
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with vian -id tag.
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VLANSs Tab Configuration _
| ' SWOS1.17

~ = " = == - = - a——— = =

MilkraTilk SwWOS

Link | SFP | Forwarding Statstucs | VIAN | VLANs || Static Hosts | Hosts © SNMP © ACL  System

VLAN ID Portl

100

300

400
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MilaraTilkk SwOS

Link | SFP SFP Status Port Isolation LAG Forwarding RSTP Stats Errors Hist. VLAN | VLANs Static Hosts Hosts SNMP || ACL | System Upgrade

VLAN ID Port Isolation Learning Mirror Members
100
300

400

Sort Discard Changes
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VLAN
Basic Practice

- MikroTik Switch for Trunk Port and Edge Port



VLAN Basic Practice
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We will setup  vian port configuration with three
diferent vian ID.

w—(

One portas  vian Trunk

Sl 153

w—(

Three more ports as edge port ( access port ).

i Connection coming from Router Core with VLANS and
Trunk configured already.
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INTERNET

CORE ROUTER MIKROTIK SWITCH
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SWOﬁSl.17 IS

~ Trunk & Edge Port Setup
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