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Problem

 Normally, we do static default route on clients to point to a single
IP ot default gateway. We rarely do dynamic routing protocol
between hosts :)

* In case, one of primary router fails or ISP link fails, we need to
manually change default gateway |IP on client to point to other
available gateway



Solution

* We can use Virtual Router Redundancy Protocol (VRRP) to solve the problem
* Basically, the protocol will create another Virtual IP
* Virtual IP will be assigned to master router (ex: R1)

* [n case the master router fails, the backup router (ex: R2) will be assigned
the Virtual IP

* S0, we only need to configure clients to use the virtual IP as default gateway
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Solution

e VVRRP can detect unreachable router within 3
seconds without additional traffic overhead

* Mikrotik RouterOS supports both VRRPv2 (IPv4)
and VRRPv3 (IPv4 and IPv6)



Simple Setup

ether?
20.0.0.2/24

1 200.00/24 |

20.0.0.3/24

1. Assign |IP address on ether2 of both R1 and R2
2. Create VRRP interface on both R1 and R2

3. Assign 20.0.0.1 as Virtual IP on the VRRP interface

4. Verity the status
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.~ MPLS
4 Routing
50 System
Q Queues
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Simple Setup

Assign |IP address on Ether2 on both R1 and R2

|

Address: |20.0.0.2/24

Network: |20.0.0.0 PN

Interface: ENE NG ¥

R2

S TP
.~ MPLS
4 Routing
.5 System
Q Queues
| Files

| Log

g =

v

Address: ?D.U.|:|_3',

® | ? Find
3/24 > [=]

Address <20.0.0. (X |

Network: 20.0.0.0

Interface: letherz

OK

Cancel

Apply
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Simple Setup

2. Create VRRP interface on both R1 and R2

@ Interfaces

1 Wireless Ethernet EolIP Tunnel IP Tunnel GRE Tunnel YLAME YRRP fBonding LTE ...

i Bridge |ﬂ| =| [«||$2| (] | T

=L PPP —

) Mew Interface

== Switch
VRID must be the same °[8 Mesh YRRP Scripts  Traffic General] YRRP | Scripts  Traffic
AuthentlcatIOH must be i TP I* ey NB} vrrpl sowonsnell> [riterface: I]E]
the same < MPLS ) Type: L g RID: |1 |

. & Routing I MTU: Priority: |100

Version must be the B s | il |

i System L2 MTU: | Interval: |1.00 s
same & Queues i

== MAC Address: v| Preemption Mode

___ Files

L ARP: 4.~ Authentication

L. =09 " @ none O simple C ah

M Radius

N Password: | v

&, Tools [

[ New Terminal _ Version: |3 E3

=

;—;‘ i 2EzHe AIAR ¥3 Protocol: IIPv4 ‘E




Simple Setup

3. Assign 20.0.0.1 as Virtual IP on the VRRP intertace
on both R1 and R2

S
,J MPLS I ul = « R ] ? Findg
L HELE > {New Address Ofxfte | v
o System I N
il £55 | QK
Q Queues
— Network: v
5 Files Cancel
| Leg B 10! ¥ | Apply
c@ LS Disable
& Tools I
Comment
@ MNew Terminal
=, MetaROUTER Sag
@ Partition Remove
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Simple Setup

4. Verity the status on Backup router

8 Interfaces

1 Wireless

5, Bridge
=2 PPP
== Switch

“15 Mesh

. MPLS
4 Routing
5. System
9 Queues
___ Files

.. Log
& Radius

&, Tools
New Terminal

= MetaROUTER
¥ Partition

| .. Make Supout.rif
& Manual

Bl Exit

N

~

Interface BEthernet EoIP Tunnel IP Tunnel GRE Tunnel VLAN YRRP Bonding LTE
IName / IType |L2 MTU ITx IRx ITx Packet (pfs
4ivether1-gateway Ethernet 1593 0 bps 0 bps
R 4;%ether2 Ethernet 1598 54.6 kbps 3.8 kbps
B &ovrrpl YRRP 0 bps 0 bps
i Era-SIave-l., . ¥ 1598 0 bps 0 bps
S 4ipetherd-slave-l,.. Ethernet 1593 0 bps 0 bps
S 4ivetherS-slave-l,.. Ethernet 1598 0 bps 0 bps
% | 4Pwlani Wireless {(Atheros AR... 1600 0 bps 0 bps
Log E] KJ
Freeze al [#]
Janf02/1970 01:38:27 memory system, info item added »
Janf02/197001:38:286 memory dhcp, info dhcp-client on vrrpl got IP address 20.0.0.250 |
Janf02/1970 01:38:56  memory system, info address changed by admin
Janf02/1970 01:38:56  memory dhcp, info dhcp-client on vrrpl lost IP address 20.0.0.250 - lease

Janf02/1970 01:38:56

{|Janj02/1970 01:38:56

Janf02/1970 01:38:56
Janf02{1970 01:38:56
Janf02/1970 01:38:56
Janf02{1970 01:38:56
Janf02/1970 01:39:24

S __

stopped locall
vrrpl now BACKUP

e -
I memory vrrp, info
e
MEemory
memaory system, info
memory system, info
memaory system, info
Memory
Memory
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system, info item removed

item removed
item removed
item removed

system, info, account  user admin logged out from 20.0.0.254 via winbox
system, info, account user admin logged in from 20.0.0.254 via winbox




Simple Setup

4. Verity the status on Master router

J# Interfaces

1 ‘Wireless

2, Bridge
=L PPP
== Switch

“15 Mesh

7 MPLS
4 Routing
.o System

Q Queues
___ Files

. Radius

&, Tools

@ New Terminal
4 MetaROUTER
¥ Partition

.. Make Supout.rif

I Interface fEthernet EolP Tunnel IP Tunnel GRE Tunmel YLAN YRRP Bonding LTE

Hwlani Wireless {(Atheros AR... 1600

Freeze

LZMTU | Tx Rx Tx
e 0 bps 0 bps
R <ivetherz 1598 54.4 kbps 3.3 kbps
RM Epvrrpl _VRRP o 365 bps 0 bps
S 4;vether3-slave-local Ethernet 1593 0bps 0bps
S 4ivetherd-slave-local Ethernet 1598 0 bps 0 bps
5 4ivetherS-slave-local Ethernet 1593 0bps 0bps

Janf02/1970 00:30:45 memory
Janf02/1970 00:30:45 memory
Janf02/1970 00:30:54 memory
Janf02/1970 00:30:59 memory
Janf02/1970 00:33:38 memory
Janf02/1970 00:35:48 memory
Janf02/1970 00:35:50 memory
Janf02/1970 00:35:50 memory

address added by admin
vrrpl now BACKUP
virpl now MASTER, master down timer

system, info
vrrp, info
vrrp, info

device changed by admin
device changed by admin
vrrpl now BACKUP

system, info
system, info
vrrp, info

Janf02/1970 00:35:54 memory YITD, Warnin vrrpl misconfigured IP addresses
Janf02/1970 UU:36:24| memory  vrrep, info vrrpl now MASTER, master down timer I

system, info, account user admin logged out from 20.0.0.254 via winbox
system, info, account user admin logged in from 20.0.0.254 via winbox
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Master and Backup Role

* Highest priority (max: 255) will become master. Default
priority is 100

* or, highest IP address will become master

1 Wireless

Ethernet EolP Tunnel IP Tunnel GRE Tunnel YLANE VRRP E Bonding LTE ...

4 1, Bridge +|=| [z [a]l [7
=2 PPP
) Mew Interface
== Switch
o0 General ’VRRP Scripts  Traffic General | YRRP [Scripts  Traffic
& Mesh
e 1P I* MName: lwrpl Interface: l]@
/. MPLS I Type: |VRRP YRID: |1
¢ Routing I* MTL: [1500 Priority: ’100
¢oy I
w0 System L2 MTU: | Interval: |1.00 E
Queues .
e MAC Address: |00:00:00:00:00:00 Preemption Mode
. Files
Lo ARP: [enabled — Authentication
L -09 @ none C simple C ah
A Radius
R Password: l ]v
% Tools [
@ New Terminal Version: |3 ‘E
=
;—i"MEtaROUTER V3 Protocol: |IPv4 I3




Master and Backup Role

ether?
20.0.0.2/24

20.0.0.3/24

 R1 as master is still up but the link to ISP1 is down
e S0, we want to switch R2 to be master

* We can do by using NetWatch which will send Ping to ISP1. If no
response in 1000ms (default), we will set VRRP Priority of R1 to
90 . Else, we will set VRRP Priority of R1 to 150.
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Master and Backup Role

“15 Mesh ==
255] IP »
t. . M| p Down oK
-~ MPLS >

= : . Host: §192.1638.1.1
& Routing I ost: §192.168.1.1 Cancel

‘o System ) Interval: |00:01:00 Apply
Q Queues Timeout: |1000 ms '
___ Files ] |E™
Lo LOQ HOSt Down QK

. Radius .
52» On Up: Cancel

j{ Tools interface vrrp set 0 priority=150 _:J

appl
@ New Terminal '
= MetaROUTER New Netwatch Host =] E3
@ Partition oK
| < Make SUDOUt.I’lf On Down: Cancel
Q Manual nterface vrrp set 0 priority=20 j
: Apply
E Exit
Disable
Comment
Copy
L] Remove

enabled




VRRP Authentication

VRRP control traffic is sent

_ General] YRRP [Scripts  Traffic oK
to mUH:lcaSt group’ Interface: |ether2 J‘ Cancel
224.0.0.12 or FFO2::12 VRID: |1 | o

Priority: |150 Disable
So, anyone can get it and R — | [ conmen:
do man in the middle T e
: o - Remove
attack ( O none O simple & ah
Password: |password -~ Torch
We can protect by using G — k
Authentication - -
We have configure the same
On bOth R1 and R2 }enabled running master
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Question 7



SIBRIA (W
saum arkoun

Thanks
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