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MikroTik RouterOS is rich in many features
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About me, the MikroTik Certified Trainer
ÅName: Khalil Chamseddine

ÅExperience: Software, Hardware and Networking

ÅMikroTik Certified Trainer in Lebanon and Region: 
ÅMTCNA

ÅMTCWE

ÅMTCTCE

ÅMTCUME

ÅMTCRE

ÅMTCIPv6

ÅMTCINE

ÅContact: 
Åhttps://Tahandos.com

ÅE-Mail: khalil@tahandos.com

ÅPhone: +961-3-892792
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www.tahandos.com
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Outline

ÅNetwork Monitoring and FLOW

ÅMikroTik Traffic Flow

ÅMikroTik RouterOS and PRTG
ÅHow To, Step By Step

ÅSample Reporting
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Simple question: What do we want to know?
ÅWho is consuming the bandwidth?
ÅFrom inside out

ÅFrom outside in

ÅWhat they are consuming?

ÅWhich protocols and services?
ÅHTTP

ÅEmail

ÅVideo

ÅVoice

ÅTorrent

ÅΧ
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Simple question: Why do we want to know?
ÅIdentification / Solving
ÅTraffic Classification
ÅFlow-based detection
ÅDoS Trace back
ÅΧ

ÅTraffic Analysis
ÅInter-AS traffic analysis
ÅReporting on application proxies
ÅΧ

ÅAccounting 
ÅCross verification from other sources
ÅΧ
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Simple question: What do we need to get?
ÅNice presented reports that shows clear situation
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How we are supposed to know it?
ÅObservation Point / Interface

ÅFlow Exporter: Exports Flow Records

ÅFlow Collector: Receives Flow Records / present them nicely
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Bandwidth Monitoring Alternatives
ÅBandwidth monitoring is a method for measuring the actual 

bandwidth available on a local system 

ÅSNMP
ÅUsually it is considered lighter than other options

ÅGets total amount of traffic and some layer 2 and layer 3 statistics 
like number of errors, number of broadcastsΧ

ÅPacket Sniffer

ÅΧ

ÅxFlow
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General Flow Definition
ÅA flow is defined as a set of packets having common 

properties:
Åone or more packet header fields (e.g. destination IP address, 

transport header field),

Åone or more characteristics of the packet 

ÅΧ 

Åa packet belongs to a flow record if it completely matches all 
defined flow properties.
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Flow Exporting Protocols
ÅCISCO NetFlow

ÅWǳƴƛǇŜǊΧ

ÅIt9Χ

ÅIETF IPFIX 

ÅMikroTik Traffic Flow
Åa system that provides statistic information about packets which 

pass through the router.

Ånetwork monitoring and accounting

Åidentify various problems that may occur in the network

Åanalyze, optimize the overall network performance

ÅMikroTik Traffic-Flow is compatible with Cisco NetFlow, it can be 
used with various utilities which are designed for Cisco's NetFlow.

January-2019 MikroTik MUM Beirut 2019 - Khalil Chamseddine - Tahandos.com 12



NetFlow Flow definition
ÅNetFlow defines a flow as the combination of the following 

seven key-fields:
ÅSource IP address.

ÅDestination IP address.

ÅSource port number.

ÅDestination port number.

ÅLayer 3 protocol type.

ÅToS byte

ÅLogical interface, whether input (ingress) or output (egress)
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Flow formats
ÅDiffer in the format of the export massage

ÅVersion 1 - never use it J

ÅVersion 5 ςlimited to inbound traffic (ingress) and IPv4.

ÅVersion 9 - a new format which can be extended with new 
fields and record types because of its template-style design 
ÅVersion 9 is independent of the underlying transport protocol 

whether it is TCP, UDP, or SCTP

ÅSupport for IPv6 and bi-directional flows (ingress and egress)

ÅSupport for MPLS/VLANΧ
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IPFIX: IP Flow Information Export
ÅIETF: Internet Engineering Task Force 

ÅIPFIX: Official Standard for all flow technologies
ÅSometimes described as NetFlow Version 10
Åused CISCO NetFlow version 9 as a base
Åcommon, universal standard of export for Internet Protocol flow 

information from routers, probes and other devices that are used by 
mediation systems, accounting/billing systems and network 
management systems to facilitate services such as measurement, 
accounting and billing
Ådefines how IP flow information is to be formatted and transferred from 

an exporter to a collector

ÅIPFIX is a push protocol, i.e. each sender will periodically send 
IPFIX messages to configured receivers without any interaction 
by the receiver. 
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MikroTik IPFIX
ÅMikroTik Traffic Flow template
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How To
ÅConfigure the Exporter (MikroTik)

ÅConfigure the Flow Record (MikroTik)

ÅApply it to the Interface (MikroTik)

ÅConfigure the Flow Monitor (PRTG)
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How we are supposed to know it?
ÅObservation Point / Interface

ÅFlow Exporter: MikroTik RouterBoard

ÅFlow Collector: PRTG
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PRTG, the collector
ÅPRTG Network Monitor
ÅPRTG: PaesslerRouter Traffic Grapher

ÅAgentless network monitoring software 

ÅGerman Company: PaesslerAG

ÅFirst release: 2003

ÅPRTG is a full-service monitoring solution
ÅIt can monitor and classify system conditions like bandwidth usage or 

uptime and collect statistics from miscellaneous hosts as switches, routers, 
servers and other devices and applications
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PRTG, the collector
ÅSensors
Åover 200 different predefined sensors

Åapplication sensors and hardware-specific sensors

ÅWeb Interface and Desktop Client
ÅAJAX-based web interface

Ådesktop application for Windows and macOS (beta status)

ÅNotifications and Reports
ÅEmail and SMS

Åpush notification on smartphones using an app

Åcustomizable reports

ÅPricing
Åbased on sensors

Å100 integrated sensors is available free of charge

ÅUsually, each MikroTik Traffic-Flow device represents one sensor
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PRTG, IPFIX Sensor
ÅThe IPFIX sensor receives traffic data from MikroTik Traffic-

Flow and shows traffic by type. It filters traffic into different 
channels:
ÅChat (IRC, AIM)

ÅCitrix

ÅFTP/P2P (file transfer)

ÅInfrastructure (network services: DHCP, DNS, Ident, ICMP, SNMP)

ÅMail (mail traffic: IMAP, POP3, SMTP)

ÅNetBIOS

ÅRemote control (RDP, SSH, Telnet, VNC)

ÅWWW (web traffic: HTTP, HTTPS)

ÅTotal traffic

ÅOther protocols (other UDP and TCP traffic)
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PRTG Download and Install
ÅGo to https:// www.paessler.com/

ÅDownload PRTG (prtg.zip) and extract 
it; save the License name and key in a 
text file for later use

ÅRun the executable install. Steps are 
easy to follow.
ÅEnter an email address to receive alerts

ÅWhen installation is complete
ÅLogin, Watch the video that pops up, 

change the password, set the SSL; it is 
yours to discover.. A lot of helping pop 
ups.. Read and follow..
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PRTG First things first
ÅPRTG auto discovery will attempt to discover your network 

and create a sensor for each probe it discovers 

ÅWait till auto-discovery finishes. Review the discovered 
devices and the created sensors. You will see a lot of 
sensors: ping, DNS, HTTP, SSL Χ.
ÅBetter to stop auto-discovery: Automatic auto-discovery is set on 

group or device level. You can change it in your group's or device's 
settings, section Group Type or Device Type, setting Sensor 
Management.

ÅDelete all the sensors discovered automatically because 
PRTG is free for the first 100 sensors only
ÅYou can disable the initial auto-discovery in a fresh PRTG 

installation. Simply run the installer in command prompt and add 
/NoInitialAutoDisco=1 as parameter
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How To
ÅConfigure the Exporter (MikroTik)

ÅConfigure the Flow Record (MikroTik)

ÅApply it to the Interface (MikroTik)

ÅConfigure the Flow Monitor (PRTG)
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Exporter:
MikroTik

Collector:
PRTG

Observation Points:
MikroTik Interfaces



MikroTik Traffic Flow Configuration
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MikroTik Traffic Flow Configuration
Å/ ip traffic-flow set 
Å#Settings for the exporter
Åinterfaces=bridgeWiFi

Å#interfaces which will be used to gather statistics for traffic-flow
Åcache-entries=2k

Å#flows which can be in router's memory simultaneously
Åactive-flow-timeout=30m

Å#maximum life-time of a flow
Åinactive-flow-timeout=15s 

Å#how long to keep the flow active
Åenabled=yes

Å/ ip traffic-flow target
Å#Settings for the collector
Åadd disabled=no 
Ådst-address=10.111.222.44 
Åport=1234 
Åsrc-address=0.0.0.0 
Åv9-template-refresh=20 
Åv9-template-timeout=30m 
Åversion=ipfix
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PRTG: Configure the Flow Monitor
ÅSelect Add sensor

ÅCreate a new device if necessary or use existing device
ÅUsually the MikroTik RouterBoard is already discovered under 

network infrastructure

ÅSelect Sensor type IPFIX

ÅSet the sensor settings. Most important:
ÅSensor Name

ÅUDP Port

ÅActive Flow Timeout
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Add a sesnor
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Configure the Flow Monitor (PRTG)
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Sensor Overview
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PRTG: Add Top lists
ÅPRTG comes with primary top lists
ÅTop Talkers

ÅTop Connections

ÅTop Protocols

ÅCustom Toplist

January-2019 MikroTik MUM Beirut 2019 - Khalil Chamseddine - Tahandos.com 33



Sensor Overview
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Sensor Channels
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Sensor Live Data
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Sensor Live Data

January-2019 MikroTik MUM Beirut 2019 - Khalil Chamseddine - Tahandos.com 37




