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MikroTik RouterOS is rich in many feature
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About me, the MikroTik Certified Trainer
AName KhalilChamseddine

AExperience: SoftwardHardware and Networking

AMikroTikCertified Trainer in Lebanon and Region:
AMTCNA
AMTCWE
AMTCTCE
AMTCUME
AMTCRE
AMTCIPV6
AMTCINE

AContact
Ahttps://Tahandos.com
AEMail: khalii@tahandos.com
APhone +9613-892792
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Outline

ANetwork Monitoring and FLOW
AMikroTik Traffic Flow

AMikroTik RouterOS and PRTG
AHow To, Step By Step
ASample Reporting
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Simple question: What do we want to knc

AWho is consuming the bandwidth?
AFrom inside out
AFrom outside in

AWhat they are consuming?

AWhich protocols and services?
AHTTP
AEmail
AVideo
AVoice

ATorrent
AX
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Simple questionVhy dowe want to know?

Aldentification / Solving
ATraffic Classification
AFlowbased detection
ADoSTrace back
AX

ATraffic Analysis
Alnter-AS traffic analysis
AReporting on applicatioproxies

AX

AAccounting
A Cross verification from othesources

AX
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Simple question: What do we need to

ANice presented reports that shows clear situation
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Source IP Source Port Destination IP Destination Protocol Channel IP Port Sender IP
Port
a23-56-177-96.de.. 443 [192.168.1.64] 52935 TCP WWW a23-56-177-96.de.. 443
[185.173.63.18] 443 [192.168.1.64] 52396 TCP Www
cloudproxy10113.. 443 [192.168.1.64] 55504
January2019

Bytes *
[10.111.222.33] 2,238
KByte
[192.168.1.64] 52396 [10.111.222.33] 2,220
KByte
TCP WWW cloudproxy10113... 443

[10.111.222.33] 2,201
MikroTik MUM Beirut2019- Khalil ChamseddineTahandos.com



How we are supposed to know it?
AObservation Point / Interface

AFlow Exporter: Exports Flow Records
AFlow Collector: Receives Flow Records / present them n

Exporter
-

Collector

Flow records

Network B
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Bandwidth Monitoring Alternatives

ABandwidth monitoring is a method for measuring the act
bandwidth available on a local system

ASNMP

AUsually it is considered lighter than other options

A Gets total amount of traffic and some lay2and layer3 statistics
like number of errors, number of broadcaXts

APacket Sniffer
AX
AxFlow
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General FloMefinition

AA flow is defined as a set of packets having common
properties:

Aoneor more packet header fields (e.g. destination IP address,
transport header fieldl

Aoneor more characteristics of the packet

AX

Aapacket belongs to a flow record if it completely matches alll
defined flow properties.
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Flow Exporting Protocols
ACISCO NetFlow

Awdzy A LIS NX
Al t 9 X
AIETFE IPFIX

AMikroTik Traffic Flow

Aasystem that provides statistic information about packets whicl
pass through the router

Anetwork monitoring andaccounting
Aidentify various problems that may occur in thetwork
Aanalyze, optimiz¢he overall networkperformance

AMikroTik TraffieFlowis compatible with Cisco NetFlow, it can be
used with various utilities which are designed for Cisco's NetFl
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NetFlow Flow definition

ANetFlow defines a flow as the combination of the followir
seven keyfields:
ASourcdP address.
ADestinationlP address.
ASourceport number.
A Destinationport number.
ALayer3 protocol type.
AToS byte
ALogicalnterface, whether input (ingress) or output (egress)
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Flowformats

ADiffer in the format of the export massage
AVersionl - never use i)

AVersion5 ¢ limited to inbound traffic (ingress) and KRv

AVersion9 - a new format which can be extended with new
fields and record typebecause of itsemplate-style design

AVersion9 is independent of the underlying transport protocol
whether it is TCP, UDP, or SCTP

A Support for IP§ and bidirectional flows (ingress and egress)
ASupport for MPLS/VLAN

January2019 MikroTik MUM Beirut 2019 Khalil ChamseddineTahandos.com 14



IPFIX: IFlow Information Export

AIETF: Internet Engineering Task Force

AIPFIX: Official Standard for all flow technologies
A Sometimes described as NetFlow Version
A used CISCO NetFlow versibas a base

A common, universal standard of export for Internet Protocol flow
Information from routers, probes and other devices that are used by
mediation systems, accounting/billing systems and network
management systems to facilitate services such as measurement,
accountingandbilling

A defines how IP flow information is to be formatted and transferred frc
an exporter to a collector

AIPFIXs a push protocol, i.e. each sender will periodically sen
IPFIX messages to configured receivers without any interacti
by the receliver.
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MikroTik IPFIX

AMikroTik Traffic Flow template

January2019

Traffic Fow Settings
General IPFIX | Status

i Last Forwarded

First Forwarded

In Interface

Out Interface

Src. Port

Dgt. Port
Gateway

Src. Addrezs Mask
Dst. MAC Address
Src. MAC Address
NAT Src. Port
MAT Dst. Port

Is Multicast

IP Header Length
TCF Seq. Number
| TCP Ack. Mumber
v I[CMF Type

| [ICMP Code

N A A O A A . Y

i

A I A A A I N A A I T I S

Packets

Bytes

Src. Address

Diat. Address
Protocol

IP TaS

Dst. Address Mask
TCP Haas

MAT Src. Address
MAT Dat. Address
IPwE Flow Label
TTL

IP Total Lenth
LIDP Length

TCP Window Size
IGMP Type

o

Cancel

Apply

Targets

%]
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How To
AConfigure theExporter (MikroTik)

AConfigurethe Flow Record (MikroTik)
AApplyit to the Interface(MikroTik)

AConfigurethe FlowMonitor (PRTG)
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How we are supposed to know it?
AObservation Point Interface

AFlow ExporterMikroTik RouterBoard
AFlow CollectorPRTG

Exporter
-

Collector

Flow records

Network B
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Exporter / Collector

Observation

Points




PRTG, the collector

APRTG Networklonitor
APRTGPaessleRouter TrafficGrapher
A Agentlessietwork monitoring software
AGerman CompanyaessleAG
AFirst release2003

G~
WORK
ITOR

<20
om=T
z—l—l

APRTGs a fullservice monitoring solution

A It can monitor and classify system conditions like bandwidth usage or
uptime and collect statistics from miscellaneous hosts as switches, rou
servers and other devices aagplications
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PRTGhe collector

ASensors
Aover200different predefinedsensors
Aapplication sensors and hardwaspecific sensors

AWeb Interface and Desktoglient
A AJAXbased welinterface
Adesktop application for Windows and mac®8ta status)

ANotificationsand Reports
AEmailand SMS
Apushnotification on smartphones using app
Acustomizablaeports

APricing
Abased orsensors

A100integrated sensors is available freeobiarge
AUsually, each MikroTik Traffidow device represents one sensot
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PRTGIPFI)Sensor

AThelPFIX sensor receives traffic data frivikroTik Traffie
Flow andashows traffic by typelt filters trafficinto different
channels:

AChat(IRC, AIM)

A Citrix

AFTP/P2Ffile transfer)

Alnfrastructure(network services: DHCP, DINf&nt, ICMP, SNMP)
AMail (mail traffic: IMAP, POP3, SMTP)

ANetBIOS

ARemotecontrol (RDP, SSH, Telnet, VNC)

AWWW (web traffic: HTTP, HTTPS)

ATotaltraffic

A Otherprotocols (other UDP and TCP traffic
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PRTG Download and Install

AGoto https://www.paessler.com/  [HIem.
ADownload PRTG (prtg.zip) and extre==_____________

. Your PRTG License Key

It , S ave th e L I Ce n S e n am e an d key I 000014-192KFM-8FFHZB-Z14TQJ-X2FKN4-
text file for later use DAUSZG-507.7.-3XGQUX D1 AAAD

AR u n th e exeC Utab I e I n Stal I . Ste pS a If your PRTG download didn't start automatically:

easy to follow.

AEnter an email address to receive alerts

AWnhen installation is complete PRTG (™}

ALogin, Watch the video that pops up, NETWORK
change the password, set the SSL; it s MONITOR
yours to discover.. A lot of helping pop  prRTG Network Monitor
ups.. Read and follow..

8:20:11 AM Init License

8:20:11 AM Init License Done

8:20:11 AM - 0% - Starting PRTG Core Server (1/1/2019)
8:20:12 AM - 1% - Read basic OSK Definitions: OK
8:20:12 AM - 2% - Read template defaults: OK

8:20:20 AM - 3% - Initialize Sensor Types: OK

8:20:32 AM - 4% - Initializing Help System
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PRTG First things first

APRTG auto discovery will attempt to discover your netwo
and create a sensor for each probe it discovers

AWait till auto-discovery finishes. Review the discovered
devices and the created sensors. You will see a lot of

sensors: ping, DNS, HTTP, &SL
ABetter to stop autediscovery: Automatic autdiscovery is set on
group or device level. You can change it in your group's or dev

settings, section Group Type or Device Type, setting Sensor
Management.

ADeleteall the sensors discoverenitomatically because
PRTGs free for the firsttO0sensorsonly

AYou can disable the initial auttiscovery in a fresh PRTG
installation. Simply run the installer in command prompt and ac
/NolnitialAutoDiscel asparameter
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How To
AConfigure theExporter (MikroTik)

AConfigurethe Flow Record (MikroTik)
AApplyit to the Interface(MikroTik)

AConfigurethe FlowMonitor (PRTG)
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Exporter: Collector:
/ MikroTik / PRTG

Observation Points:
MikroTik Interfaces




MikroTik Traffic Flow Configuration

255 P

aos System

* Queues

|| Files

..... Log

A RADIUS

%, Tools

B Mew Teminal
=5 MetaROUTER
#Z Partition

o, Make Supout rif
& Manual

9 New WinBox

[ Ext
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ARP
Accourting
Addresses
Cloud

DHCP Client
DHCP Relay
DHCP Server
DNS

Firenwall
Hotspot
IPsec

Kid Contral
Meighbors
Packing
Poal

Routes

SMB

SNMP
Services
Settings
Socks
TFTP

Traffic Flow
UPnP

Web Progy

General

Interfaces:
Cache Ertries:
Active Fow Timeout:

Inactive How Timeout:

IPFIX  Status

| Enabled
bridge\WiFi
16k
00:30:00
00:00:15

*

x]

8] 4
Cancel

Apply

Targets

Remove

b = v | T
Src. Address Dst. Address Port Version -
0000 10.111.222 44 1234 IPFIX
1 item (1 selected)
Src. Address: |0.0.0.0 -
Det. Address: [10.111.222.44
Port: |1234
Wersion: |IPFI¥ *
Dizable
w3/IPFI¥ Template Refresh: |20
opy
v3/IPFIX Template Timeout: (1200

enabled
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MikroTikTraffic Flow Configuration

Alip traffic-flow set
A #Settings for the exporter
A interfaces®bridgeWiFi
A #interfaces which will be used to gather statistics for trafiioov
A cacheentries=2k
A #flowswhich can be in router's memory simultaneously
A activeflow-timeout=30m
A #maximumlife-time of a flow
A inactiveflow-timeout=15s
A #howlong to keep the flow active

A enabled=yes

A /ip traffic-flow target
A #Settings for the collector
A add disabled=no
A dst-address20.111.222.44
A port=1234
A srcaddress®.0.0.0
A vo-template-refresh=20
A v9-template-timeout=30m
A versionapfix
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PRTG: Configutiee FlowMonitor

ASelect Add sensor

ACreate a new device if necessary or use existing device

AUsually the MikroTik RouterBoard is already discovered under
network infrastructure

ASelect Sensor type IPFIX

ASet the sensor settings. Most important;

A SensoName
AUDP Port
A Active Flow Timeout
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Add Sensor to Device hAP Mikrotik Traffic Flow [10.111.222.33]

Monitor What?
() AwilahilityLptime

™y Bandwidth Traffic

eed Performance

< Cancel sensar creation

Search Q. ipf

Matching Sensor Types
IPFIX 2 IFFIX (Custom) ?
Monitors & switch using IPFIX Meonitors a switch using IPFIX

[customizable)
The router'saitch must be configured to s=nd
compatitle Aow data to PRTG mhguned o send
mi S m ]

a2 €
o

Add Sensor to Device hAP Mikrotik Traffic Flow [10.111.222.33]

< Cancel

Basic Sensor Settings

Sensor Name

Parent Tags

Tags

Prioti

IPFIX Specific Settings

Receive IPFIX Packets on UDF Port

Sender [P

Receive IPFIX Packets on IP

Active Flow Timeout (Minutes)

Sampling Mode

Log Stream Data to Disk (for (@) Mone (recommended)
{C) Only fiar the ‘Other channel

Debugging)

IPFIX

bandwidthsensor »x netflowsensor &

*h kT
This field is required_
¢Pr|:|be'
5 Local
IPs
100215
This field is required.
() Off
.[:].Un

() All stream data



Configure the Flow Monitor (PRTG

Sensors Alg

Add Sensor

Favarite Sensors

Top 10 Lists >
By Current Value >
By Current Status >

By Uptime/Downtime ¥

By Type b
By Tag >
Cross Reference >

iew Historic Data

Simillar Sensors Overview

January2019

Edit Object IPFIX

LA

Basic Sensor Settings

Sensor Namse

IPFIY

Parent Tags

Tags

bendwidthsensor x  netflowsensor

Priority

L& & Rt

IPFIX Specific Settings

Receive IPFIX Packets on UDP Port

Sender [P

10.111.222.33

Receive IPFIX Packets on IP

¥ Probe
s Loca
IPs

10.0.2.15

Active Flow Timeout (Minutas)

10

Edit Object IPFIX

Sampling Mode
() OfFf
{30n
Log Stream Data to Disk (for Debugging)

(i) Mone (recommended)
(" Onity for the ‘Other’ channel
(" Al stream data

Channel Configuration

Channel Sebection

Group L Content

Web (=) WWW Traffic: HTTR HTTPS

File Transfer (=) File Transfer FTP {Control)

ke ) Mail Traffic: IMAF, POP3, SMTP
Chat (&) Chat, Instant Messaging: IRC, AlM

Remaote Contro Remote Control: RDP 55H, Telnet, VHC

o oo o oo o o o
®
o o o oo o oo e

nfrastructure (=) Network Services: DHCP DMS, [dent, ICMP SHMP
HetBIOS (=) MetBI0E: NETBIOS

Citrix () Citriac: Citrint

Other Protocols (&) Various: OtherUDP CtherTCP
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v Sensor lPFI)(':J

0K

2 Overview () Live Data 2 days 30 days 365 days [ Historic Data E Log ¥ Settings

Top Talkers Top Connections Top Protocols

Lac Lac i

Add Toplist

al

Total FTR/P2P . Infrastructure Mail Other
4.63 kbit/s : I 4.63 kbiy/s : I 14 kbit/s : I 0 kbit/s
Remote Control Various . WWW
0 kbit/s : | 9.25 kbit/s : | 0 kbit/s : |
32 kbit/s Q 65 kbit/s
Channel « D Last Value Last Value (speed) Minimum Maximum
(volume)
Downtime -4 o
FTR/P2P 3002 34 KByte 4.63 kbit/s 0 kbit/s 9.30 kbit/s o
Infrastructure 3007 34 KByte 4.63 kbit/s 0 kbit/s 9.31 kbit/s o
Mail 3003 102 KByte 14 kbit/s 0 kbit/s 28 kbit/s L
Other 0 0 KByte 0 kbit/s 2
Remote Control 3005 0 KByte 0 kbit/s L




PRTG: Add Top lists

APRTG comes with primary top lists

ATop Talkers
ATopConnections
ATopProtocols
ACustom Toplist

January2019

Toplist

Mew Toplist
Name
mumToplist
Type
(&) Top Talkers (Which IPs use the mast bandwidth?)
C-' Top Connections (Which connections use the most bandwidth?)
(") Top Pratocals (Which protocols use the maost bandwidth?)
(") Custom (Create your own Toplist)
Period (Minutes)

144

Top Count

Reverse DNS

() Reverse DMS lookup for IPs

(") No reverse DINS lookup (faster)
Probe/Core Data Transfer

(&) According to sensor interval (default)

{7 Wait urtil Toplist pericd ends (less CPU and bandwidth usage)

Memeory Limit (ME)
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Sensor Overview

~ IPFI¥ | Sensor Details | PRTG [Ne X EI@
&« a @ @ B £ hitps://127.0.0.1/sensor.htm?id=2021&tabid=1 e @ W I 0 =
-
(] 2 30 365 i & A o = I
et Live Historic . Notification .
B Overview Data days days days Data Log Settings Triggers Comments History
Last Scan: Last Up: Last Down: Uptime: Downtime: gé%‘
31m36s 31m36s 100.0000% 0.0000% )
Coverage: Sensor Type: Dependency: Interval: ID: 1
26% IPFIX Parent every 60 s #2021
Top Talkers Top Connections Top Protocols Top Talkers Full Day
- \ (_'/
WA
% i g
Add Toplist
Total FTR/PZP Infrastructure Mail
/ — -~
0 kbit/s 0.24 kbit/s <0.01 kbit/s
NetBIOS Other Remote Control
=0.01 kbit/s 0 kbit/s 0 kbit/s
Various WWW
.
0 31 kbit/s e |
4.34 kbit/s 0.12 kbit/s 3.96 kbit/s

BIPAESSLER 15447 : m Admini ( Il Refresh in 17 B4 contact Support ?Help  |id
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Sensor Channels

~ IPFIX | Sensor Details | PRTG Me X EI@
&« C @ @ G & hitps;//127.0.0.1/sensor.htm?id=2021&tabid=1 - U % I @O =
O = 0.01 kbit/s 0 kbit/s 0 kbit/s
Various www
\.
. 0 31 kbit/s e \
4.34 kbit/s 0.12 kbit/'s 3.96 khiy/s
Channel ~ ] Last Last Minimum Maximum Il
Value Value
(volume) (speed)

Downtime -4 £
FTP/P2P 3002 0 KByte 0 kbit/s 0 kbit/s < 0.07 kbit/s 2 1
Infrastructure 3007 1.79 KBy..  0.25 kbit... < 0.01 kbit/s 1.68 kbit/s ES
Mail 3003 0.05 KBy.. =0.01k.. 0 kbit/s 0.03 kbit/s =
MNetBIOS 3008 0.04 KBy.. =0.01k.. < 0.01 kbit/s < 0.07 kbit/s ES i
Other 0 0 KByte 0 kbit/s 0 kbit/s 0.02 kbit/s 2
Remote Control 3005 0 KByte 0 kbit/s 0 kbit/s < 0.07 kbit/s &
Total -1 32 KByte 4.34 kbit... 0 kbit/s 31 kbit/s =
Various 3009 0.88 KBy.. 0.12 kbit... < 0.01 kbit/s 20 kbit/s 2
WWWwW 3001 29 KByte 3.96 kbit... < 0.01 kbit/s 9.97 kbit/s £

EIPAESSLER 13447 Administrator G Il Refresh in E4 Contact Support
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<% IPFIX | Sensor Details | PRTG [M: X +

| @ W ﬁ https://127.0.0.1/sensor.htm?id=20218tabid=2

# | Devices  Local Probe ~ | Network Discovery ~

v Sensor IPFIX

Network Infrast.. ~

hAP Mikrotik Tr...

~ IFFIX ~

(S} B C) 2 30 365 ™ =] & y ¥ ] B
. Live Historic . Notification .
Overview _i pata days days days Data Log Settings Triggers Comments History
Last Scan: Last Up: Last Down: Uptime: Downtime: BE
31m27s 31m27s 100.0000% 0.0000%
Coverage: Sensor Type: Dependency: Interval: ID:
26% IPFIX Parent every 60 s #2021
i X
i 2.3
h i g oz oz : 5 3 3 = 3 = 3 T R R R
PRTG Mbvork Perier R4 FAS E z z E E E E - - E l't: E : : = iwnu:;zm-nn;
E Downtime %) M Total (kbit/s) @ Other (kbit/s)
= Www (kbit/s) @@ FTP/P2P (kbit/s) B3 Mail (kbit/s)
B Remote Control (kbit/s) @ Infrastructure (kbit/s) @ NetBIOS (kbit/s)
| Various (kbit/s) Show all Hide all

1 PAESSLER




<Y Top Talkers | Toplist | PRTG MNe X ot

RN

@ B #L https://127.0.0.1/toplisthtm?id=20218&subid=18&topn

1/25/2019 8:15:00 AM - 8:30:00 AM (Live Toplist, 98 % Complete)

E1PAESSLER







