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| New Firewall Rule

General | Advanced BExra

Chain:
Src. Address:
Dst. Address:

Protocol:

In. Interface:

Out. Interface:

In. Interface List:

Out. Interface List:

Packet Mark:

Connection Mark:

Routing Mark:

Routing Table:

Connection Type:

Connection State

Connection NAT State:

enabled

forward

invalid

Action = Statistics

v| established |[v/| related

untracked

move
Reset Counters




General Advanced Bxra Action | Statistics

Log Prefix: Disable ‘
l Comment
Copy

L Remove ]

Reset Courters |
Reset All Counters

enabled




Filter Rules | NAT Mangle Raw Service Pots Connections Address Lists Layer7 Protocols
4= | |F] | | | 00 Reset Counters || 00 Reset All Counters

= Action  |Chain Src. Address Dst. Address |Proto...|Src. Port  |Dst. Port  |In. Inter...|Out. Int...
... special dummy rule to show fasttrack counters
0D ([pas... forward
1 b fastt... forward
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Fiter Rules NAT Mandle Raw Service Ports

=P - = |

# Action |Chain Src. Address |Dst. Address |Proto... | Src. Pot | Dst. Port
. ... special dummy rule to show fasttrack counters

..0D_ (5pas.. prerouting |
... special dummy rule to show fasttrack counters

1D (pas... forward
... special dummy rule to show fasttrack counters
2D [5pas.. postrouting

Connections Address Lists Layer7 Protd

00 Reset All Counters



| New Firewall Rule =B
General | Advanced Extra Action Statistics

Chain: |forward 1 Cancel ‘

Src. Address: Apipl)

Dst. Address: ( Disagie ]

Protocol:
Copy
Remove

In. Interface: Reset All Counters

Out. Interface:

In. Interface List:

Out. Interface List:

Packet Mark:

iHe

Connection Mark:

Routing Mark:

Routing Table:

Connection Type:
Connection State invalid v| established (v related untracked

Connection NAT State:
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Advanced Bdra Action | Statistics
Action: (T e e | Cancel
Log 7,1\0’)’),

Log Prefix: Y Disable

[ Comment J

Reset All Counters
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NAT Mangle Raw Service Pots Connections Address Lists

= [T 0 Reset Counters || 00 Reset All Counters

Layer7 Protocols

H Action |Chain Src. Address Dst. Address |Proto... Src. Pot | Dst. Port

s speciél dummy rule to show fasttrack counters
D [pas.. forward

0
1 bbfastt.. foward
2

o acc... forward

In. Inter... |Out. Int...




General | Advanced Bxra Action Statistics

Chain: || |

Src. Address:
Dst. Address:

Protocol:

In. Intefface:

Out. Interface:

In. Interface List:

QOut. Interface List:

Packet Mark:
Connection Mark:
Routing Mark:

Routing Table:

Connection Type:
Connection State: v/ invalid established related untracked

Connection NAT State:
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General

Advanced BExdra

Action | Statistics
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NAT

Action

Mangle Raw Service Ports

Chain Src. Address

..: special 'dummy rule to show fasttrack counters

0 pas...

astt..

o acc...

& drop

forward
forward
forward
forward

Connections Address Lists Layer7 Protocols
00 Reset All Counters
Dst. Address |Proto... | Src. Port  |Dst. Port

In. Inter...|Out. Int...
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Queues ,firewall filter, mangle

Firewall

[ E
Fiter Rules | NAT Mangle Raw Service Ports Connections Address Lists Layer7 Protocols

| = . 7| | Y| | 00 Reset Counters | 00 Reset Al Counters

# Action  |Chain |Src. Address Dst. Address |Proto... [Src. Port  |Dst. Port  |In. Inter... Out. Int... |Bytes Packets |

:.: special dummy rule to show fasttrack counters
0D [pas.. forward
P b fastt... forward
2 «f acc... forward
3 HKdrop forward

. J71KB
3354 KB
386.2 KB

08

Firewall
Fiter Res NAT Mangle |Raw Service Ports Connections  Address Lists Layer7 Protocols
L I 7| | T | | 0o Reset Counters || 00 Reset All Counters

# | |Action |Chain Src. Address |Dst. Address |Proto... |Src. Port  |Dst. Port  |In. Inter...|Out. Int... |Bytes Packets
] ecial dummy rule to show fasttrack counters
..pas... prerouting : : : : . _..A9KB 15,
ecial dummy rule to show fasttrack counters
1D (ipas.. forward 49KB 15
... special dummy rule to show fasttrack counters

2D [hpas.. postrouting 49KB 15

/ip firewall filter

add action=fasttrack-connection chain=forward connection-state=established,related
add action=accept chain=forward connection-state=established,related O
add action=drop chain=forward connection-state=invalid P
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pppoe server - Ip 10.10.28.10

Port:28510
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| Simple Queue <<pppoe-unnet050>>

General Advanced Statistics Traffic | Total Total Statistics

Target Upload Target Download Copy
i. Remove

Rate: 98.9 kbps 2.0 Mbps

Packet Rate: 271p/s 443 p/s

| Reset Counters

Simple Queues | Interface Queues  Queue Tree  Queue Types

B Upload: 98.9kbps d||= |« % (IJ| T |00 ResetCounters |00 Reset Al Counters
[l Download: 2.0 Mbps — =
|| Name ¥ | |contains ¥ | (050

H Name Target Upload Max Limit | Download Max Limit | Packet Ma
.6 B <pppoetunnet0S0> <pppoefunnet050> 2M

B Upload Packets: 271p/s
Bl Download Packets: 443p/s
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Firewall Rule <10.10.28.10:28510>
General | Advanced BExdra Action Statistics

Chain:
Src. Address:
Dst. Address:

Protocol:
Src. Port:
Dst. Port:
Any. Port:
In. Interface:

QOut. Interface:

In. Interface List:

Qut. Interface List:

Packet Mark:
Connection Mark:
Routing Mark:

Routing Table:

Connection Type:
Connection State:

Connection NAT State:

forwarg|

10.10.28.10

6 ftcp)

invalid

v established |v| related

untracked




General Advanced BExra Action | Statistics

Action: |[

Disable
[ Comment
Copy
Remove
Reset Counters
[ Reset All Counters

enabled




Firewall

Fiter Rules | NAT Mangle Raw Service Pots Connections Address Lists Layer7 Protocols

L o (7| | | | 00 Reset Counters || 00 Reset All Counters

H Action  |Chain Src. Address Dst. Address |Proto...|Src. Port  |Dst. Port  |In. Inter.
¢ o special dummy rule to show fasttrack counters
0D Cpas. forwad SIS | OGSO 1| I B (I
1 ppfastt... forward 10.10.28.10 6 {cp) 28510

Fiter Rules NAT Mangle |Raw Service Ports Connections Address Lists Layer7 Protg

L Z||3%]| || | T| |oo Re ers || 00 Reset All Counters

# | Action Chain Src. Address |Dst. Address |Proto... |Src. Port Dst. Port
¢ . special dummy rule to show fasttrack counters
i 0D  (pas.. prerouting |
..: special dummy rule to show fasttrack counters
1D 1 pas... forward
..: special dummy rule to show fasttrack counters
2D 5 pas... postrouting

/ip firewall filter
add action=fasttrack-connection chain=forward connection-state=established,related
dst-address=10.10.28.10 dst-port=28510 protocol=tcp

@ :




Interfface <<pppoe-runnet050>>
General Status Traffic

Tx/Rx Rate: |12.0 Mbps /|576.6 kbps

Tx/Rx Packet Rate: 2 396p/s /|1324p/s

FP Tx/Rx Rate: |0bps /|0bps
FP Tx/Rx Packet Rate: 0p/s /|0p/s

Tx/Rx Bytes: 454.1 MiB /1225 MiB
Tx/Rx Packets: 858 701 /|479 055

Tx/Rx Drops: Simple Queue <<pppoe-unnet050>>
To/Fx Erors: General Advanced Statistics Traffic | Total Total Statistics 0K

Target Upload Target Download

Copy
““I Rate: |28.8 kbps 1453 9 kbps

Remove
T 12.0 Mbps
- Rx: 576.6 kbps

Packet Rate: | 72p/! 134 p/
acket Rate: |72p/s BiS Reset Counters

Reset All Counters J

Torch

B T Packet: 23%6p/s
B Rx Packet: 1324p/s

............................. J ... Simple Queues | Interface Queues Queue Tree  Queue Types
T ers || 00 Reset All Counters
dynamic enabled ¥ | |contains ¥ | [050
Name Target Upload Max Limit | Download Max Limit |H
2 <<pppoe-tunnet050>>  <pppoe+unnet050> 2M 2M
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General | Advanced Bxra Action Statistics

GGC IP RANG

General Advanced Exdra Action | Statistics Dst. Address:

Action ¢ Protocol:

Copy

Remove

Reset Counters |
In. Interface: Reset All Counters

Out. Interface:

Log Prefix:

In. Interface List:

Out. Interface List:

Packet Mark:
Connection Mark:
Routing Mark:

Routing Table:

Connection Type:
Connection State invalid v| established |/ related new untracked

Connection NAT State:
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GGC IP RANG

General Advanced Bxdra Action | Statistics Dst. Address:

Disable

Action ection | Protocol: Comment
[ Copy

Log Prefix: Remove
Reset Counters

Interface: ‘ Reset All Counters ]

. Interface:

| Comment for New Firewall Rule
FreeTime

( Cancel

Houting 1able:

Connection Type:
Connection State invalid V| established |V related new untracked

Connection NAT State:

enabled




Qwner:

Policy:

_—
e

Start Date:
Start Time:

Interval:

¥ read

Sd1edule <FreeTime Enable>
Name: |[zi=-aL

Jan/01/2019

|00:30.00

1d 00:00:00

|supporty

ftp | reboot
v/ write
| policy | test

[ | password | |sniff
[ | sensttive

|| romon
dude

: |0
- [Jan/26/2019 00:30:00

/ip firewall fitter enable find

comment=Free Time]

Name:
Start Date:
Start Time:

Interval:

Owner:

Policy:

Run Count:

Next Run:

| Schedule <FreeTime Disable>

FreeTime Disable

Jan/01/2015

[12:30:00
'1d 00:00:00

ASUDDOWY
ftp reboot
V| read | write
policy | test
password sniff

[ | sensttive romon
[ | dude

0
Jan/26/2019 12:30:00

/ip firewall filtter disable ffind
comment=Free Time]

‘enabled

Disable
Comment
Copy

Remove

/system scheduler

#add interval=1d name="FreeTime Disable" on-event="/ip firewall filter disable [find
comment=FreeTime]" policy=read,write start-date=jan/01/2019 start-time=12:30:00
#add interval=1d name="FreeTime Enable" on-event="/ip firewall filter enable [find
comment=FreeTime]" policy=read,write start-date=jan/01/2019 start-time=12:30:00
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