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About me

• Technical University of Moldova, 2003

• Academy of Economics Science, Master Degree, 2006 

• IT Engineer from 2003

• Mikrotik Academy Trainer, 2012

• Mikrotik Trainer, 2014 Venice, European MUM. 

• MUM Presentation 
• Chișinău  - 2013

• București – 2014 

• București – 2018  
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De ce MikroTik Routerboard?

• De ce NU?

• Caracteristici generale ale routerelor Mikrotik 
• Fiabilitate

• Opțiuni extinse

• Flexibilitate

• Gamă variată de soluții

• Preț accesibil (comparativ cu giganții din clasa ) 

• Hardware upgrade ușor

• Alte 
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Amenințări ale securității

• Interne – cauzate de clienții rețelei administrate de departamentul IT

• Externe – cauzate de hackeri și alte surse 
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PASSWORD

• Pe echipamente se setează Parolă ( PASSWORD ) 
• Local

• Centralizat (Radius)
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PASSWORD

• Local settings. 

• Creați useri cu dreptul de accesare de pe anumite adrese IP

• În caz că IP oferit de ISP este dinamic (PPPoE, LTE ...) folosiți VPN  

• Utilizatorii se adaugă în meniul  /system users
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PASSWORD
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Recomandări:

• Default user să fie schimbat.

• Creați un user nou cu
drepturi Full, utilizați acest
user pentru administrare.
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PASSWORD

• RADIUS MANAGEMENT 

• Se setează RADIUS Client
[admin@MikroTik] > radius add address=192.169.100.100 secret=password 
service=login

• Setăm verificarea parolei pe serverul radius
[admin@MikroTik] > user aaa set use-radius=yes accounting=yes default-
group=full
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PASSWORD
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Routerul este protejat ?  

DA NU
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BRUTE FORCE
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ATAC DE TIP BRUTE FORCE

• Cele mai dese tipuri de atacuri asupra parolelor:

• BRUTE FORCE - un atac prin forță brută sau o căutare exhaustivă de cheie

reprezintă un atac criptoanalitic, ce poate fi folosit teoretic pentru orice tip de

date codificate (cu excepția datelor criptate într-un mod teoretic sigur).

Acestă metodă constă în verificarea sistematică a tuturor cheilor posibile,

până când este găsită cheia corectă.
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UPGRADE 

• MAJOR CHANGES IN v6.45.1: 
----------------------
!) dot1x - added support for IEEE 802.1X Port-Based Network Access 
Control; 
!) ike2 - added support for EAP authentication methods (eap-tls, eap-
ttls, eap-peap, eap-mschapv2) as initiator; 
!) security - fixed vulnerabilities CVE-2019-13954, CVE-2019-13955; 
!) security - fixed vulnerabilities CVE-2019-11477, CVE-2019-11478, 
CVE-2019-11479; 
!) security - fixed vulnerability CVE-2019-13074; 
!) user - removed insecure password storage;



• CVE-2019-13074 - a vulnerability in the FTP daemon on MikroTik
routers through 6.44.3 could allow remote attackers to exhaust all
available memory, causing the device to reboot because of
uncontrolled resource management.

• CVE-2019-13954, CVE-2019-13955 - Mikrotik RouterOS before 6.44.5
(long-term release tree) is vulnerable to memory exhaustion. By
sending a crafted HTTP request, an authenticated remote attacker can
crash the HTTP server and in some circumstances reboot the system.
Malicious code cannot be injected.

• CVE-2019-11477,CVE-2019-11478,CVE-2019-11479 -
CP_SKB_CB(skb)->tcp_gso_segs value was subject to an integer
overflow in the Linux kernel when handling TCP Selective
Acknowledgments (SACKs). A remote attacker could use this to cause
a denial of service.

• Sursa: https://nvd.nist.gov/vuln/detail/CVE-2019-XXXXX
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MIKROTIK SERVICES

• API

• API-SSL

• FTP

• SSH

• TELNET

• WINBOX

• WWW

• WWW-SSL
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METODE DE PROTECȚIE 

• STOP SERVICE
• API

• API-SSL

• FTP

• SSH

• TELNET

• WINBOX

• WWW

• WWW-SSL
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Metoda 1 – Blocarea accesării multiplă a 
aceluaiși serviciu 

• ip firewall filter

• add action=add-src-to-address-list address-list=blacklist address-list-timeout=5d
chain=forward connection-state=new disabled=yes dst-address=8.9.10.11 dst-
port=22 protocol=tcp src-address=!8.9.10.0/24 src-address-list=ssh_stage3

• add action=add-src-to-address-list address-list=ssh_stage3 address-list-timeout=1m
chain=forward connection-state=new disabled=yes dst-address= 8.9.10.11 dst-
port=22 protocol=tcp src-address-list=ssh_stage2

• add action=add-src-to-address-list address-list=ssh_stage2 address-list-
timeout=1m chain=forward connection-state=new disabled=yes dst-
address=8.9.10.11 dst-port=22 protocol=tcp src-address-list=ssh_stage1

• add action=add-src-to-address-list address-list=ssh_stage1 address-list-
timeout=1m chain=forward connection-state=new disabled=yes dst-
address=8.9.10.11 dst-port=22 protocol=tcp
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Metoda 2 – Port Knoking
• /ip firewall filter

• add action=drop chain=input dst-port=8291 protocol=tcp src-address-list=!winbox-
accept

• add action=add-src-to-address-list address-list=winbox-accept address-list-timeout=1d
chain=input dst-port=5555 protocol= tcp src-address-list=winbox-2

• add action=add-src-to-address-list address-list=winbox-2 address-list-timeout=1m
chain=input dst-port=4444 protocol=tcp src-address-list=winbox-1

• add action=add-src-to-address-list address-list=winbox-1 address-list-timeout=1m
chain=input dst-port=1234 protocol=tcp
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RISCURI LAYER 2 
CDP/MNDP Flooding
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RISCURI LAYER 2 
/ip neighbors 

• Creează invizibilitate:
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IP NEIGHBOURS

www.academia-mikrotik.rowww.academia-mikrotik.ro



/IP NEIGHBOURS
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MAC Server / MAC – TELNET și MAC - WINBOX
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UPnP  

• UPnP – set de protocoale care permite router-ului, de a seta comenzi
pentru configurarea automată a anumitor servicii sub necesitățile
unei aplicații. La activarea UPnP, nu se ai poate integral de administrat
routerul confom necesitățiilor. Dezactivați UPnP.

• /ip upnp
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Wireless Security

• Utilizați doar protocoale sigure:
WPA2+AES

• Nu distribuiți parola oaspeților
(Creați profil (SSID) pentru oaspeți.)
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VIRTUAL AP
• Interziceți trafic Layer2 între

clienții conectați la același AP.

• Interziceți MNDP/CDP pe interfața
wlan3 (guest)

• Activați Reply-Only pe intrefața
wlan3.

• Tabela ARP se va completa din
DHCP
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DHCP MANAGEMENT

• Folosiți managementul adreselor IP

• Interziceți setarea adreselor IP manual
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DHCP MANAGEMENT
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ARP REPLY-ONLY

• Răspunde doar cererilor ce vin de la perechile de IP/MAC listate în
tabela ARP
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IZOLAREA REȚELEI WIRELESS GUEST

• Metoda 1 – Firewall. Neajunsuri – consumă resursele routerului. 

• Metoda 2 – Routing. 
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DNS REBINDING

• Utilizarea serviciilor aditionale pentru filtrarea traficului în baza
cererilor DNS.

• Setări necesare pentru redirecționarea traficului.

• /ip dns set servers=server.flashstart.com allow-remote-request=yes

• /ip firewall nat add chain=dstnat protocol=udp dst-port=53
action=redirect to-ports=53
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DNS REBINDING
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DNS BINDING

• Dacă este strict necesară folosirea Allow remote request
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DNS BINDING

• > ip firewall filter add chain=input protocol=udp 
dst-port=53 in-interface-list=WAN action=drop
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Primul centru de instruire Mikrotik în România. Fondat în 
2014. 

Sediu: Brașov, str. Orizontului 6, tel: +40 364 086 906. 

email: office@academia-mikrotik.ro
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