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 VRRP, OSPF & BFD: Description and properties

e Steps for configuration

e Testing failover

e Final comments
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 Only 1 IP address allowed and unique gateway

e Second router with VRRP, OSPF & BFD

e Building only accessible during working hours

* Time to coordinate replacements



e VVirtual Router Redundancy Protocol (RFC 3768)

 Virtual interface over physical

e Priorities (Master: 255, Backups: 1-254)

* Time of convergence

e |P address /32



How does it work?

e Multicast packets

e Same IP Addresses

e MAC Address 00-00-5E-00-01-XX

Sbros



Moderador
Notas de la presentación
Regarding the switch where these routers are connected, I must tell you that there are no static ARP entries configured, and that is why this configuration is possible without further considerations.



OSPF (Open Shortest Path First)
* Internal Gateway Protocol

e Best path

Bidirectional Forwarding Detection
e Session between two endpoints

* Hello packets each 200ms

e Wireless considerations
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e Custom’s network has only 1 IP as GW for ours

e Non static ARP entries

 Wireless distance: Less than 400 meters

 No connection tracking used in redundant routers
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Things to consider

Workout side Customs side

No connection tracking




e Best Practice

° M ana ge men t New Irterface
General | STP Status Traffic
Mame: |Lnopbad-:| | Cancel
Type: |Bridge || Aoply
* Bridge -> Add . 7| [oste |
Actual MTU: | | New Address
L2 MTU: | | Address: [10.255.255.1/32 | | 0K
MP-EMdrESS:| | Netwnrk:l b | Cancel
ARF: |enabled IEd Interface:
—
Admin. MAC Address: | g

Disable

Copy

&
3
2 3

Rem

enabled

enabled Turning slave
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Lo IP= 10.255.255.1 Lo IP=10.255.255.2

Lo IP= 10.255.255.3 Lo IP=10.255.255.4 14


Moderador
Notas de la presentación
Here you can see what Loopback IP addresses I used on each router.



e Static routes between all routers to reach Loopback IP’s (not physical mesh)

Lo IP= 10.255.255.1 Lo IP=10.255.255.2

Lo IP= 10.255.255.3 Lo IP=10.255.255.4 .


Moderador
Notas de la presentación
Loopback IP’s allow us to access the router if there is any way to do so, if we configured it properly. In this case, everything is routed so any router can reach other on every way that’s possible.



e How to

Interface List Interface <VRRP_Tunnels_GW>

Interface |inteface it Ehemet EolP Tumnel IP Tunnel GRE Tunnel VLAN VRRP Bondng LTE General |VRRP Scipts Status Traffic |

FE |£| Find Name: |VRRP_Tunnels_GW

EolP Tunnel [L2MTU [T |Rx Tx Pad ¥ Type: |VRRP

PT | &h535 O bps O bps
unne 1526 40.9 kbps 12.0 kbps MTU: | 1500

GRE Tunnel 1526 35.0kbps 1388 bps .

LAN 1522 11.3kbps 11.2 kbps L2uTU: [1526

1522 Obps Obps MAC Address: |00:00:5E:00:01:64
o 152 Dbps Dps .
ety oo M2 Obs  Obps ARP: |enabled |+

ARP Timeout: | | -

Hllt

g
5
2

|
|
| Disable
|
|
|

H
2

|
3

Bridge

Mesh

Yirtual Ethernet

PPP Server

PPP Client

PPTP Server Binding
PPTP Client

S5TP Server Binding
S5TP Client

L2TP Server Binding
L2TP Client

OVPM Server Binding
OVPM Client

PPPoE Server Binding
PPPcE Client

g
g

enabled unning slave master
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Interface <VRRP_Tunnelz_GW'= Interfface <WVRRP_Tunnels_GW=

Genersl VRRP |5c:r'pts Status  Traffic Genersl VRRP |Sc:r'pts Status  Traffic
VRID: [100 | Apoly VRID: [100 || [ Apply
CM'L j, | |

Interval: |0.20 g Interval: |0.20 g
- Authertication - Authentication
& pone O simple O | HWE—J— - -~ 1~ \m‘
Password: | - Torch
Verson: [3 Q,QQ SQCSs 3]
V3Protocol: |IPvd : e . | =]
' |
Canergence time!
|enabled |n_|r1r1ir1g | ave |maste.-r |enabled | ning | ave |bad{up

VRRP Master Interface VRRP Backup Interface
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Moderador
Notas de la presentación
On both sides, Workout and Customs, I did this with the two routers involved in this failover configuration.



e Assign Loopback IP to the default OSPF Instance on each router

@ admin@172.24.32.3 (WKO-CUSTOMS-TLS) - WinBox v6.36.3 on RB450 (mipshe)

CQSPF Instance <default>

Iterfaces Instances | Networks Areas AreaRanges Vitual Links Neighbors NBMA Neighbors . General | Metics MPLS  Status
IEHE' E Mame: |:EEN Cancel
" pep Name + |Router ID Running d Router ID: [10.255.255.1 L] Ay
Redistribute Default Route: |ne\rer " + |
Redistribute Connected Routes: |as type 1 (=]
# Radius Redistribute Static Routes: |astype 1 (=] Copy
% Tools P Redistribute RIP Routes: |r10 " ¥ | Remaove
B New Teminal Redistribute BGP Routss: |no [=]
5 MetaROUTER Redistribute Other OSPF Routes: |no [=]
# Partition
| 5 Make Supout rif In Fiter: |ospfn |+]
@ Wanual Out Fiter: |ospf-out [=]
B Ext
Titem (1 selected) enabled |defaut




 Add network to start running the protocol

Instances Networks | Areas AreaRanges Vitual Links Neighbors NBMANeighbors Sham Links LSA .

#] =] [v]%] o

Metwaork ¢ | Area -

1item (1 selected)
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* Make a customizable static interface

=|E3 QOSPF «ether2 TLS:>

OSPF
Interfaces | Instances Networks Areas Area Ranges Vitual Links Neighbors  NBMA Neighbors .

#[[=] [l[=] [=] [¥]

Interface: |ether?_TLS

Cost: |10
Priority: |1
puthertication: [none
Authentication Key: |
Authertication Key ID: |1
Network Type: |broadcast

Instance ID: |0

[ Passive
[] Use BFD

Retransmit Interval: |55

. » Transmit Delay: |1s

1 item out of 0 (1 selected)

Hello Interval: 105

Router Dead Interval: |40's

|passive |5tae: waiting

20



e Adjust parameters

OSPF <ether?_TLS>
et
Interface: |ether?_TLS [E2 Cancel T e
Cost: [10 ] Aeply interfaces | Instances  Networks Areas Area Rangss Vinual Links Neighbors  NBMA Neighbors .
- | #]=] [][x]
uthertication: |none E2 Interace + [Cost Pioity | Authertic...| Authenticatio... | Network Type |Instance  |Area |+
Authentication Key: | | hd
Authentication Key ID: |1 | S
Network Type: [TENCT- W ¥ |
Instance 10 |D |
Retransmit Interval: g
Transmit Delay |'I |s
Hello Interval: |5 s
Router Dead Interval: |10 s A N
1item (1 selected)
enabled passive |State: point to point
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Moderador
Notas de la presentación
Default 10, 40


e Default Setup

e Check neighbors

A Quick Set
R Interfaces (=1E3

5 Bridge Interfaces | Meighbors

e #=]

= Switch Interface o Interval (s) |Min R [s) |Muliplier |-

© 2 Mesh &l 0.200 0.200 5

s |P ¥

|.F Routing " | BFD 1 iem

. System " BGP

& Queuss Fitters

. Files MME

_____ Log OSPF EFD =l E3
# Radius Prefix Lists Interfaces  Neighbors |

&, Tools " RIP Find

B New Temin [inteace | Address [Protocols Multihop State |State Changes |Uptime Packets Rx _|Packet Tx ||
F5 MetaROUTER ether?_TL5 19232342 ospf no up 1 00:01:03 370 369

'} Partition

o Make Supout rf

& Marual —

B Ext
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Moderador
Notas de la presentación

BLACK WINDOW: ANECDOTE!!!


Master Master

OSPF Routes (Distance 110)

TLS link, principal
Wireless link, secondary

Server
Farms
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Moderador
Notas de la presentación
(After animation) Now, this Transparent Layer Service, or any router could fail. In any case, the secondary router or link will become active.



No route to

host! Master
Router
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Master
Router
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Master

Router

Static Routes (Distance 200)
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Rx: 1.17 kbps
Tx: 1.51 kbps

Server
Farms
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e Check Gateway: Ping

e Avoid manually add static routes
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Moderador
Notas de la presentación
The second answer is that sometimes we need to grant access to new servers that are in a different subnet, so it is simpler to just add the new routes on both routers on the Customs side and let the routes propagate themselves.



e Very useful
Email notification

Interface <VRRP_Tunnels_GWW=

General VRRP Scripts | Status  Traffic |

On Master:

Aool e-mail send to="noc@workout .com.ar” ~
subject="VRRP_ADVICE" body="The secondary YRRF on
WD side, is now active”

=

Heik

Disable

5’
=
2

g o

v

On Backup:

Aool e-mail send to="noc@workout .com.ar” ~
subject="VRRP_ADVICE" body="The primary WYRRP an WEKD
side, is now active”

g
g

enabled unning slave backup
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Moderador
Notas de la presentación
That brings me to the end of my presentation. 
If anyone has any questions, I’d be happy to answer them. 



Any other question?

Thank you!

MIK ron ik

NN\

MUM Middle East, October 2016
Federico Martin Perdichizzi
M perdichizzi@workout.com.ar
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Moderador
Notas de la presentación
If you think of another question later, here it’s my email address. You can write me and I will reply you.
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