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Acerca de
I

Nombre: LSC. David Ricardo Lépez Aldret
MTCNA

Empresa: Integra Comunicaciones.
Propietario.

Partner de MKE en México para capacitaciones oficiales e
implementaciénes/soluciones llave en mano.

Ubicacién: Miahuatldn, Oaxaca, México
Actividades: Wisp Local, Implementaciones externas.
Mail: contacto@internetmiahuatlan.com.mx

URL: www.internetmiahuatlan.com.mx



Obijetivo:

Presentacién de una guia simple, fdcil y
resumida para la implementacién de una o

mas VPN’s sobre PPTP o L2TP con un
cifrado superior utilizando IPSEC.

Se obvian configuraciones iniciales para
dar mayor fluidez a la misma.



Definamos VPN:
- r

Oficina Central

Redes locales que se extienden a
través de una red publica N
mediante tineles virtuales
cifrados. Facilita que los equipos
conectados en extremos distantes
interactien y se comuniquen como & .
si estuvieran ubicados en una sola v Qp Delegaic
red. Delegacién

Internet




Funcionales en Mikrotik:

PPP

PPTP

SSTP

L2TP

OVPN

PPPOE

EOIP

Algunas trabajan en capa 2, otras en capa 3



Definamos IPSec
- r

Internet Protocol Security.

Conjunto de protocolos que aseguran las
comunicaciones mediante el cifrado/descifrado
previo intercambio de una llave comun.

Muy robusto, presenta algoritmos de cifrado desde

“simples” hasta grado militar: 3des, camelia-256,
aes-128.

iA mayor complejidad de cifrado mayor consumo
de CPU!



Empezamos
-5

Configuracion servidor:

dress Li

k

? ]Netwo “nterfaoe {
% 192.168.10.1/... 192.168.10.0  Red Local :eth...
©P200.200.200.3... 200.200.2000  Wan ethS:

Red local: 192.168.10.0/24
P Wan: 200.200.200.3 /29



Creando el servidor:
e T

Password: |juanito - Cancel {Enabled............. | QK |
Apply

Interface <uanito>

General ‘ Status  Traffic

Name: @ \

- } R Max MTU —
L2 MTU:

- i calerid: ||~ o Max MRU:

v

Profie: [defaut encryption | ¥ | MRRU:

= ]
Local Address: |10.254.254.1 - Copy Keenalive Timeout: D} A~
Remote Address: 102542542 | &

o el el

Default Profile: |default-encryption | ¥ |

Routes: v

e[ ] e

LmtBtesin: [ |« pap chap
Lmit BtesOu: [ | mschap1 mschap2

enabled running ave Status: connected ‘enabled




Configurqcién lado cliente:

[-l-H I [2l[x] (=] (7]

[Address I Network l Interface l hd
'%'192.168.11.1/... 192.168.11.0 Red local :::eth...
== 200.201.201.3... 200.201.201.0 Wan -eth5::

Red local: 192.168.11.0/24
IP Wan: 200.201.201.3/29




T
Creando el cliente:

= K3
General | Dial Out | Status | Traffic oK General Dial Out | Status | Traffic oK
Name: | TSR] Cancel Server Address: Cancel “
Trpe: [LZTPM ‘ Aoply User: |juanito & ‘
L2MTU: | J Password: [ o | [ Disable e [ ]
Max MTU: [1460 ] _ wer: [ento
Profile: |defaut-encryption [=] H
Max MRU: [1460 ]
MRRU: | E ["] Dial On Demand
[] Add Defaut Route
- low
pap chap
mschap1 (v mschap2
enabled running Status: connected
enabled q slave Status: enabled Status:




T
Conexidn creada a nivel VPN:

Ping = B

Generl | Advanced St (=]

Ping To: [10.254.254.2 ]

=l [¥]

| Address 7 |Network [Interface v
Interface: | D 9102542541 102542542  juanto
[] ARP Ping P192.168.10.1/... 192.168.10.0  Red Loc: 1
Packet Count: | °200.200.200.3... 200.200.2000  Wan :::ethS:

Timeout: [1000
[Seq#/ [Host [Tme  |Reply Size |TTL [Status |IE2

0102542542 Oms 50 64

1102542542 Oms 50 64

2102542542 Oms. 50 64

3102542542 Oms 50 64

4102542542 Oms. 50 64

5102542542 Oms 5 64

610.254.2542 Oms. 50 64




Ciframos con IPSec
- r

Servidor

IPsec Policy <192.168.10.0/24:0->1592.168.11.0/24:0>

ove

G i

Src. Address: Cancel
Src. Port: | |~ Apply

Dst. Address: |192.168.11.0/24 |
Dst. Port: I IV -Co ot
Protocol: |255 (all) “3|

IPsec Policy <192.168.10.0/24:0->152.168.11.0/24:0>
General Action ‘

[= &3

Action: [T M + | n
Level: |require || ¥
IPsec Protocols: Iesp “ﬂ =
Tunnel

SA Src. Address: |10.254.254.1

Proposal: |default || +

|
SA Dst. Address: |10.254.254.2 |
|
|

Priority: IO

enabled

Remove

enabled




Ciframos con IPSec
- r

[ )
Cliente

e

Src. Address: Cancel |
Src. Port: | Rg Apply |

Dst. Address: |192.168.10.0/24
Dst. Port: I ‘ v Comment
Protocol: |255 (all) “3

IPsec Policy <192.168.11.0/24:0->1592.168.10.0/24:0>
General Action ‘

[= &3

enabled

petor: T+ |
Level: Inequine “3 Apply |
IPsec Protocols: |esp |® .
Disable
-
SA Src. Address: |10.254.254.2 |
SA Dst. Address: |10.254.254.1 |
Proposal: |defautt k3 Remove |
Priority: |0 |
enabled




Definimos address-list
S

En ambos extremos

Firewall =] E3
Fiter Rules NAT Mangle Service Ports Connections Address Lists |Layer7 Protocols

[#[=] (Frd__Jfa__|3]

IName IAddless i I I v
@ intemas 192.168.10.0/24
@ intemas 192.168.11.0/24




Aceptamos el trafico interno
I

En ambos extremos

NAT Rule <> EE =12
e oot et | An S ox =
General | Advanced Extra Action Statistics 0K
[ Sc. Address List: £ itemas [3]a Cancel =]
Cra: [senat 5| e Acton: Cancel
Dst. Address Lit: [rtemes [#] Aoply
Sre. Addrss: | I Aoy Apply
D Addess: | o Dale Layer? Prtoco: I =D
Comment Disable
Protocal: | I Commert Contert: | I -
Py mment
Sre. Port: | I Copy. Connection Bytes: [ 154 — ~ Co
ve
O o | o | == => Connecton Fete: I~ rg Copy
- Courters
ey Pot: 7| [Cresmoomen ] Per Connection Classfier: | ]+ | [Cree ‘ Remove
In.nerace: | 17| [ Reset 1 Courters | St MAC Address: | ]v | [Reset Ml Counters
Out Inerace: | g

Reset Counters
Out. Bridge Port: | v
Packet Mark: | v ——
In. Bridge Port: | v __
Connection Mark: | v Reset All Counters

Routing Mark: | v

Ingress Priorty: | v
Rouiing Table: | I~ DSCP (T0S). | Jv
Connection Type: | v TCP MSS: [ IR

Packet Size: | v




Definimos rutas estdticas
I

Lado servidor

Route <192.168.11.0/24>

General ‘Mtb\lu 0K
Dst. Address: [192.168.11.0/24 ||| cancel
Gateway: |juanto | 3] [reachable & Aoply
Creck Gatewy: | « | [ Dl
Type: [unicast ] | [ Comment
Copy
Distance: [1 |« ‘
Remo
Scope: [30 \—"’
Target Scope: [10 ]
Routing Mark: | |~
Pref. Source: | |~

enabled active static




Definimos rutas estdticas

Lado cliente

Route <192.168.10.0/24>
General | Attrbutes

- |
Gateway: [juanito [#] [reachab N
Check Gi y: lping H3 | a ’W‘
Type: [unicast " 3‘ ,ml
Distance: [1 |A
s 3 \
Target Scope: [10 |
Routing Mark: | |+
Pref. Source: | |+

enabled

static




Generamos trafico
]

Al generar trdfico INTERNO forzamos la instalacion
de la llave entre equipos

Ping [= B3 Ping [=1E Pin
General | Advanced Start General Advanced Stat General Advanced \
Ping To: [192.168.10.1 ] Sop Sro. Address: [192.168.11.1 - Sop Ste. Address: [192.168.11.1 - |F
Interface: | - Cose Packet Size: 50 ] Cose Packet Size: [50
o n ' o
Packet Count: | v Dscp: | - DSCP: |
Timeout: (1000 Jms Routing Table: | v Routing Table: | ¢
(] Dont Fragment (] Dont Fragment
[Sea# [Host [Tme |Reply Size [TTL [Status 52 H [Seq# [Host [Tme  |Reply Size | TTL |Status - H Seq#/ [Host [Tme  [Reply Size [TTL [Status [~
0 152,168,101 ms 50 e
1152168.10.1 1ms 50 6
2 152168101 ms 50 &
3192168.101 1ms 50 6
4192.168.10.1 ms 50 64
5 152.168.10.1 ms I

Gitems  |6of 6 packels rece.

Otems | Ottems O%packetlss  |Min:Tms  |Avg:ims |Maxims




La llave se ha infercambiado

IPsec = £ IPsec =] E3
Policies Peers Remote Peers Proposals Installed SAs ‘Keys Policies Peers Remote Peers |P[wosd5 Installed SAs  Keys
=
|spI /|Src. Address | Dst. Address  |Auth....[Encr.... [Curent B... | v [Local Address |Remote Address | v
E d0d3%e 102542542 102542541 shal 3des 179043 102542542 10.254.254.1
E d9h8666 10.254.254.1 10.254.2542 shal 3des 98436
2items 1item




¢PREGUNTAS?

Creacién de enlaces PPTP /L2TP
incorporando IPSec

LSC. David Ricardo Lopez Aldret
Integra Communications.
Miahuatldn, Oaxaca, México

I MUM MEXICO 2013



GRACIAS

Creacién de enlaces PPTP /L2TP
incorporando IPSec

LSC. David Ricardo Lopez Aldret
Integra Communications.
Miahuatldn, Oaxaca, México

I MUM MEXICO 2013



