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Objetivos Optimix
NETWORK CONSULTING

m Proveer estrategias de
networking infalibles.

m Capacitar a los planteles de las
redes guiadas.

m Ser un aliado, para desarrollar
soluciones.
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Obijetivos de esta exposicion

m Analizar el ruteo estatico convencional,

con los recursos adicionales que incorpora
MikroTIk.

m Incorporar el concepto de marcas de
ruteo, para controlar el uso de muchos
default gateways, y PCC.

m Analizar la problematica de deteccion de
fallas en escenarios balanceados.
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Sensaciones

m El| balanceo dinamico refinado con PCC,
produce incomodidad ante la dificultad de
detectar cuando un ADSLSs funciona mal.

m Esto desalienta su uso, al poner en duda la
calidad del trabajo del consultor.

m Procuraremos tener en vista esta dificultad, para
alentar el uso de esta técnica de balanceo tan
madura.
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Default gateway

m |La ruta 0.0.0.0/0, o default gateway, es la ruta con la que
definimos el acceso a Internet:

Route <0.0.0.0/0
General | Attributes 0K
Dst. Address: |0.0.0.0/0 Cancel
Gateway: 20042182 81 * | |reachable etherll-Tasa = Apphy
Chech Gateway: |ping F oA Disable
Type: |unicast ¥ Comment
Distance: |2 S e
Scope: (30 Remove
Tanget Scope: |10
Routing Mark: -
Pref. Source: hd

enabled active static
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Default gateway — Distance

Route <0.0.0.0/0:

m Sidos rutas con mismo
destino, poseen distinta

General | Attributes

d!StanC!a, |a de mayor Dst. Address: |0.0.0.0/0
distancia sera considerada Gateway: |200.42.182.81 i
U|t|m0 Check Gateway: ping
m Lo atractivo de esta virtud, E—
es balancear ADSLs, Distance: |2
logrando redundancia —

automatica en caso de
gue uno de ellos se caiga.

Target Scope: 10
Routing Mark:
Pref. Source:
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Default gateway — Distance

Route List

Routes | Newthops Rules VRF

+|=| [~] = T EEET [#]
|Dst. Address / |Gatewa}r Distance |H::|Lrtir1g Mark |F'I'E.‘f. Source |"F

AS F0.0.0.0/0 186.31.12.1 reachable bridge-wan 1.

5 = 0.0.0.0/0 200.89.35.1 reachable bridge-wan 2

DAC F10.220.0.0/24 bridgedan reachable 0 10.220.0.254

DAC P 186.31.12.0/24 bridge-wan reachable 0 186.31.12.110

DAC P+ 150.86.12.0/24 bridge-wan reachable 0 190.86.12.2

DAC - 200.89.35.0/24 bridge-wan reachable 0 200.89.35.110

& tems
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Tabla de ruteo

m Cuando tenemos varias rutas 0.0.0.0/0, la

eleccion, o la distribucidn de trafico entre ellas,
contempla:

La salud del gateway de la ruta, verificada por el
check gateway.

La distancia que especifica la ruta.

La marca (de ruteo) que pudiere existir en una ruta.

m Profundicemos...
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Tabla de ruteo

m Por cudal gateway sale el trafico, que proporcion de
trafico se distribuye entre ellos, cuan capaz es el
sistema de mantener la fluidez si un gateway cae, son
tematicas que se combinan en la tabla de ruteo:

La salud del gateway — Los gateways caidos, son excluidos
integramente del analisis de ruteo.

La distancia — Nos permite preferir un gateway sobre otro, para
gue el segundo se active solo si el primero cae.

La marca (de ruteo) — Los gateways que mencionen la marca de
ruteo dada de alta en el firewall, enrutaran el trafico que haya
sido marcado con ella. Debe existir al menos un gateway que no
mencione marca de ruteo, para que reciba el trafico que ninguna
ruta con marca ruteo.
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Tabla de ruteo

m La salud del gateway, se combina eficazmente con la
distancia.

Route List

Op |m?U§ _“_—///

Routes | Mexthops FRules VRF

*| =] || T |Find | [al |®
|Dst. Address ¢ |Gatewa}r Distance |Hauting Mark |Fre=F. Source |‘F
o Gateway
5 P 0.0.0.0/0 186.31.12.1 unreachable 1
o Gateway?
AS = 0.0.0.0/0 200.89.35.1 reachable bridge-wan 2
DAC P 1022000424 brdgedan reachable 1] 10.220.0.254
DAC P 18631.120/24 bridge-wan reachable 1] 186.31.12.110
DAC P+ 200.89.35.0/24 bridge-wan reachable 0 200.89.35.110

Bitems
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Tabla de ruteo — Marca de ruteo

m Las marcas de ruteo, permiten forzar la utilizacion de un
gateway, como criterio mas jerarquico:

Mangle Rule <>

General Advanced Bdra Action | Statistics 0K

Action: 'mark routing

| | 8l

Mew Routing Mark: |rout-wan
Passthrough

Remaowve

Reset Counters

Reset All Counters
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Tabla de ruteo — Marca de ruteo

Routes | Mexthops Rules VRF

(| =] |« || 52 T Firnd al ¥
Dist. Address ¢ |Gateway Distance | Routing Mark |Pref. Source |
AS P 0.0.0.0.0 186.31.12 1 reachable bridgewan L] I |
] P 0.0.0.0/0 200.83.35 1 reachable bridgewan z
AS = 0.0.0.0/0 200.89.35.1 reachable bridge-wan 3 rout-wan
DAC I 10.220.0.0/24  bridgedan reachable (1] 10.220.0.254
DAC I 186.31.12.0/24 bridge-wan reachable (1] 186.31.12.110
DAC = 190.86.12.0/24 bridae-wan reachable 0 190.86.12.2
DAC = 200.89.35.0/24 bridge-wan reachable 1] 200.89.35.110

7 items
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Balanceo de ADSLs

m Siguiendo la premisa de desarrollar estrategias
infalibles, la operacion con ADSLSs tiene un
desafio: discutir con el proveedor cuando un
ADSL no funciona.

m El reclamo suele ser respondido con un mero
“SI Ud no usa el modem que nosotros le
proveemos, no podremos darle soporte”.

m Se pueden testear facilmente las salidas,
forzando que segun la IP del cliente, salga si o

Si por un proveedor..
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Balanceo de ADSLSs

Router Balanceador

LAN de Usuarios j % é
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Testeo de salidas

m Siguiendo la premisa de desarrollar estrategias
infalibles, la operacion con ADSLSs tiene un
desafio: discutir con el proveedor cuando un
ADSL no funciona.

m El reclamo suele ser respondido con un mero
“SI Ud no usa el modem que nosotros le
proveemos, no podremos darle soporte”.

m Se pueden testear facilmente las salidas,
forzando que segun la IP del cliente, salga si o

Si por un proveedor.
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Lab — Testeo de salidas

Ric: 133 kbps
Tx: 58.6 kbp

InternetMuml
186.31.121

InternetMum2
200.89.35.1
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Route List “F mu‘\ \J j
Routes ‘ Mexthops Rules WRF

[+][=] .
|Dst. Address i |GE|tEt\.'\.Iag,.r Check Gateway |D1'stance |Houting Mare |*

5 = 0.0.0.0/0 10.228.8.87 unreachable ping Z wanll -

5 I 0.0.0.0/0 10,228 8 81 unreachable ping 3 wan2D ]

5 I 0.0.0.0/0 10.228.8.82 unreachable ping 2 wanlZ

5 P 0.0.0.0/0 10.228.8.82 unreachable ping 3 wanll

AS  F0.0.0.0/0 10.228.8.83 reachable bridge-adsls ping 2 wanl3

AS P 0000/ 10.228.8.83 reachable bridge-adsls ping 3 wanl2

AS P 0.00.0/0 10.228.8.83 reachable bridge-adsls ping 4 wanll

AS P 0.00.0/0 10.228.8.84 reachable bridge-adsls ping 2 wanld

S I 0.0.0.0/0 10.228 8 84 reachable bridge-adsls ping 3 wanll

AS 0000/ 10.228.8.85 reachable bridge-adsls ping 2 wanlh -

S I 0.0.0.0/0 10.228 8 85 reachable bridge-adsls ping 3 wanld

AS  F0.0.0.0/0 10.228.8 .86 reachable bridge-adsls ping 2 wanlg

5 P 0.0.0.0/0 10,228 8 86 reachable bridge-adsls ping 3 wanlh

AS  F0.0.0.0/0 10.228.8 .87 reachable bridge-adsls ping 2 wanl7

5 I 0.0.0.0/0 10,228 8 87 reachable bridge-adsls ping 3 wanlé

AS  F0.0.0.0/0 10.228.8 .88 reachable bridge-adsls ping 2 wanld

5 P 0.00.0/0 10.228.8.88 reachable bridge-adsls ping 3 wanl?

AS  F0.0.0.0/0 10.228.8 .89 reachable bridge-adsls ping 2 wanl3

5 P 0.00.0/0 10.228.8.85 reachable bridge-adsls ping 3 wanlg

AS P 0.00.0/0 10.228.8.90 reachable bridge-adsls ping 2 wan2l

5 P 0.00.0/0 10.228.8.50 reachable bridge-adsls ping 3 wanly

AS P 0.0.0.0/0 10.228.8 101 reachable bridge-adsls ping 2 wanl1il

5 P=0.00.0/0 10.228.8.101 reachable bridge-adsls ping 3 wan105

AS P 0.00.0/0 10.228.8.102 reachable bridge-adsls ping 2 wanl102

5 P 0.0.0.0/0 10.228.8.102 reachable bridge-adsls ping 3 wanl1ll

AS P 0.0.0.0/0 10.228.8.103 reachable bridge-adsls ping 2 wan103

5 I 0.0.0.0/0 10.228.8.1032 reachable bridge-adsls ping 3 wanl102

AS P 0.00.0/D 10.228.8.104 reachable bridge-adsls ping 2 wan104

S I 0.0.0.0/0 10.228.8.104 reachable bridae-adsls ping 3 wan103

AS P 0000/ 10.228.8.105 reachable bridge-adsls ping 2 wan105

S P 0.00.0/0 10.228.8.105 reachable bridge-adsls ping 3 wan104

AS P 0.00.0/0 10.228.8.106 reachable bridge-adsls ping 2 wan106

S I 0.0.0.0/0 10.228.8.106 reachable bridge-adsls ping 3 wan105

AS 0000/ 10.228.8.107 reachable bridge-adsls ping 2 wanl107

S I 0.0.0.0/0 10,228 8107 reachable bridge-adsls ping 3 wan106

AS  F0.0.0.0/0 10.228.8.108 reachable bridge-adsls ping 2 wan108

5 P 0.0.0.0/0 10,228 8 108 reachable bridge-adsls ping 3 wanl107

AS  F0.0.0.0/0 10.228.8.109 reachable bridge-adsls ping 2 wan109

5 I 0.0.0.0/0 10,228 8.105 reachable bridge-adsls ping 3 wan108 .

161 tems
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Fiter Rules NAT Mangle | Service Ports  Connections  Address Lists  Layer7 Protocaols
| |#|/3| |3 | T |00 ResetCounters || 00 Reset All Courters | LF ARE!
|Action Ghain . Interface |Connection Mark | Src. Address ... | Dst. Address List | Per Connection Classifier | New Connection ... |New Routing Mark |Bytes  |Packets _|Commert
+f accept prerouting  bridge-adsls 107.6 MiB 111 850 PCC para balanceo - Preparacion
# mark connection prerouting  bridgedan porbalanceo Iprivadas both addresses: 150 conwan11 £145MiE 5042 523 PCC para balanceo - 20 {veinte) reglas balanceo ADSLOT al ADSL1D
# mark routing prerouting  bridgedan  conwanii Ipordedicado wanll 5203 MB 4441056
& mark connection prerouting  bridgedan pobalances  lprivadas both addresses: 151 conwan12 6927 MiB 4 865135
& mark routing prerouting  bridgedan  conwan12 Ipordedicado wanl2 5B5.6 MiB 3 B47 659
# mark connection prerouting  bridgedan porbalanceo Iprivadas both addresses: 192 conwan13 6134 MB 4515073
& mark routing prerouting  bridgedan  conwan13 lpordedicado wanl3 R27AME 4216481
& mark connection prerouting  bridgedan porbalancea Iprivadas both addresses: 1543 corwan 14 508.7 MiB 6 55b 558
# mark routing prerouting  bridgedan  conwanl4 Ipordedicado wanl4 8084 MiB 6073262
# mark connection prerouting  bridgedan porbalanceo Iprivadas both addresses: 154 conwan15 13464 MiB 6735 441
& mark routing prerouting  bridgedan  conwan15 Ipordedicado wanl5 710.1 MiB
& mark routing conwan 16 Ipordedicado wan 16 TBEAMEB 5796125 |
# mark connection prerouting  bridgedan porbalanceo Iprivadas both addresses: 196 conwan17 812MB 6812791
& mark routing prerouting  bridgedan  conwan17 lpordedicado wanl? T TME 6045116
& mark connection prerouting  bridgedan porbalancea Iprivadas both addresses: 15/7 conwan18 1007.0 MiB 6527 124
# mark routing prerouting  bridgedan  conwan18 Ipordedicado wanl1g BI6ISMB 5711070
# mark connection prerouting  bridgedan porbalanceo Iprivadas both addresses: 158 conwan19 1055.5 MiB 7 476 207
# mark routing prerouting  bridgedan  conwani9 Ipordedicado wanld 7865 MB €662 508
# mark connection prerouting  bridgedan porbalanceo lprivadas both addresses:15/9 conwan2 5007 MiB 6460615
& mark routing prerouting  bridgedan  conwan2 Ipordedicado wan2l 7IH0ME 5355018 |
# mark connection prerouting  bridgedan porbalanceo Iprivadas both addresses: 1910 conwan 101 13146 MiB 6395 349 PCC para balanceo grupo 2 - 18 {dieciocho) reglas balanceo ADSL11 al ADSL1S |
# mark routing prerouting  bridgedan  conwan101 Ipordedicada wan101 1061.3 MiB 5567 332
| 27 & mark connection prerouting  bridgedan porbalancea Iprivadas both addresses:15/11 conwan 102 10614 MiB 7117605
28 # mark routing prerouting  bridgedan  conwan102 Ipordedicado wan102 5214MB 6270017
| 29 # mark connection prerouting  bridgedan porbalanceo Iprivadas both addresses: 1512 conwan 103 9637 MiBE 6615148
| 30 # mark routing prerouting  bridgedan  conwan103 Ipordedicado wan103 8547 MiB &228605
3 # mark connection prerouting  bridgedan porbalanceo lprivadas both addresses: 1513 conwan 104 14347 MiB 7 640 286
|-32 & mark routing prerouting  bridgedan  conwan 104 Ipordedicado wan 104 12294 MEB 7100413
33 # mark connection prerouting  bridgedan porbalanceo Iprivadas both addresses: 1914 conwan 105 1304.0 MiB 7 542 520
M & mark routing prerouting  bridgedan  conwan105 lpordedicado wan105 BEIIME E&T26275
| 35 & mark connection prerouting  bridgedan porbalancea Iprivadas both addresses: 15415 conwan 106 5831 MiE 7007 801
36 # mark routing prerouting  bridgedan  conwan 106 Ipordedicado wan106 8167 MiB 6050 775
| 37 # mark connection prerouting  bridgedan porbalanceo Iprivadas both addresses: 1516 conwan 107 1566.6 MiBE 7535130
| 38 # mark routing prerouting  bridgedan  conwan107 Ipordedicado wan107 11387 MiB & 296 850
35 # mark connection prerouting  bridgedan porbalanceo lprivadas both addresses: 1517 conwan 108 11045 MiB 6524121
| 40 & mark routing prerouting  bridgedan  conwan108 Ipordedicado wan 108 5586 ME 6415410
41 # mark connection prerouting  bridgedan porbalanceo Iprivadas both addresses: 1918 conwan 105 533.0 MiB 6585668
42 & mark routing prerouting  bridgedan  conwan 109 lpordedicado wan109 8335MB 5884525 |
| 43 & mark connection prerouting Iporbalanceo webproy 6797 MiE 6465931 |-

64 ftems {1 selected)
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Precauciones

m Se debe aceptar el trafico entrante por la

WAN, para que no sea malinterpretado
por la logica de ruteo:

Firewsall

Fiter Fules  MAT Mangdle | Service Portzs  Connections = Address Lists

=] E3
Layers Protocols
o= = | T Reset Courters || o0 Reset All Counters all ¥
H Action Chain In. Interface |Connection Marc | Per Connection Classifier | New Connection Mark | Mew Routing Mark | Bytes Packets -
P 0 of accept prerouting  bridge-wan 17304 KiB 19202 |
1 # mark connection  prerouting bridgedan both addresses:2/0 conns-wan 1 175 MiB 367161
2 # mark routing prerouting  brdgedan conns-wan rout-wan 1 17.8 MiB 364 624

Jitems
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Precauciones

m El| balanceo es un proceso forward, asi
gue no contempla el trafico generado por
el router.

m Tener en cuenta gue las peticiones DNS
del router, asi como otros traficos que
nacen del router, saldran por los gateways
sin marca.
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Plus

m S| desarrollamos nuestras configuraciones
en base a bridges (un bridge-wan y un
bridge-lan), seran mas exportables!

m La configuracion esta en backup y export,
en el router 10.220.0.254, usuario admin
sin password, stand de Index, SSID:

AulaOptimix-Publico
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Graclas!

Ing. Jorge Daniel Filippo



