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Presentacion

* Maximiliano Dobladez
« CEO, MKE Solutions
* Mikrotik Certified Trainer / Consultant
» Experiencia desde 1999
* Entrenador desde 2006
* Foro Mikrotik Hispano (ISPARG) desde 2001
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VPN Intro

VPN:

Red IP Privada y segura que pasa a través de otra red IP no segura,
normalmente Internet.
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Porqué usar VPN: 1 \f::,e/ |

* Bajo costo -
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Secured Tunnel

FaC3ccac™

* Seguridad

* Interconexion

» Usuarios Mdviles

* Administracion

* Escalabilidad y Flexibilidad
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Escenario

Empresa A

*Visita 1 vez por mes
*Viaticos de traslados $
*Trabajo Nocturno

Empresa E

*Gastos transporte y hotel C ) Auditoria y

Empresa C Empresa D
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Analisis y Propuesta

Analisis y
Situacion Propuesta
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Analisis y Propuesta

Situacion Propuesta

Empresa A

*Un Router en cada empresa
*Un Router central VPN
*Tunel en Capa 2

*Encender PC via WOL

*Administrar por
Escritorio Remoto

Empresa C

Empresa D
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Ethernet Over IP (EolP)

*Protocolo Propietario de MikroTik

*Facil configuracion

*Trabaja en Capa 2 -Puede ser

bridgeado-

*NO tiene autenticacion ni encriptacion

*Multiples escenarios

www.mikrotikexpert.com

L2TP

*Autenticacion y Encriptacion
*Facil configuracion
*Direccionamiento IP estatico
*Permite EolP sobre L2TP
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RED IP

(L__iWAN Internet)

Red Local Red Local
192.168.0.1/24 - 192.168.0.100/24 192.168.0.101/24 - 192 168.0.255/24

> R he T T
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VPN Setup MKE

Configuracion
VPN Server
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VPN Setup

Pasos Configuracion Server:

1) Activar el Servicio

2) Crear usuario L2TP con direccionamiento IP
estatico

3) Crear EolP hacia el VPN Cliente
4) Crear Bridge

5) Agregar EolP y Ethernet Local
correspondiente al Bridge
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VPN Setup

Configuracion VPN Server

Interfaces LZTP Server
Bridge Interface | PPPoE Servers  Secrebs | Profiles | Active Connections p ) Enabied O
m IE“E‘ @ | FPP Scanmer || FPTP Server || SSTP Server || L2ZTP Server Mar TN |
Sefech Name /| Type [LzMTU |Tx R T« Pac... B Pac.. Max MRU: | 1460 |
Mest . Apply
MRRL: | v
IF [ | |
Default Profile: |default-encryption || %
IPvE b ¥P |_|
ST N — Authentication
pap chap
el y mschapl mschapz
System F

Activar el L2TP Server
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VPN Setup

Configuracion VPN Server

InkgrFaces
Eridge
FPP

Switch
Mesh

IF

IPve&
MPLS
Routing
Swsbem
QueLes
Files
Log
Radius
Tools

Mew Terminal

MekaR Tl ITFR

- | W | e | |

Secrets ||Praofiles

PPP Authbs

face PPPRE Servers

%]} [+]

[Marne 4 |F'assw::nru:| |Service

ﬂuficina_nnrte BRI [2tp

1 item (1 selected)

PPP Secret «aficina_norte

Password:

Service

.;:Eﬂm 10w

| Ok
|******** | . Carll:el
: |lztp = Apply

(

Profile

g |deFauIt-encryptiDn

Disable
Comment
Copey

Rernove

Local fddress: |172.16.10.1 |-
Remate fddress: [172.16,10,10 | &
Remate IPvg\Rr.aFi : ! !V J

Roukes: | |Y
Lirit Bytes In: | |-
| | >

Lirnit Bykes Ouk:

|ena|:uleu:|

www.mikrotikexpert.com

Creacion de Usuario con direccionamiento IP

Fleije el
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VPN Setup

Bridge
PRP

Switch
Mesh
IF

IPwE
MPLS
Ruauking
Swsken
QueLes
Files
Log
R.adius
Tools

Mews Terminal

MekaROl I TFR

= | W W || | W

v

Inkerface Etherth EcIP Tunnel|

Configuracion VPN Server

e Inkerface

[FE R =

zeneral | Traffic

rlarne

£ |T';.f|:ue

k.

I

¢

0 ikems ouk af &

Mamme: | | Cancel |
Type: |E|:|IF‘ Tunnel | Apply |
MTLI |15IZIIZI |
Lz MTL; |
fom :
MAC fddress: |02:32:C0: 46 E0:DC
Copy
ARP: |enabled ¥
Remove
Lixcal Address: i i"‘ Torch
ortl |
Renfote Address: |172.16.10.10
Tunnel I0: |1 |
Eeepalive Inkerval: | |v

Creacion de Interfaz EolP para OFficina Norte

www.mikrotikexpert.com
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VPN Setup

Configuracion VPN Server

Interfaces

Switch
Mesh
IF

IPwE
MPLS
Ruauking
Swsken
Queues
Files
Log
R.adius
Tools

Mew Terminal

R~k =M™ ITERD

= | w | W || ||

General |

Izl E Marme; |I:|ri|:||;|e_n|:|rte

idge | Ports

£ | Type: |Bri|:||;|e

F.

+=thridge_norte

MTL: |15EIEI
L2 MTL: |
MAC Address: |:
ARP: [enchled |
Adrmin. MAC Address: |:

Priarity

Max Message Age

Forward Delay

ageing Time

Interface <bridge norke >

Transmit Hold Count:

mone.0 O stp @ rstp Cancel
= E
: [o0:00:20 1 T oeame 11
. [om:0m:15 ' T comment
: |
: |00:05:00 |

Creacion de Interfaz Bridge para Oficina Norte
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Remove

Torch
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VPN Setup

Configuracion VPN Server

Bridge Port <EolP-Morte =
Bridge J Eridde Forts | ilkers | MAT  Hosts
== I] :1 | .E ..
Switch + v T Interface: |[SisEld=
Interface £ |Briu:|n:|e |F'rin:|r : ) —
Bridge: |brid k ¥
Mesh +3EalP-Morte bridge_norte e | rifg=_Nore "—l Apply
IF [ +tetherS-lacal-norte  bridge_norke , .
Prioriky: |50 | Free
IPveE 2
Path Cost: |10 |
MPLS 2 | |
Routing ¥ Y
= Remove
System I Edge: |a|_||:|:| ||l|
QueuEs Paint Ta Paint: |aut-:| ||i|
Files
External FOE: |aut-:| ||i|
Log
Fadius
Tools 2
Mews Terminal
MetaROLTER.
=ta 2 ikems (1 selected)
Make Supouk,rif

Agregado de Puertos al Bridge para Oficina Norte

www.mikrotikexpert.com
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VPN Setup MKE

Configuracion
VPN Cliente

(OFicina Norte)
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VPN Setup

Pasos Configuracion Cliente:

1) Crear Interface L2TP Cliente
2) Crear EolP hacia el VPN Server
3) Crear Bridge

4) Agregar EolP y Ethernet Local
correspondiente al Bridge

18
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VPN Setup

[ Interfaces

Bridge
FPP

4

Interface | A

Switch
Mesh

IF

IPv&
MPLS
Routing
Swakem
CIUELES
Files

Log

r=Aia-

- | || |

EE

7
|Mame

4BYPN

General | Dial Qut | Status

Marme
pe

: |'-4'F‘N_Server
: |L2TF‘ Clienk

LZ MTL:

Maz MTU

Mazx MRL

MRRL:

—
e\
R

-

Lser: |-:|Fi|:ina_n|:|rte

Passwiord: |pa55wu:urd

Profile: |deFauIt-encryptiDn

Zancel
Apply
Disable

Cornrnent

vl n Demand
[ | Add Default Route

— Aillos
pap
mschapl

chap
mschap?

Creacion del L2TP Client hacia el VPN Server
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VPN Setup

Configuracion VPN Cliente > Oficina Norte

| Interfaces '——-J @E Address <172,16,10,10=
Bridge Intetface  Ethernep EoIP Turrel | 1p Tud Seneral |TraFFic Address: |1?2.16.1IZI.1III
b |+ [t | %] TET
‘ Mame: |EalP-¥PN_SRY | Cancel Metwork: |172.16.10.1 |
. = Copy
Switch |
[Mame 4 |T':-"FlE Type: |E|:|IF‘ Tunnel | Apply Interface: |'I.I'F‘N_Server |
Mesh R <EcIP-YPN_SRY  EolP Tunnel | |
MTU: | 1500
S N Lz MTL: |65535 |
MPLS - MAC Address: |02:32:C0:46:E0:D4 |
Copy
Routing ¥ ARP: |enabled ”ﬂ -
Remoye
Syskem 2 -
o Local address: | |v
LeUes orc .
— Remate Address: |172.16.10.1 | dynamic
Log Turgel 10 |1 |
Radius
Keepalive Interval: | | -
Tools I*
+|
Flman Tevrmiem =l

Creacion de interfaz EolP hacia el VPN Server

www.mikrotikexpert.com
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VPN Setup

Inkerfaces =1 E3
General |
Mame: |bridge_norte | 7 mone.__ O stp & rstp Cancel

e . Tope: [Bridge | Priority: |5000 Thex {
R 4tbridge_narte C

= I MTLL: @ Max Message Age: |EIEI:EIEI:2EI | ’m‘

IPvE I* Lz MTLL: |: Farward Delay: |00:00:15 | W‘

MELS I MAC Address: |: Transmit Hold Count: |6 |

Routing I ARP: |enabled Ageing Time: |00:05:00 |

System I Admin. MAC Address: |

QUELes

Files

Log

Fadius

Tools I*

Mews Terminal

B~k TR ITET

Creacion de Bridge en VPN Cliente
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VPN Setup

AR

Switch
Mesh

IF

IPveE
MPLS
Routing
Swskem
Queues
Files
Log
Radius
Tools
Mew Tetrminal

MetaRoUTER

| | || |

 pid

v %

e

[ |
ﬂEDIF‘-'I.I'F‘N_SR'I.I'
+tlacal-narte

bridge_norte
bridge_norte

v,

2 items (1 selected)

Agregado de Puertos en el Bridge

-
Inkerfage: (S oattie o
Bride: |I:|rid|;|e_n|:|rte ||i| apply
Priority: |80 | hex Disable
Path Cast: |10 |
Horizon: | |V Copy

Edge: |aut|:| ||i|

Point To Poink: |aut|:|

External FOE: |autn:|

www.mikrotikexpert.com
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EolP

L2TP
RED IP
INTERNET

CENTRAL -
VPN SERVER

SUCURSAL NORTE
VPN Cliente

23
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Administracion

Administracion
de Terminales
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Acceso Remoto

Pasos para administrar una PC (1/2)

[] Conectarse al puerto Ethernet correspondiente

[] Encender la PC [ =] WOL - Magic Packet Sender ESHIE=)
File Help
# MikroTik RouterOS Send | Receiv |

/tool wol mac=aa:bb:cc:dd:ee:ff

Profile: My Home Machine - -

# Windows Settings
HostName:  |me mylSP.com
WOL - Magic Packet Sender Subnet Mask: [255.255.255.255 [itemet] |
http://magicpacket.free.fr/ MAC Address: | 00-15C5-42-61C2
Frotocol: \UDP
# Linux > Ubuntu Fort s

=

sudo apt-get install wakeonlan

www.mikrotikexpert.com
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Acceso Remoto

Pasos para administrar una PC (2/2)

[] Conectarse via Escritorio remoto

/ 7 Windows Server2003
', Enterprise Edition

B5-2003 Micrasafi Conparation

Mombre de | Administradior|

USUEKID,

26
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VPN Firewall

Firewall en Capa 2:
* Magic Packet: UDP7 69

En caso de necesitar filtrar se puede realizar en:

/interface bridge Filter

27
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VPN Firewall

BRIDGE FILTER:

Bridge

Bridge F'n:nrt MAT  Hosts
IEI = I i |'§Z Feset Counkers || 00 Reset All Counters | |:*' Uall ||i|
# | |Chain |InterFaces,l'In. Inkerface |InterFaces,l'Out. Inkerface |Sr|:. MAC .ﬁ.ddress,l'...let. MAC .ﬁ.d...|M.ﬁ.C Prokocol (hesx) |IF',|'Dst. Port |C-:umment Iv
1] EZ&farward  EolP_Oficina_Marke 200 (ip) 135-139 MetBI0S
1 E&rarward  EolP_Oficina_Marke 200 (ip) 135-139 MetBI0S
z E&rarward  EolP_Oficina_Marke a00 (ip) 445 MetBI0S
3 E&farward  EolP_Oficina_Marke a00 (ip) 445 MetBIOS
4 items
28

www.mikrotikexpert.com


http://www.mikrotikexpert.com/

Enlaces y Documentacion:

*Wake on LAN:
http://es.wikipedia.org/wiki/Wake_on_LAN

[ 2TP & EoIP
http://wiki.mikrotik.com/wiki/Manual:Interface/L2TP
http://wiki.mikrotik.com/wiki/Manual:Interface/EolP
*Documentacién
http://mikrotikexpert.com/articulos
http://www.mikrotikcenter.com

www.mikrotikexpert.com
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Preguntas

Muchas Gracias!

infFo@mikrotikexpert.com
http://mikrotikexpert.com
http://maxid.com.ar
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