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Internet in the Philippines

According to ASEAN DNA study/survey; Internet in the Philippine
has an average speed of 3.6mbps

Fiber is not widely available even in the big cities

DSL is the most widely used medium of connectivity
and it has a maximum top speed of 10mbps in areas
where DSLAM has a better copper wires and a good
contention ratio per user.

Both DSL, LTE and Fiber are capped somewhere between 2-10GB a
day.

Fiber connection is very expensive even for an

8mbps (almost 75 USD per month)

Simply we have poor internet infrastructure.
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Who can benefit from this topic?

Organizations who requires high download capacity but no any other
means of getting a fast internet connection (as such the fiber
connection), but to use multiple DSL, especially in provinces where
fiber connection is non-existent.

Internet Café Operators without access to high speed fiber line
WiSP and mini ISPs (Databytes Computer Services)
Even individuals who simply want hundreds of mbps. ©
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Who can benefit from this topic?

Organizations who requires high download capacity but no
any other means of getting a fast internet connection (as such
the fiber connection), except to use multiple DSL.

Internet Café Operators
WiSP and mini ISPs

Even individuals who simply want hundreds of mbps. ©

Top 6 Most common questions about the router’s functionalities

How many WAN it can support

Can it do load balance.

Can it separate browsing and gaming (policy routing)
Can it block keywords, DNS, IP address etc.

Does it have fail-over.

Mixed source of connection and ISP i.e. DSL + LTE + Fiber
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Case Study: Internet Café with more than a thousand terminals
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Case Study: Internet Café with more than a thousand terminals
Current setup: Balance 1350 router (13 WANS)

| E Router 1
DSLx13
E Router 2
DSLx13

E Router 3
DSLx®13

Gateway: Router 1

Gateway: Router 2

Gateway: Router 3
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Case Study: Internet Café with more than a thousand terminals
Current setup: Balance 1350 router (13 WANS)

E Router 1
DSLx13

i Router 2
DSLx13

E Router 3
DSLx®13

* 3 routers to maintain.

Gateway: Router 1

Gateway: Router 2

Gateway: Router 3
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Case Study: Internet Café with more than a thousand terminals
Current setup: Balance 1350 router (13 WANS)

E Router 1
DSLx13

i Router 2
DSLx13

i Router 3
DSLx®13

* 3 routers to maintain.

Gateway: Router 3

* Firewall / mangle rules must be identical to all
routers to maintain uniformity.
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Case Study: Internet Café with more than a thousand terminals
Current setup: Balance 1350 router (13 WANS)

Router 1

Router 2

DSLx13

i Router 3
DSLx®13

* 3 routers to maintain.

Gateway: Router 3

* Firewall / mangle rules must be identical to all
routers to maintain uniformity.

* Multiple gateways
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Case Study: Internet Café with more than a thousand terminals
Current setup: Balance 1350 router (13 WANS)

Router 1

Router 2

Router 3

* 3 routers to maintain.

Gateway: Router 3

* Firewall / mangle rules must be identical to all
routers to maintain uniformity.

* Multiple gateways

* Under utilized bandwidth
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Case Study: Internet Café with more than a thousand terminals
Current setup: Balance 1350 router (13 WANS)

NN,

Gateway: Router 1

Ny

Gateway: Router 2

Router 1

Router 2

Router 3

DSLx®13

= = IS .‘h
* 3 routers to maintain. % %

Gateway: Router 3

* Firewall / mangle rules must be identical to all
routers to maintain uniformity.

-WAN Routers

* Multiple gateways

Balance 1350

#BPL-135
List Price: $7,999.00 + Add to Cart

ur Price: $7,599.00

* Under utilized bandwidth RO
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Consolidate all DSL into one router.
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* To have a single point of operation.
Consolidate all DSL into one router. * All firewall/filter/mangle rules must be in one place

only for easy operation and uniformity.
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Tasks

* To have a single point of operation.

* All firewall/filter/mangle rules must be in one place

Consolidate all DSL into one router.

only for easy operation and uniformity.

* Utilized and optimize the

use of all available
* Lastly, Single Gateway only

bandwidth from all sources.
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Typical Deployment

%192.153.3.1;24

O Individual filter/ mangle rules per device
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Another typical deployment

*eeSee  Sesee s 505 08 8 iy
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[1 92.168.2.1/24
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DSL1 DSL2 DSL3 DSL4 DSL5 DSL6 DSL7 DSLE DSL 2 DSL10 DsL11 =

O Individual filter/mangle rules per device.

O No single point of operation.

O Computers must be grouped together and each group must go to a specific gateway.

O Under utilized internet connection, if one group is not at peak usage, the bandwidth
cannot be utilized by the other groups.

* 2 Routers
* 2 Segments
* 2 gateways

o Difficult to maintain.
O Fail-over issues. "1 gt
O Costly.
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What we want
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O Single point of operation
(all filter/mangle rules stored in one device only)

* Single router O Fully utilized bandwidth
*Single Subnet segment © Easy to maintain
© Full control of each DSL Line g

O Many Fail-over lines.

O Cost Effective. Cugneltech






23 WANS can be done with Routerboard CRS model.

Mikrowik
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But... can it handle the task?..
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23 WANS can be done with Routerboard CRS model.
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But... can it handle the task?..

v" In a multi-wan setup, each WAN must have at least 3 basic mangle rules for
Input, Output and Forward chains to properly forward the packets to the

right interface.
(i.e. packets that comes in from a particular interface must go-out on the same interface)
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23 WANS can be done with Routerboard CRS model.
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But... can it handle the task?..

v" In a multi-wan setup, each WAN must have at least 3 basic mangle rules for
Input, Output and Forward chains to properly forward the packets to the

right interface.
(i.e. packets that comes in from a particular interface must go-out on the same interface)

v" 23 WAN x 3 basic mangle rules = 69 mangle rules already, excluding
mangle rules for other purposes, such as conn/packet marking for bandwidth
management purposes or policy routing.
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23 WANS can be done with Routerboard CRS model.

N T T T W T T TN T T T G

But... can it handle the task?..

v" In a multi-wan setup, each WAN must have at least 3 basic mangle rules for
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v Possibly, a hundreds of filter rules and Layer 7 matching.
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v Possibly, a hundreds of filter rules and Layer 7 matching.

v'QoS rules (Queue Tree, Simple Queues, Etc..)

Cuaneltech



23 WANS can be done with Routerboard CRS model.
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But... can it handle the task?..

v" In a multi-wan setup, each WAN must have at least 3 basic mangle rules for
Input, Output and Forward chains to properly forward the packets to the

right interface.
(i.e. packets that comes in from a particular interface must go-out on the same interface)

v" 23 WAN x 3 basic mangle rules = 69 mangle rules already, excluding
mangle rules for other purposes, such as conn/packet marking for bandwidth
management purposes or policy routing.

v Possibly, a hundreds of filter rules and Layer 7 matching.

v'QoS rules (Queue Tree, Simple Queues, Etc..)

Why CRS is not viable?
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23 WANS can be done with Routerboard CRS model.
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But... can it handle the task?..

v" In a multi-wan setup, each WAN must have at least 3 basic mangle rules for
Input, Output and Forward chains to properly forward the packets to the

right interface.
(i.e. packets that left from a particular interface must come back on the same interface)

v" 23 WAN x 3 basic mangle rules = 69 mangle rules already, excluding
mangle rules for other purposes, such as conn/packet marking for bandwidth
management purposes or policy routing.

v Possibly, a hundreds of filter rules and Layer 7 matching.

v'QoS rules (Queue Tree, Simple Queues, Etc..)

Why CRS is not viable?

O Low processing power for many WANS (400-600Mhz) )
O Cannot handle many mangle and filter rules for many WANS ]
O Designed for SOHO. 3 e
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Would be nice if we can have this?....
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Would be nice if we can have this?....

P AN/ AN /AN AN AN AN AN AN /AN AN AN AN Al s
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MikroTik

Mikrotik to produce a Multi-core high-end Cloud Core Router with more than
24 ports, Or a CCR model with a provision or an add-on module for port expansion
that can be controlled individually just like an ordinary port?

It can make our life easier! @

.
%
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How can we have more ports for our wan?
Mikrotik doesn’t have any powerful Model with many ports.

What is the solution?



Solution is to use VLAN to expand the ports
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VLAN

.
%

........
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VLAN

Most people always think

Router
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VLAN

Most people always think

Router

What we can actually use it for

v" VLAN ports can be used as an ordinary physical
port, therefore, treat it as such, (but with some

limitations.)

v" VLAN port can be used to connect other devices,

such as modems, IP Printers, IP camera, etc..

VLAN ports can be used as an DHCP client too.

v" VLAN ports can be used as a routing interface.
DHCP clent
P
PV

olP

PC

IPTV

olP

WLAN 1-= VLAN 101
WLAN Z-= VLAN 201
WLAN 3= VLAN 301

Comidor switch

Eth1/0M1
D Svitch A
T Eth1iz

WLAN 1-= WLAN 102
WLAN Z-= WLAN 202
WLAN 2= WLAN 202

Distribution
Network

VLAN 101200+ VLAN 507
VLAN 201-300- VLAN 502
VLAN 201-400-> VLAN 503 | 2y o0e

Campus switch
Switch C S5

WLAN 1 VLAM 111-210-> VLAN 501

pC VLAN 211-210= VLAN 502
Home gateway VLAN 211-410= VLAN 503
IPTV
VLAN 1= VLAN 111
VLAN 2= VLAN 211 DHCP server
Volp VLAN 2= VLAN 311
Eth1/0.1
I SwitchB
T Eth1/2
PC WLAN 1> VLAN 112
WLAN 2> VLAN 212
WLAN 2 VLAN 312
IPTV
VolP
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Solution is to use VLAN to expand the ports

e

o com 100906 15150
B o ;
O = il Miorie |

B 223

* Use a fast RouterBoard preferably
dual-core or the High-end CCR
series such as CCR1009 or higher
(CCR1036)
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Solution is to use VLAN to expand the ports

* Use a fast RouterBoard preferably

dual-core or the High-end CCR

series such as CCR1009 or higher —
(CCR1036) '}‘WT:Z‘S - pacizese |
* Use a low cost Routerboard to be

used for port augmentation such as

the CRS125-24G-1S-2HnD-IN
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Solution is to use VLAN to expand the ports

* Use a fast RouterBoard preferably

. - V,x\,\\,\\,\\A»\,\\,\\/\»M%/w\ 5
dual-core or the High-end CCR \’”./.4././.:;;’”5’_ =
series such as CCR1009 or higher

(CCR1036)

* Use a low cost Routerboard to be o
used for port augmentation such as - amas sass ——
the CRS125-24G-1S-2HnD-IN

*Alternatively, you can also use any
managed switch with VLAN
capability.

- Lastly, and the most important of
all is to use the VLAN function of
RouterOS.

........
LIy, TR
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Solution is to use VLAN to expand the ports

* Use a faster RouterBoard preferably
dual-core or the High-end CCR series
such as CCR1009 or higher (CCR1036)

* Use a low cost Routerboard for port
augmentation such as the CRS model

or the RB2011 series. A NI

AT

 Alternatively, you can also use any
managed switch with VLAN capability. ==

il T T W T T T W T T T T

* Use the VLAN function of RouterOS

Why CCR Series? \
* It has Multiple Core Processor

) It. e han.dle possibly thousands of 43 Ports available for our WAN !!
Firewall/Filter and Mangle Rules

* [t can process millions of packets per
second.

* It can satisfy our need for a Single
Point of Operation.

.

)
oe’ye
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Actual Deployment
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Configuration



Things we need...
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Things we need...

Y
s e s s S g el |
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v Cloud Core Router CCR1009-8G-15-15+ (master)
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Things we need...

‘ G N N N /o

LT LT IEIE I T e ="

Cloud Core Aouter |
CCR-1009-85-15-15+

v Cloud Core Router CCR1009-8G-15-15+ (master) v" RB2011UiAS-2HnD-RM
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Things we need...

‘ G N N N /o

LT LT IEIE I T e ="

Cloud Core Aouter |
CCR-1009-85-15-15+

MiroTik

v Cloud Core Router CCR1009-8G-15-15+ (master) v" RB2011UiAS-2HnD-RM

v DAC (Direct Attached Cable)
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Things we need...

Y
i AN NN NS NN NSNS NN NN \ aTmi e
e, . .|

v Cloud Core Router CCR1009-8G-15-15+ (master) v" RB2011UiAS-2HnD-RM

v DAC (Direct Attached Cable)

v Fiber Patch Cord
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Things we need...

\

i LI NISININSENEENANAN | e o 1005 66-15-15+
5 = o et e bl f\\
e [

v Cloud Core Router CCR1009-8G-15-15+ (master)

v" SFP Module S-85DLCO5D
v DAC (Direct Attached Cable)

How many port we can use for WAN?

17 Ports available for our WAN

v Fiber Patch Cord

Cuaneaeltech



Configuration Guide

!

. \ SSISISISISISISIS i | = / Cora Aoutar j

Mikeorik |

* Master * Slave
Use the SFP as the trunk port 1. Use the SFP as the trunk port
2. Create a VLAN interface and 2. Create a VLAN interface and
bind it to the trunk port bind it to the trunk port
3. Use the VLAN port as DHCP 3. Create a bridge interface
client. 4. Bridge the VLAN port and the
4. Create NAT rules. Physical port.

.
)

........
DT A
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STEP 1 - Add VLAN interface with unique VLAN ID

[ admin@192.168.88.1 (Cygnal) - WinBox v6.22 on CCR1009-8G-15-15+ (ti EE .
€ (Cygnal) (t
Hide Passwords B (5}

A5 Quick Set
'T"CAFSMAN enace Lis O|| %
| Interfaces
nteface Ethemet EolP Tumnel IP Tumnel GRE Tunnel VLAN VARP Bonding LTE.
1 Wireless
B2 Brdge +D'|E =] E3
" |Name /[ Type ITx R [VLAN D [Interface
=2 PPP Fvian VLAN Obps  Obps 187 General | Trafic 0K
= Switch rvian2 WLAN Obps Obps 2 siol [ =
o2 Meh vian? VLAN Obps  Obps 3 w7 ”a"‘{' [IEE |] | Cancel |
Ghvland WLAN Obps O bps 4 o7 Type: |VLAN
5 P I3 drvians WLAN Obps O bps 5 s’ | | \M
7 MPLS I . 4bvan6 VAN Obps  Obps  Esp? | MTU: [1500 |
%8 Routing N L2 MTU: | 1586 | —
MAC Address: |4C:5E:0C:59:75:5C
@ Spon 1 = |
& Cueuss ARP: |enabled =]
Files | ——r ove
Log VLANIDY 8 Tarch
L Radius el |5,‘o? "_‘__L
* Tools [+ |w| Use Service Tag
S & items out of 16 (1 selacted)
= cp
#Z Partition
| 2 Make Supout if
& Manual

l= Exit enabled unning slave




STEP 2- Add VLAN interface to DHCP Client to obtain IP address from the ISP/DSL

”
@ admin@192.168.88.1 (Cygnal) - WinBox v0.22 on CCR1009-8G-15-15+ (tile

Safe Mode Hide Passwords [l (5)
A5 Cuick Set
i CAPsMAN
¥ Interfaces
T Wircless DHCP Clie 0| =
5 o DHCP Cliert | DHCP Clint Options |
25 Dridge =
e #)=] [«]x] (o] [ 7] [ rsems | o |
== Switch -|'Irrtetface £ |Defauﬂ Route Distance |IF‘ Address |Exp|r&ﬂ After |Statu5 | |Y = b
Mesh vian T 1 searching...
e wians 2 searching... oK
2 |p I viand 3 gearching...
viand 4 searching... Cancel
<7 MPLS I i
vians 5 searching...
# Routing | s & seaching. Use Peer NTP
10 System y Disable
& Queues DHCP Options: [hostname | ¥ | &
mment
Fies dhertid ¥/ 3
g
m Radius Add Default Route: |5fes || $| | Remove |
& Tools I Default Route Diﬂan:ﬂicji -Halease
MNew Teminal
¥ LcD & items (1 selected) il
#Z Pariition
| Make Supout rif
& Manual

enabled Status: seanching. ..

E e




STEP 3 - Add VLAN interface to Firewall/NAT

re admin@192.168.88.1 (Cygnal) - WinBox v6.22 on CCR1009-BG-15-15+ (tile) E'_Tj
IM‘ Hide Passwords [ (7

& Quick Set
1 CAPsMAN NAT Rule < EE
8 Intefaces Filter Rules  NAT |Mmgie Service Ports | Connections  Address Lists  Lay| General |Mva1md Bxra Action Statistics oK
3 Wireless +||= |v| %] & | 7| o0 Reset Counter || 00 Reset Al Cour = 5] R
%2 Bridge: # | |A.c:t|on |Cha|r1 |Du't Interface |B}‘t&s |F‘acksts Sre. Address: | |v Apoly
2 PP 0 =l masquerade  srcnat vlan1 0B
1 =l masquerade  srcnat wlan2 0B Dist. Address: | | -
== Switch 2 = masquerade  srcnat vlan3 0B sable
©18 Mesh 3 =l masquerade srmat vland ﬂ E Protocal: | | - lm‘
4 =l masquerade vlan5 i
=P y --_____ Src. Port: | |~ Copy
ﬁ WPLS £ Dst. Port: | | - Remaove
Routing
Goum S -
®om it -
[ Files Out. Irrterfa{lwim&' [= |a
.| Log
B Rodus Packet Mark: | |-
S Tools P Bitoms (1 selecied) Connection Mark: | | -
New Teminal Routing Mark: | |-
@ LCD Routing Table: | | -
#Z Pariition
D Make Supout rif Connection Type: |
& Manual
[ Ba




e Passwords I £

A& Quick Set
NAT Rule <= o

-
1 CAPsMAN
Fitter Rules Nm—|lllin§e Service Ports  Connections  Address Lists  Lay| General Advanced Bxra Adio”|3i-lidics QK

| Intefaces
#| =] [v][%] (O] [7] [00 ResetComters [[00 ResctiCard o] [T A v | [ Cancd
# |

1 Wirgless
|A.c:tion |[lhain |[.‘rut Interface |Byt&s |Packets
=l masquerade  srcnat vian1 0B L] Log

22 Bridge
0
PPP
= 1 =l masquerade  srcnat vian2 [1]:] Log Prefix; | | - Disable
2 =l masquerade  srcnat vian3 0B
3
4

]

= Switch
°12 Mesh 2l masquerade  srcnat viand 0B Comment

B P
<7 MPLS
42 Routing
5 System
g Queues
| Files
| Log
ﬂ Radius
A& Tools ¥
New Teminal
[_IiTe}

#2 Partition

| 2 Make Supout rif
& Manual

E e

=l masquerade vians 0B

srcnat
| 5 =lmasquerade scnat  wvan8 0B | Copy

il

- 7 77

6 items (1 selacted)
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STEP 1 — Add VLAN Interface with VLAN ID to match the CCR1009

P = - |—|
() admin@00:0C:42:C5:68:7C (Cygnal) - WinBox v6.22 on RB2011UiAS (mipsbe] | B 3
Safe Mode Hide Passwords [l 5

A5 Quick Set
| Interfaces Interface List
I Wireless Iteface Ethemet EolP Tumnel IP Tunel GRETumnel VLAN VRRP Bonding LTE.
LT
o W] ][] (o] [v)
|Name /| Type [Tx | R VLAN ID |Interface
= Switch R 4fviani WLAN 0 bps 1 sfp1l
R 4pvian2 WLAN 0 bps 2 sfpl
Mash
°8 R 4pviand WLAN 0 bps 3 sfpl
= P ¥ R 4pviand VLAN 26 kbps 4 gfpl
477 MPLS I R 4bvlans WLAN O bps 5 sfpl
: R dbvlank WLAN O bps 6 sfpl
4 Routing r R 4bvlan? VLAN Obps 7 sl
i System I R dbvland WLAN 2.6kbps 8 sfpl
R dbvland WLAN O bps 9 sfpl
& Queves R 4bviani0 VLAN 0bps 10 sipi
Files
Log
ﬂ. Radius
ﬁ Tools I3
MNew Teminal
10 tems out of 27
5] .CD
MetaROUTER
"‘ Partition
| | Make Supout fif
& Manual

B Ext



STEP 2 — Add a Bridge Interface

r@ admin@00:0C:42:C5:68:7C (Cygnal) - WinBox v6.22 on REZ011UIAS {mi E —. S
.. Safe Mode Hide Passwords B (S

Bridge |P'“t5 Fiters NAT Hosts Interface <bridge 10

#]|=] [v]l%] [a] [¥] General | STP St Trfic

|Name : |T}"DE |Tx |F'bc |F‘mtum...| . [
+tbridge 1 Bridge 1584 . Obps rstp Name:

+thrdge2 Bridge 1584 . Obps rstp Type: |Eridge
+-thridged Bridge 1584 . Obps rstp
ttbridged Bidge  1584..  Dbps rstp MTU: |
+Hhrhdges Bridge 16584 .. Obps rstp !

+4bridge6 Bidge  1584..  Obps retp Aciual MTU: 1500
+thrdge7 Bridge 1584 . Obps rstp L2 MTL: |E&535
+Hhrdged Bridge 1584 . Obps rstp
+-thridged Bridge Obps rstp MAL Address: |

-——-——- ARP:

Admin. MAC Address:

Ao mmIom i mm

Mew Teminal
= 1D
MetaROUTER
#Z Partition

| o Make Supout if
& Manual

=

10items out of 31 (1 selected)

nnning




STEP 3 — Bind the VLAN interface with the physical ports by bridging

' r—_'l
) admin@00:0C:42:C5:68:7C (Cygnal) - WinBox v6.22 on RE2011UiAS {mipsbe_ E=nf=n X

| . Make Supout rif

& Marual
B Bt

Safe Mode Hide Passwords B (T
A Quick Set
¥ Interfaces Bridge =] E3
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VLAN interface and Physical port (visual help)
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Managing Bandwidth
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PCC with per interface shaping with dynamic distribution

4 -8 mbps
Application #2

DSL1 - Smbps

5 -9 mbps
Application #1

DSL2 - 8mbps

4 mbps
PCC per interface shaping on
asymmetric source



PCC per interface Shaping with equal load distribution

1 mbps everything else
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VLAN Reference:
http://wiki.mikrotik.com/wiki/Vlans_on_Mikrotik_environment

Thanks to :
Louie Datahan of Databyte Computer Sales
Andrian Laping of Lhean’s i-Café (CCBoot)
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