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About Me

kroTik Training events and institutions around the world:

e 1t MikroTik Certified Consultant
in Greece since 2011 o e ke
[MTCRE,MTCWE,MTCTCE] 5 .

e MikroTik Certified Trainer
in Greece since 2012

ogle

 Cyberoam Certified Network & Security Professional (CCNSP)
 BSc (Hon) Applied Computing, Sheffield Hallam University(UK)

* Providing MikroTik Training (On-Site) & Consultancy
(On-site or remote)

» in Greece & Cyprus(EU Region)
» Worldwide as well
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This Presentation Objective

Introduce the IP Based CAPsMAN even for new users of
MikroTik products

— Through an Easy SetUP

Small Routed Network

— CAPs communicating with CAPsMAN by redundant connections
(routing protocol will take care of this)

Monitor CAPs

— Get notified when one goes down



CAPsMAN Features

Centralized management of RouterOS APs
Dual Band AP support

Provisioning of APs

MAC and IP Layer communication with APs
Certificate support for AP communication
Full and Local data forwarding mode

RADIUS MAC authentication

Custom configuration support



Definitions

?CAP?? CAPs? CAPsMAN? AP? Router?

CAPsMAN CAP

e Controlled Access Point e Controlled Access Point

system Manager

> CAPsMAN = a MikroTik router ~ » CAP =a MikroTik router
» CAPs = many Mikrotik routers



Requirements

CAPsMAN
1. x86 or RouterBOARD

based device

2. RouterOS v6.11+

version (Use Latest!)

3. Wireless-fp package
installed and enabled

CAPs
X86 or RouterBOARD

based device

RouterOS v6.11+

version(Use Latest!)

Atheros chipset
(a/b/g/n/ac) wireless card

Wireless-fp package

installed and enabled

At least Level4 RouterQOS

license



CAPsMAN v1 & v2(New)

** CAPsMAN v.6.23+ introduces CAPsMAN v2

Improvements
Some new feautures

s* CAPsMAN v1 is already stable and can be used for production

® Warning: CAPsMAN/CAP v1 is not compatible with v2!

» Upgrade or downgrade everything in the network

¢ Try CAPsMAN v2 initially on non-production environment

R/

** Help us make it better by reporting any possible issues appeared in v2



CAPsMAN Simple Setup

Internet

CAPsMAN

OfficeNet

OfficeNet /\ OfficeNet
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CAPsMAN Simple Setup

Enable CAPsMAN service

Create Bridge interface

Add IP configuration to Bridge interface
Create CAPsMAN Configuration

Create Provisioning rule

Enable CAP mode on the APs



CAPsMAN Simple Setup

* Enable the CAPsMAN service

i Quick Set
1 CAPsMAN Itefaces | Provisioning Configurations Channels Datapaths  Secu
i Interfaces + Al T ARA
S e T MTU |2 MTL
@ bridge CAPs Manager =] E3
=2 PP
- o v bl oK
“Ia Mesh B
Cerficate: b

255 |F' [" Cancel
==

CA Cerificate: -
7 MPLS ) e Apply
98 Routing : Require Peer Cerificate
57 System I Generated Cerificate:
g Gueues Generated CA Cerdificate:
.| Files
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CAPsMAN Simple Setup

* Create Bridge Interface

A Quick Set

4 CAPsMAN Bidge |Ports Fiters NAT Hosts

Interf = il e | e § 5 "

@ Bces || || | Settings

Wireless = e b e =
| Name ! Type L2 MTU TX

™ ri ge o ] >
e New Interface [s] E3
e |

G I i

=5 Sutch eneral | STP Status Traﬁnc | 0K
12 Mesh Q Name: :OfficeNet Cancel
=5 P I Type: ﬁridge Apply
77 MPLS I MTU: [1500 |

. - S Disable
&, Routing L2MTU: | ST
i N mm

53 System MAC Address: |
Q Queues » =1 Copy
= ARP: |enabled ¥
| Files — > Remove

T Admin. MAC Address: |2

Torch
. Radius
A Q0Iis e =
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CAPsMAN Simple Setup

1. Add IP
address

2. Add DHCP
Server

3. Add NAT
rule

MUM PH2014 Manila

Ag Quick Set
1 CAPsMAN
¥ Interfaces
1 Wireless
},’,g Bridge
=3 PPP

2 Routing M
$57 System A

& Queues

[ Files

New Teminal
¥4 MetaROUTER
# Partition

| & Make Supout rif
& WManual

=

'# |Action [Chain

[=]|E3
¢ =] ?
dress . DHCP :Networks Leases Options Option Sets  Alerts
DI ([e][=] [«][5¢] [7] [ oHCP Corfig
Address: |10.10.10.1/24 | IT' |Name - iIhteﬁace Relay lease Ti
Network: b @E
Interface: |OfficeNet 2  Sel
DHCP Server Interface: |OfficeNet | ¥
Back 7 Cancel 7
Copy |
Filter Rulesangle Service Ports Connections Address Lists Layer7 Protocols

7~ Reset Counters || 00 Reset All Counters

=| [~ ll2] [a] [v

|Src. Address |Dst. Address [Proto...|Src. Pot  [Dst. Pot [In. inter...Out. Int... [ Bytes

New NAT Rule
General Advanced Bxtra Action | Statistics

General | Advanced Extra Action Statistics
Chain: |srcnat
Src. Address: [ ](10.10.10.0/24
Dst. Address:

Georgios Argyrides - george@argyrides.gr 14



CAPsMAN Simple Setup

 Add new CAPsMAN Configuration

[=1/E3
Interfaces Provisioningannels Datapaths Securty Cfg. Access List Remote CAP  Radio Registration Table
2 SiE
|Name / |SSID |Hide SSID |Load Bal... |Country  |Channel |Frequency bBand | Datapat ¥ |

| New CAPs Configuration

annel Datapath Securty | Wireless Channel Security Wireless Channel Datapath
Name: |OfficeNet Datapath: Security: | (R4
Mode: .
Bridge: |OfficeNet Authertication Type: v/ WPAPSK (v WPA2PSK || WPAEAP | | WPA2EAP a
SSID: |Office ‘
: Bridge Cost: Encryption: |v| aes ccm tkip -
Hide SSID: =
Bridge Horizon: Group Encryption: |aes ccm ¥ A
Load Balancing Group: : -
Passphrase: |OfficeNet | -

Local Forwarding:

Country: |united states ‘ EAP Methods:
Client To Client Forwarding: e

<

Max Station Count:
VLAN Mode:

Multicast Helper:
VLAN ID:

HT Tx Chains:

HT Rx Chains:

HT Guard Interval:
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CAP to CAPsMAN IP Based Connection

IP (UDP) Layer3
» CAP communicates CAPsMAN
using IP protocol

v' Can traverse NAT when
required

= Management connection
between CAP and CAPsMAN is
secured using DTLS

=  CAP client data traffic is not
secured

» |If encryption is
required IPSec or
encrypted tunnels can
be used

MUM PH2014 Manila

Specify IP on The CAP

Interfaces | Metreme Dual Access List  Registration Connect List  Securty Profiles C

L i ¢ Scanner || Freq. Uzage || Alignmer
Mame Type L2 MTU | Tx Fax
CAP =] E3
o) v Enzbled oK
ﬁ Interfaces: | wian7 ¥ | 5 Cance]
Cerificate: |none ¥ Aoply
Discovery Interfaces: =
Lock To CAP=MAN
ﬂ CAPsMAN Addresses: (1051251 —
CAPsMAN MNames: =
CAPsMAN Certificate Common Names: =
Bridge: |none ¥
Requested Certificate:
Locked CAPsMAN Common Name:
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CAPsMAN and CAP in one board

 Does your CAPsMAN router has a wireless interface too?

v'  Enable CAP & Connect it to it self (127.0.0.1) for central
management

Interfaces | Mstreme Dual = Access List  Registration  Connect List | Sect

- = | Scanner || Freq. Usa

Mame Type [Z2MTU | Tx

ﬂ v [Enabied

“ Intefaces: |wian 7 |5
Certificate: |none ¥
Discovery Intefaces: =

Lock To CAPsMAN
ﬁCAF‘s MAN Addresses: |127.0.0.1 =
CAPsMAN Names: -
CAPsMAMN Certfficate Comman Mames: >

L

Bridge: none

Requested Cerfficate:

Locked CAPsMAMN Common Mame:

MUM PH2014 Manila Georgios Argyrides - george@argyrides.gr



CAPsMAN Simple Setup

 Add new Provisioning rule

MUM PH2014 Manila

Irrterfacesnﬁgumtinns Channels Datapaths Seo

&= T
H | Radio MAC Action Master Configurati... | Slave (
Radio MAC: |00:00:00:00:00:00 oK
Action: |create dynamic enabled | # Cancel
Master Configuration: |CfficeMet * Apphy
Slave Configuration: - Disable
Mame Prefic: |Office AP . Comment
Copy
Remave

enabled

Georgios Argyrides - george@argyrides.gr
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CAPsMAN Simple Setup

e Check the “Interface” status on:

CAPsMAN CAP

Wireless Tables

Access List Registration Connect List  Security

Interfaces | Provisioning Corfigurations Channels Datapaths Security Interfaces | Nstreme Dual
g | = (=1 | W | | Manager AAA - = | T CAP Scanner || Freq. Usage
Mame Type MTU L2 MTU | Mame Type L2 MTU | Tx
DSMB  <OfficeAP Interfaces 1500 1600 — managed by CAPsMAN
Interface <OfficeAP1: : n:haT:I_:1EiE _EZ-CegnjjiEnlESIP_ E:'f:fgic:e. C.%F‘zr:’l._ﬂ-.N forwarding
General Wireless Channel Datapath Securty Status | Traffic
Cument State: running-ap

Cument Channel: |2427/20-Ce/gn(30dBm)
Current Rate Set: |(CCK:1-11 OFDM:6-54 BW: Tx-2x HT:0-7

Curment Basic Rate Set: |(OFDM:& BW:1x HT:0-7

MUM PH2014 Manila Georgios Argyrides - george@argyrides.gr 19



CAPsMAN Registration table

Inteffaces Provisioning Configurations Channels Datapaths Securty Cfg.  Access List Femote CAP  Radio |j Registration Table
=T

Interface  + |MAC Address TxRate |RxRate |TxSional |Rx Signal |Uptime | Tx/Rx Packets | To/Fx Bytes |
OfficeAP3  18:34:51:41.75C0  65Mbps-.. 65Mbps-.. 0 44 00:03:17... 31395/33212  29.3 MiB/29.5 MiB

CAPs AP Client <18:34:51:41:75:C0

Interface: |Dﬁ‘|ce.|“-.F'3 | oK
MAC Address: |18:34:51:41:75.CD | S
Tx Rate: |65Mbps-20MHz/15 ' [ Copyto Acoess List

Rx Rate: |65Mbps-20MHz/15 |

Tx Rate Set: |CCK:1-11 OFDM:6-54 BW:1x HT:0-7 |

Tx Signal: |D |

Rx Signal: |-44 |

Uptime: |00:03:17.70 |

To/Fx Packets: |31395/33 212 |

Tw/Fix Bytes: |29.8 MiB/29.5 MiB |

MUM PH2014 Manila Georgios Argyrides - george@argyrides.gr
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Manual Provisioning

* Changing Provisioning rules doesn't effect already
configured CAPs, manual Provisioning required:
= Remove CAP interface
" |nitiate Provision command on the CAP

CAPsMAN

Intefaces  Provisioning Corfigurations Channels Datapaths Securty Cfg.  Access List  Remote CAP J§ Radio

g

Radio MALC Remote CAP Mame | Remote CAPId... - |Interface
......... ACBENCEC:63:28 | [ACSECHLE3:28]  Roomd
P 4C:5E0C:6C.63:2B [4C:5E:0C:6C:63.2B] Room3 CficeAFRT
P 4C:5E:0C:6C.63:4C [4C:5E:0C:6C:63:4C] Room1 Cfficedrs
P 4C:5E0C:6C.63.3A [4C:5E:0C:6C:63.3A] RoomZ CfficeAR3

MUM PH2014 Manila Georgios Argyrides - george@argyrides.gr
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CAP Identification

 MAC/IP address * System Identity

* RouterBoard model * Main wireless MAC
e Serial Number of the Board * State of the CAP

* RouterQS version * Radio count

CAPsMAN

Interfaces  Provisioning Configurations Channels Datapaths Security Cfg.  Access List f§ Bemote CAP BRadic  Registration Table

T | | Provision
Address MName Board Serial Version |ldentity Base MALC State Radios
- AC:5E:0C:6C:63:26 [4C.5E.0C.6C:63:28] REmAP2Zn 52760434DCE4 6.15 Roomd4  4C:5E:0C:6C:63:28 Run 1

AC:HEOC6C63:29 [4C5E.0C.6C:63:2E] RBmAPZn 52/60MECIDAI 615 Room3 4C:5E:0C:6C:63:2B Run
4C-hE:0C-6C63:38 [4CHE:OC:6C:63:3A] RBmAPZn 527604345E6A 6.15 Room2 4C-5E:0C-6C:63:3A Run
4C:HE-0C-6C63:4A [4C.HE:0C:6C:63:4C] RBmAPZn 527604D1D5D4 6.15 Room1 4C-5E:0C-6C:63:4C Run
ffff:10.5.125.172 [D4:CAED:AZ:85:60] RBmAPZn 527602055F22 619 Room5 D4:.CA:6D:AZ:85:60 Run

MUM PH2014 Manila Georgios Argyrides - george@argyrides.gr 22



CAPsMAN static CAP interface

Interface name or setting does not change after a reboot

* Additional manual setting override

 Copy dynamic interface to make static interface

Inledfaces  Provisioning  Corfigurations  Channels  Otapaths  Secuiy (g, Access List  Remote CAF Radio  Regstrtion Table
& = T | | Managar AR
Mame Tvpe MTU  |[LZMTU T Fix T Packet [p/5) | FoPacket s} 5SI0 Hide 551D L
DSME  4OfficeAPS Interfaces 1500 1600 Obpa Obps ] i}
Generdd | Winless Channel Datapath  Secuty Sistus  Trafic Generd | Widless Channel Datapath  Secuty Sistus  Trafic
Mams: |[OfficatPS ﬂ”ﬂ'ﬂi RaamEan Cancsl
Lopy
Tipe  iedaces - Type  iedaces Apoly
MTL: 1500 MTU: 1500
Torch Disable
L2 MTL: | 1500 L2 MTL: | 1500
Commert
MAC Address: | D4 CAGD-AZE560 MAC Address: | D4 CAGD-AZE5:60 -
oy
BRAP- |enabled ¥ MAP- |enabled ¥
Remeve
Radio MAC: | D4CABD-AZESED Radio MAC: | D4 CABD-AZE5:60
Taorch
o Maater Interface: none ¥ Master Interfaca: \nore

MUM PH2014 Manila Georgios Argyrides - george@argyrides.gr 23



CAPsMAN Virtual AP

Internet

CAPsMAN

/\ OfficeNe

| GuestNet

| OfficeNet

| GuestNet
" /

| OfficeNet _ | OfficeNet _

{
| GuestNet | GuestNet _

<
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CAPsMAN VirtualAP Configuration

Create new Bridge interface and IP
configuration for the Virtual APs

» Or use the same bridge interface
used for Master AP

Create a new configuration for the VirtualAP

Specify the new configuration in Provisioning
rule as Slave Configuration

Remove all CAP interfaces

Initiate Manual Provisioning on all the CAPs



CAPsMAN VirtualAP Setup

Interfaces  Provisioning annels Datapaths Securty Cfg.  Access List Remote CAP | Radio  Reagistration Table

©1 SEI

Mame 551D Hide 5510 |Load Bal... |Country Channel Frequency Band ]
OfficeNet Office united sta...

MNew CAPs Corfiguration
annel Datapath Securty | Wireless Channel
Mame: |GuestMet Datapath: -
Mode: —
Bridge: |GuestMet ¥ A
S510: | Guest
Bridge Cost: -
Hide SSID:
Bridge Horizon: -
Load Balancing Group:
Local Forwarding: -
Country:
Client To Client Forwarding: -
Max Station Court:
- VLAN Mode: b
Multicast Helper:
VLAN ID: b
HT Tx Chains:
HT Rx Chains:

HT Guard Interval:
MUM PH2014 Manila Georgios Argyrides - george@argyrides.gr




CAPsMAN VirtualAP Setup

Interfaces -mﬁgumtiuns Channelz Datapaths Sec
Interfaces | Provisioning Corfigurstions Channels Datapaths
d = v ® O T
# | |Radio MAC Action Master Corfigurati... | Slave ( + =] T Manager AAA
0  (0:00:00:00:00:00 create dy... CfficeMet N T MTU 1
ame ype
S S B DSMB  &OfficeAPT Interfaces 1500
Radio MAC: |00:00:00:00:00:00 DSE O0ficeAP1-1  Interfaces 1500
Action: |create dynamic enabled ||+ DSMEB @DHICEAPE Interfaces 1500
Master Confiquration: |G = OSE G OfficeAP2-1  Interfaces 1500
guration: | Office Net * Apply .
DSME  4#OfficeAP2 Interfaces 1500
Slave Corfiguration: |GuestMet F A - DSE $Office AP Interfaces 1500
DSMB  4CfficeAP4 Interfaces 1500
Mame Prefic: |Office AP - 0SB G OfficeAP4-1  Interfaces 1500
SME @ RoomBAP Interfaces 1500
enabled

CAPsMAM
Intefaces Provisioning Configurations Channels Datapaths Securty Cfg.  Access List Remote CAPJ Radio

=]

(LY L0 ot

. (g R 5 G e
4C.5E:0C.6C63:2EB [4C:5E:0C-6C:63:...

4C.5E:0C:6C-63:3A [4C-5E:0C-6C-63:. ..
4C-5E:0C:6C63:4C [4C-5E:0C-6C.63:. ..
D4:CA6D:AZ:85:60
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CAPsMAN static VirtualAP

Interfaces Q'Provisioning Configurations Channel

E)- (v % (ol [¥] [t

'DSMB
DSB
DSMB
DSB
'DSMB
'DSB
DSMB
DSB
SMB

 Name

4 Office AP

¢ | Type
Interfaces

4pOfficeAP1-1  Interfaces

4 Office AP2

Interfaces

4pOfficeAP2-1 Interfaces

4pOffice AP3

Interfaces

4pOfficeAP3-1  Interfaces

4P Office AP4

Interfaces

4pOfficeAP4-1  Interfaces

4> Room5AP

Interfaces

ireless Channel Datapath Securty

Name:
Type:
MTU:

ARP:

Radio MAC:

Master Interface:

Room5VAP

:'Intrerfaces
11500

L2 MTU: |

MAC Address: |00:00:00:00:00:00

enabled

00:00:00:00:00:00

; Room5AP

MUM PH2014 Manila

Datapaths Securty Cfg. Access List Remote CAP Radio Registration Table

[MTU

1500
1500
1500
1500
1500
1500
1500
1500
1500

[2MTU [Tx
1600
1600
1600
1600
1600
1600
1600
1600
1600

New Interfface

Channel Datapath Security Status  Traffic
Configuration: |GuestNet

General

Load Balancing Group:

Max Station Count: |

Georgios Argyrides - george@argyrides.gr

Mode:
SSID: |GuestAP
Hide SSID: |

Country:

0 bps
0 bps
Obps
0 bps
0 bps
0 bps
Obps
0 bps

R
0 bps

0 bps
0 bps
0 bps
Obps
0 bps
0 bps
0 bps
Obps
0 bps

| Tx Packet {p/s)

etl

L= I e e e Y e Y e e e e

| Rx Packet (p/s)

OK

Cancel

Apply

Disable

Comment

Copy

Remove

Torch

28



CAPsMAN Access List Features

MAC Authentication
Radius Query support
MAC Mask support
Signal Range

Time

Private Passphrase

VLAN ID assighment



CAPsMAN Access List

Allow Apple devices to connect

Let RADIUS server decide for the rest of devices

Imterffaces  Prowisioning Corfigurations  Channels Datapaths SEcurity[Eg.emute CAP Radio Registration Table

&l T
H MAC Address MAC Mask Interface
MAC Address: |18:34:51:00:00:00
MAC Mask: |FF:FF:FF:00:00:00
Interface:
Signal Range:
Dizable
- Ti

Action: |accept *
AP Tx Limit:

Client Tx Limit:

enabled

Private Passphrase:

Client To Client Forwarding:
RADIUS Accounting:

VLAM Mode:
VLAM 1D:

Signal Ra...| Action
New CAPs Access Rule

MAC Address: ||
MAC Mask:
Interface:

Signal Range:

* - Time

Action:

AP Tx Limit:

Client Tx Limit:

Private Passphrase:

Client To Client Forwarding:
RADIUS Accounting:

VLAN Mode:
VLAM 1D:

enabled

Client To Clie...

guerny radius

WVLAN Mo... |VLAN ID

= E3
v o]
- Tom
" [owe |
v
-
-
-
-
-
-

MUM PH2014 Manila
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CAPsMAN Configuration override

* Configuration
overrides Channel
setting

 [nterface overrides
Channel and
Configuration setting

MUM PH2014 Manila Georgios Argyrides -

New CAPs Channel =] E3
Name: |=iEWa=l oK
Frequency: 2412 MHz Cancel
Width: b Apphy

Mew CAPs Configuration

Wireless Channel | Datapath | Security

Channel: ¥ |-
Frequency: | 2437 MHz &
Width: -

MNew Interface

General Wireless Channel | Datapath  Securty Status  Traffic
Channel: |channell ¥ | A
Frequency: |2462 MHz &
Width: -

Intefface <capl:=

General Wireless Channel Datapath  Securty  Status | Traffic
Cument State: |running-ap
Current Channel: | 2462/20-eC/an{30dBm)
Cument Rate Set: |CCK:1-11 OFDM:6-54 BW: Ix-2« HT:0-7
Current Basic Rate Set: [OFDM:G BW:Tx HT:0-7

george@argyrides.gr 31



CAPsMAN Auto Certificate

e Enable Certificate and CA Certificate on CAPsMAN

Iterfaces | Provisioning Configurations Channels Datapaths  Secu Interfaces | Provisioning Corfigurations Channels Datapaths  Security Cfe
+ =) | ¥ AMA % =] [¥ AAA
MName Type MTU L2 MTL MName Type MTU L2 MTU |Tx
CAPs Manager =] E3 CAP= Manager =] E3
v| :Enabled : 0K v| :Enabled : 0K
Cerificate: auto ¥ | A Certificate: |auto ¥
Cancel Cancel
CA Certificate: |auto ¥ | A CA Cerificate: |auto ¥
Apply Apply
Require Peer Certificate Require Peer Certificate
Generated Certificate: Generated Certificate: |CAPsMAN-DACAGDEIS0AD
Generated CA Certificate: Generated CA Cerificate: | CAPsMAN-CA-DACAGDES50A0
MUM PH2014 Manila Georgios Argyrides - george@argyrides.gr 32



CAPsMAN Auto Certificate
* Enable “Request” Certificate on CAP

Itedfaces  Netreme Dual Access Lis Registration Connect List  Secuity Pr | IMterfaces | Nstreme Dual Access List Registration Connect List  Security Pn
L &l [T Scanner | Freq. Usage L 2 =l Scanner | Freq. Uzage
Mame Type L2MTU |Tx Name Type L2 MTU |Tx
cA = B3 [m]|E3
0K v/ Enabled 0K
[ efaces Cancel Interfaces:  wian? F A m
Carificate Poply Cetificale: request * Roply
Discavery Intedaces: stherl ¥ | - Discovery Interfaces:  ather] ¥ =
Lock To CAPsMAM Lock To CAPsMAN
CAPsMAN Addresses: —] CAPsMAN Addresses: —
CAPsMAN MNames: — CAPsMAN Names: —
CAPsMAM Cedificate Common Names: = CAPsMAN Cerificate Common Mames -
Bridge: bndgelocal + Bridge: brdgelocal ¥
Locked CAPsMAN Common Mame Locked CAPsMAN Common Name
33
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CAPsMAN Auto Certificate

* Accept connections only from CAPs with
valid certificate

Interfaces | Provisioning Corfigurations Channels Datapaths  Security Cfc

+ Sl = S

Mame Type MTU L2 MTU |Tx
vl Enabled. oo oK
Cedificate: |auto ¥ . Cancel

+l
»

CA Cerificate: |auto

Apply

v Heguire Peer Cerfficate

Generated Cerificate: CAPsMAN-DACARDESH0A0
Generated CA Cerfficate: CAPsMAMN-CA-DACASDEIS0AD

MUM PH2014 Manila Georgios Argyrides - george@argyrides.gr



CAPsMAN Antenna Gain
(Country Regulations)

* Antenna-gain value
is taken from the
CAP interface

 Must be configured on
AP before you enable
radio in CAP mode

Example
» Antenna-gain: 6dBi
» EIRP: 30dB

intefaces | Provisioning Corfigurations Channels Datapaths Securty Cfg.  Access Lis
b = v % O T | Manager AAA

Name Type MTU  L2MTU Tx
MB_ 4pcap] Interfaces 1500 1600

interfaces  Nstreme Dual Access List Registration Connect List  Security Profiles  Che
- (3% 9T CApP Scanner | Freq. Usage | Alignment

- chiannel: . : Loc . -] ardin
Intesface <caplz

General Wisless Channel Datapath Secuity Status  Traffic

Cument State: |nnning-ap

Cumert Channel: |2442/20-Ce/gn(30dBm)

Cument Rate Set: (CCK:1-11 QFDM:6-54 BW: Tx-2x HT-0-15
Cument Basic Rate Set: (OFDM-6 BW: 1x HT:0-7
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Simple Routed CAPs Network
(with redundancy)

"____(-—-w""""a"' e

T w 7T\
C&.\_/—)) Network X C&,\_/_)}
Internet . Network Y
.. : o
I..‘ ; -.-.
-_..
....
'I
.'
I-.
.'l
- . - .l
| ,/ e e ]
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Simple Routed CAPs Network
(with redundancy)

CAPsMAN

Ethernet2

e Ethernetl: Internet Connection
e Ethernet2: Connection with CAP1
e Ethernet3: Connection with CAP2



Simple Routed CAPs Network
(with redundancy)

CAPsMAN U EE
. + 4T

Internet Address MNetwork Intefface -

EthernEtl Mew Address =E

Address: |192.188) oK
Metworl: hd C |
Interface: |efher? ¥ Apphy

EEEEE

enabled

['Tiems

 Add IP addresses for CAPsMAN <-> CAP1 & CAP3 communication
— CAPsMAN Ethernet2(to CAP1 Ethernetl): 192.168.100.1/30
— CAPsMAN Ethernet3(to CAP3 Ethernet2): 192.168.100.14/30

e Create a Bridge interface and add IP address 192.168.200.1/32 on it

— From now on known as loopback IP address of CAPsMAN
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Simple Routed CAPs Network
(with redundancy)

CAPsMAN _
R Instances Networks | Areas Area Ranges  Virual Links ...
T, _u_)} + =l
Metwork Area -
New OSPF Network =] E3
Network: [132.168.200.1/32
Area: |backbone ¥
enabled
1item

 Enable OSPF routing protocol (add networks)
— 192.168.100.0/30
— 192.168.100.12/30
— 192.168.200.1/32
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Simple Routed CAPs Network
(with redundancy)

Similarly do on CAP1

e Add IP addresses

— CAP1 Ethernetl(to CAPsMAN Ethernet2): 192.168.100.2/30
— CAP1 Ethernet2(to CAP2 Ethernetl): 192.168.100.5/30

 Add loopback interface(new bridge) and IP address
192.168.101.1/32 on it

* Enable OSPF routing protocol (add networks) P
— 192.168.100.0/30 |
— 192.168.100.4/30 T

— 192.168.101.1/32

CAPZ CAP3

Q NV — W



Simple Routed CAPs Network
(with redundancy)

Similarly do on CAP2

e Add IP addresses
— CAP2 Ethernetl(to CAP1 Ethernet2): 192.168.100.6/30
— CAP2 Ethernet2(to CAP3 Ethernetl): 192.168.100.9/30

 Add loopback interface(new bridge) and IP address
192.168.101.2/32 on it

 Enable OSPF routing protocol (add networks) M,
— 192.168.100.4/30 |
— 192.168.100.8/30 ———

— 192.168.101.2/32 / \



Simple Routed CAPs Network
(with redundancy)

Similarly do on CAP3

e Add IP addresses
— CAP3 Ethernetl(to CAP2 Ethernet2): 192.168.100.10/30
— CAP3 Ethernet2(to CAPsMAN Ethernet3): 192.168.100.13/30

 Add loopback interface(new bridge) and IP address
192.168.101.3/32 on it

* Enable OSPF routing protocol (add networks) A_ﬁ/
— 192.168.100.8/30 I
— 192.168.100.12/30

— 192.168.101.3/32 / \
| v



Monitor CAPs

* Get notified when any of your Controlled Access Points goes down

— Power Supply Failure?

— Board Failure?
— Any other reason

» Just use loopback
address of each CAP
as “host”

MUM PH2014 Manila

M Radius
2 Tools

| Mew Teminal
=4 MetaROUTER
#2 Partition

| 2 Make Supout rif

Mew WinBox

& Manual
B Ext

Email

Flood Ping
Graphing

IP Scan

MAC Server
Netwatch
Packet Sniffer
Ping

Fing Speed
Profile

SMS

Telnet

Torch
Traceroute
Traffic Generator
Traffir: Manitar
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[Ol[x]
d = v % A T
Huost Irterval Timeout {ms) | Status -
o CAPT

“»10.1.0.2 00:01:00 1000 down

Metwatch Host <10.1.0.2

Host | Up  Down
Host: |
Interval: |00:01:00 Apply
Timeout: | 1000 ms

Dizable

Status: |down Comment

Since: |Mov/16/2014 17:15:41 Copy

Remove

enabled
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Monitor CAPs

» You can use sms or email tool

Suggestion/idea for

MikroTik Development Team
(maybe in CAPsMAN v?2)

( Option to Enable Monitoring
for IP Managed CAPs(one/a group/all)

 Every time “Monitoring” is enabled for
an IP CAP ,a Dynamic rule could be

created on Netwatch

= v (% O T

Host Interval Timeout (ms) |Status -
o CAPT
Wy 10102 00:01:00 10 down

Netwatch Host <10.1.0.2>
Host Up Down

Disable

Comment

Copy

Remaove

enabled

 Dynamic Rule will be remove if monitoring option is disabled
* The same option/tab can configure the Up/Down Scripts
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Comments? Questions?

Thank You!

Enjoy the Rest of the MUM

Need Help? A reliable partner? Contact me for:

O

©)
©)
©)

MikroTik Training Enquiries (Greek & English)

Consultancy & Solutions for New or Existing ISP/WISP
Telephony-VolP Solutions (Wholesale or Retail/CallingCard)
A custom Network/Telecom service or solution

? Georgios Argyrides
+357-22-030212
+1-561-853-0199

>< george@argyrides.gr



