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Dynamic DNS & Cloud Feature
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Pynamic DNS Update Tool
ain name pointing to Dynamic IP

ends DNS update request to name server

S update could be secured

= hmac-md>5 is the only supported Algorithm
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Pynamic DNS Update Tool

portant to know:
orks only with BIND Server

stem Clock should be differ less than 5 Mins




BIND
Software Package

Name Domalin
)pen Source Software Package (DNS Server)

‘= Developed by Internet Software Consortium (1SC)

= Most widely used DNS software




kxample

BIND Server: 1.1.1.1 Zone: example.com Name: mydomain
Address: 2.2.2.2 key-name: test Key: update

BIND Server

MikroTik Router

1P:2.2.2.2 E.1.1.1

Update Ret
IP:192.168.1.0/24




DIDINS update Script for changeip.com

Enhanced DDNS Solutions
ee solutions as well as Prepaid

= Set scheduler to run Script once in a while




WIINIS update Seript for changeip.com

= Editing of Global Variables is needed
= Scheduler also can set manually
= Behind NAT Script Is also available

Changeip.com Server

MikroTik Router

rovteri>oawc) YY) IP:1.1.1.1 ||[==

= Update Ret
IP:192.168.1.0/24




add name=HomingBeacon-Simple pao
\n#\r\
\n# CONFIGURATION FIELD DEFINI
\n# ddnsuser: ChangelP.com user
\n# ddnspass: ChangelP.conr
\n# ddnshost: hostna
\n# ddnsinterface: Ente
\n:global ddnsuser \"Change
\n:global ddnspass \"PASSWOR
\n:global ddnshost \"MyRoutert
\n:global ddnsinterface \"ether
\n:global ddnssystem (\"mt-\"" .
\_name=system] version] )\r\
\n:global ddnsip [ Zip address get [/
face] address J\r\ '
\n:global ddnslastip\r
\n:if ([:len [/int :
\"'DDNS: No inter
\n:if ([ -typeof Y
0.0.070 }\r\ =
\n:i1f ([ :typeof \
\n:log info (\"'DDNS
lease check . \")\r\
\n} else={\r\ e
\n :if (\$ddnsip
\n :log info \"C
\n  :log info [ :pL
ddns $ddn
\n |




k. sehind the NAT Scenario

= .

Changeip.com Server

MikroTik Gateway

1.1

'1

”‘“ MikroTik Router % P
u“ 192.168.1.10 =
\ G:192.168.1.1




/system script

add name=DDNS policy=\

\n#\r\

\n:local user \"user\'\i

\n:local pass \''pas

\n:local host \"host\

\NHHAHAHAHAHAHAEN N\

\NHHHHBHHHHBHHAEN\

\n:global lastwanip;\r\

\n:if ([ :typeof \$lastwanip
F:\r\\ -
\n:local wanip [:resolve \$host

\n:if ( \$wan|p = astwanip ) dc

\n\t/tool fetch dress=\""
path=\"/dyndns.chec '

\n\t:local res

\n\t:local res

\n\t:local sta

\n\t:set startLc

\n\t:local endLoc

\n\t:local cu

\n\t:set lastws

\n\t:put [/tool

-~=’.‘i -

\n}

em

ME€
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DD} update Script for DynDNS

One of th.e '-' ced DDNS provider (Prepaid)
cript is same as changeip with little difference

= Set scheduler to run Script once in a while




WIDINIS update Script for DynDNS

= Editing of Global Variables is needed
= Scheduler also can set manually
= Behind NAT Script Is also available

DynDNS Server

MikroTik Router

1P:2.2.2.2 1P:1.1.1.1 g==

esrbeaeal () date Ret

IP:192.168.1.0/24




# Detine User Variables
:global ddnsuser "DYNDNSUSER"
:global ddnspass "DYNDNSPASS"
:global ddnshost "DYNDNSHOST"
# Define Global Variables
:global ddnsip
:global ddnslastip
:if ([ :typeof $ddnslastip | =nil ) do—
:global ddnsinterface
:global ddnssystem ("mt-" . [/system pack
# Define Local Variables
‘local int |
# Loop thru interfaces and look for ones containing
# default gateways without r :
:foreach int in=[/ip rou
:if ([:typeof [/ip route g
:global ddnsinterface [/

}
} :
# Grab the current IP addre
:global ddnsip [ /ip adc
# Did we get an IP addre
:if ([ :typec $d ip | = ni
log int ip

e=|

an




BBehind the NAT Scenario

DynDNS Server

MikroTik Gateway

=t = s =—"1=W |P:2.2.2.2 IP:1.1.1.1

MikroTik Router
192.168.1.10
G:192.168.1.1




# Set needed variables
:local username "YourUsername"
local password "YourPasswor
:local hostname "nohostset"
:global dyndnsForce
:global previousIP
log info ("UpdateDynDNS: userna
log info ("UpdateDynDNS: hostname *
log info ("UpdateDynDNS: previousIP = §
# parse the current IP result
:local resultLen [:len $result]
local startLoc [:find $result ": " -
:set startLoc ($startLoc -
local endLoc [:find $re
:local currentIP [:pick §
Jlog info "UpdateDynD:!
#:set dyndnsForce true
if (($currentIP != $previo

:set dyndnsForce false

:set previouslP $curre

/tool fetch user=$usern
path=" ‘update?hos

:local nc

> inf
1fo
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DIDNS update Script for DNSoMATIC

Prc vides Free s¢ Vices
‘opagating DNS updates to third parties
NDNS, Changeip, OpenDNS and other 27 more

= Announce to all third parties with single update




VNS update Script for DNSoMATIC
= Editing of Global Variables is needed
= Scheduler also can set manually

DNSoMATIC Server

MikroTik Router

i .
="t == =="1=W [P:2.2.2.2 IP:1.1.1.1 I =

rE.
e | e SN

Update Ret
IP:192.168.1.0/24

Dpenf}NS Server




:global previousIP;
iif ([/interface get $inetinterface Value-n |

# Get the current IP on the ir :
:local currentIP [/ip address g

# Strip the net mask off the IP a

:for i from=( [:len $currentIP] - 1

:if ([:pick $currentIP $i] ="/") do=
:set currentIP [:pick $currentIP 0 $i]

}
}

:if ($currentIP != $previouslP) do={
Jlog info "DNSoMatic: Update needed”
:set previousIP $currentIP

# The update URL.
commands.

:local url
"http:/ /updates. dnsom
NOCHG"

:local matichostarray;
:set 1 atlchostarray [:to
foreach ost i —$mat1c
log ir DN . SEi

00] ; ho
= (8

O &




‘Behind the NAT Scenario

DNSoMATIC Server

MikroTik Router

IP:1:1.1.4

Server

MikroTik Router fJ-—-*"’ DynDNS Server

192.168.1.10
- G:192.168.1.1 L

Server

changelP Server

Behind the NAT

Server

OpenDNS Server




:global previouslIP;

:log info "Fetching current IP"

# Get the current public IP using

/tool fetch url="http:/ /myip.dnso

# Read the current public IP into the

:local currentIP [/file get mypublicip.txt
:log info "Fetched current IP as $currentIP'
if (ScurrentIP != $previouslP) do={

:log info "DNSoMatic: Update needed" :set previc
question mark (?). Required ecial chara
"http:/ /updates.dnso nyip=$
NOCHG"

:local matichostarray;

:set matichostarray [:to

:foreach host in=$matic]

:log info "DNSoMatic: |
/tool fetch url=($url .
path=("dnson atlcupda

log DNSoMatic:

\ o=
.
10

i




MikroTik Cloud Service

RouterOS V6.14

'DDNS Nam Service for RouterBoards
seful when IP changes often

oVvides 2 Services:

1. DDNS
2. Approximate Time

m More features added later on




Mikro'lik Cloud Service

Cloud E E
Enabled K

Update Time

Public Address: (41 8625124

ONS Name: |4bab(2b0bef4 sn.mynetname net

Cancel
Apply

Force Update

If you wish to send your local IP address:

[admin@E- MATIN] /ip cloud advanced» 3et use-local-address=

noc  yes

[admin@E- MAIN] /ip cloud advanced>» set use-local-address=yes




ikrolik Cloud Service

<NOW:
 Such access should be accepted by firewall

1 case of having multiple Public IPs/Gateways, IP
sed for the update may not be as expected

= There s no any expire time for DDNS records




Conclusion

outerOS new features

likroTik Developers working day by day to
Orove

our feedbacks highly looking forwarded

[=]
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