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OBJECTIVE

why must have the IP Address for all cAP

how to create different services from CAPsMAN to cAP



CAPs MAN BASIC

CAPs MAN’s Controlled Access Point system Manager

CAP’s Controlled Access Points

CAPsMAN to CAP Connection can be via Layer2 (MAC connection) and Layer3 (IP
connection)

*MoreDetail for CAPs MAN
http: / /wiki.mikrotik.com /wiki/Manual: CAPsMAN




CAPs MAN TO CAP CONNECTION VIA MAC

CAPs MAN

Boardcast Domain / same Segment

Boardcast Domain / same Segment / Layer 2 Switch

Boardcast Domain / saume Segment

cAP cAP cAP cAP

Boardcast Domain / same Segment



CAPs MAN TO CAP CONNECTION VIA [P ADDRESS

CAPs MAN

10.1.1.10/24

192.168.1.2/24
i - cAP
*Only condition
CAP must Ping test to CAPs MAN success =
192.168.2.2/24

L3 Switch / Router

192.168.1,1724
N »

X e

100.001/24 Nyt
g 192.168.2.1/24
192.168.3.1/24
192.168.3.2/24

cAP



NETWORK DIAGRAM

CAPs MAN
[ 1P Address : 10.1.1.1/24

Management 1P-Address

Coffee Shop Service
IP Address 192.168.10.1

Services 1

I Canteen Service

Services 2
IP Address 192.168.20.1 /%24

I Class Room Service > Services 3
IP Address 192.168.30.1 /%24

Coffee Shop

IP Address : 10.1.1.2/24

Canteen

IP Address : 10.1.1.3/24

Class Room

* Teap 3

IP Address : 10.1.1.4/24

SSID : Coffee Shop

Assign IP Address
192.168.10.2-192.168.10.254
Gateway 192.168.10.1

SSID : Canteen

Assign IP Address
192.168.20.2-192.168.20.254
Gateway 192.168.20.1

SSID : Class Room

Assign IP Address
192.168.30.2-192.168.30.254
Gateway 192.168.30.1



EASY TO UNDERSTAND CAPs MAN

CAPs MAN and CAP



EASY TO UNDERSTAND CAPs MAN'S CONCEPT

Mode AP
SSID: Servicel
Band: 2.4GHz b/g/n
1‘ Data Path: Bridge-Service1

N cAP 1

Servicel Profile
Mode AP =
SSID: Servicel
Band: 2ghz-b/g/n
Data Path: Bridge-Servicel

sS| je 1
\\.E cAP 3 B z b/g/n
CAPs MAN Dat: : Bridge-Service
cAP 2
Layer 2 Connection Example AN Mode AP
i SSID: Servicel

Band: 2.4GHz b/g/n
Data Path: Bridge-Service 1



EASY TO UNDERSTAND CAPs MAN'S CONCEPT

Servicel Profile

- Mode AP

- SSID: Servicel

- Band: 2ghz-b/g/n

- Data Path: Bridge-Servicel

Service2 Profile

- Mode AP

- SSID: Service2

- Band: 2ghz-b/g/n

- Data Path: Bridge-Servicel

Servicel

Layer 2 Connection Example

Mode AP
SSID: Servicel
Band: 2.4GHz b/g/n
/i Data Path: Bridge-Service

W= AP

TN

MAC & xx.xx.xx.xx.xx.11

N5 cap3
=Y Mode AP
SSID: Servicel
MAC : xxoxxx.xx.xx.13  Band: 2.4GHz b/g/n

Data Path: Bridge-Service

Mode AP

SSID: Servicel

MAC : xx.xx.xx.xx.xx.12  Band: 2.4GHz b/g/n
Data Path: Bridge-Service 1




EASY TO UNDERSTAND CAPs MAN'S CONCEPT

Mode AP
SSID: Servicel
Band: 2.4GHz b/g/n
”-‘y‘"“» Data Path: Bridge-Service

N AP

Servicel Profile

- Mode AP =  CAPsMANIP 192.168.1.1

- SSID: Servicel Servicel -

- Band: 2ghz-b/g/n 192.168.1.2/24
- Data Path: Bridge-Servicel

192.168.1.1/24 _ Servicel g‘s‘ﬁ_’s’fm“]
x“‘”’“—-.,_» Band: 2.4GHz b/g/n
e A ﬁ‘:.r Data Path: Bridge-Service |
NS AP 2
Layer 3 Connection Example PN CAPs MAN IP 192.168.1.1

192.168.1.3/24



EASY TO UNDERSTAND CAPs MAN'S CONCEPT

Mode AP
SSID: Servicel
Band: 2.4GHz b/g/n
‘,“,\\\ .l"ff' Data Path: Bridge-Service

W= AP

= CAPs MAN IP 192.168.1.1

TN

192.168.1.2/24

MAC : xx.xx.xx.xx.xx. 11

Servicel Profile

-  Mode AP
- SSID: Servicel Servicel

- Band: 2ghz-b/g/n

- Data Path: Bridge-Servicel

—— gEas . Mode AP
192.168.1.1/24 ——_ Service2 S Sarvica]

e = Band: 2.4GHz b/g/n

Service2 Profile )| [t DataPath: Bridge-Service2

Mode AP .;,__77777**;7// \\\\\é cAP 2

P CAPs MAN IP 192.168.1.1
Band: 2ghz-b/g/n ) N
Data Path: Bridge-Service2 Layer 3 Connection Example 192.168.1.3/24

MAC : xx.xx.xx.xx.xx.12

SSID: Service2

Must know MAC of CAPT and CAP2



EASY TO UNDERSTAND CAPs MAN'S CONCEPT

Mode AP
SSID: Servicel
Band: 2.4GHz b/g/n
I’fw Data Path: Bridge-Service1

Ns cApP

Servicel Profile

- Mode AP N CAPs MAN IP 192.168.1.1
- SSID: Servicel :

LA SETYICS s 192.168.1.2/24

- Data Path: Bridge-Servicel MAC ; XX XX X%.XX.%X.11

¢ Ban b/g/n
Service2 Profile T (1 oo
Mode AP — N\ cAP 2 PN
SSID: Service2

P I CAPs MAN IP 192.168.1.10
Band: 2ghz-b/g/n S

Data Path: Bridge-Service2 Layer 3 Connection Example 192.168.1.3/24

MAC : xx.xx.xx.xx.xx.12
Must know MAC of CAP1 and CAP2



EASY TO UNDERSTAND CAPs MAN'S CONCEPT

Mode AP

SSID: Servicel

Band: 2.4GHz b/g/n
Data Path: Bridge-Service

Servicel Profile cAP 1

Mode AP N CAPs MAN IP 192.168.1.1

SSID: Servicel Servicel

Band: 2ghz-b/g/n 192.168.1.2/24

Data Path: Bridge-Servicel

192.168.1.1/24 e _ Servicel i I
Band: 2.4GHz b/g/n
ﬁ‘}' Data Path: Bridge-Service 1
- NS AP2
Hybridge Connection Example (i

192.168.1.3/24



SERVICES VIA IP MANAGEMENT
DIAGRAM B

N
\
. Q-
Provision N
MAC : xxaxxexxaxxaxx:11 Qs‘.h""\.\ EAl:d-dEr:;::;e] 0.1.1.2/24
Configuration : Profile-coffee [oa :
CAPsMAN : 10.1.1.1
Canteen
Provision
MAC : xxexx:xx:xx:xx:12
Configuration : Profile-canteen
e

CAPs MAN IP Address : 10.1.1.3/24

1P Address : 10.1.1.1/24 Provision CAP : Enable
CAPSMAN : Enable MAC 2 xoxaxxaxxsxxxx: 13 CAPSMAN: 10.1.1.1
Configuration : Profile-classroom
4, Class Room

"o )
ry T F AP 3

IP Address : 10.1.1.4/24
CAP : Enable
CAPsMAN : 10.1.1.1



CAPs MAN SERVICE CONFIGURE DIAGRAM

Management : Bridge Configure
IP Address : 10.1.1.1/24 - br-coffee
CAPsMAN : Enable - IP Address : 192.168.10.1/24
- Profile-coffee - DHCP Server : On
- Mode : AP - DHCP Pool : 192.168.10.2-192.168.10.254
- Band:2ghz-b/g/n - br-canteen
- SSID: Coffee Shop - IP Address : 192.168.20.1/24
- Data Path : br-coffee - DHCP Server : On
CAPs MAN - Profile-canteen - DHCP Pool : 192.168.10.2-192.168.10.254
- Mode : AP - br-classroom
Provision - Band:2ghz-b/g/n - IP Address : 192.168.30.1/24
MAC : xxexxexxxocxx:11 - SSID: Canteen - DHCP Server : On
Configuration : Profile-coffee - Data Path : br-canteen - DHCP Pool : 192.168.10.2-192.168.10.254
- Profile-classroom
- Mode : AP

Provision
MAC = xxzxx:xx:xx:xx:12
Configuration : Profile-canteen

- Band : 2ghz-b/g/n
- SSID: Class Room
- Data Path : br-classroom

Provision
MAC : xxaxxxxaxx:xx:13
Configuration : Profile-classroom



CAP CONFIGURE DIAGRAM

Management :
Coffee Shop | ) ress : 10.1.1.2/24

CAP : Enable
Interface : wlanl
CAPsMAN Address : 10.1.1.1

Management :

Ip Address : 10.1.1.3/24
CAP : Enable

Interface : wlanl

CAPsMAN Address : 10.1.1.1

Management :
Class Room 9
Ip Address : 10.1.1.4/24

CAP : Enable
Interface : wianl
CAPsMAN Address : 10.1.1.1




STEP CONFIGURE CAPs MAN

Create bridge interface

- do it 3 time

* First time at step 3
* The name’s br-coffee

= Second time at step 3
* The name’s br-canteen

* Third time at step 3

* The name’s br-classroom

As Quick Set
1 CAPsMAN
8 Intefaces
1 Wireless
w3 PPP

== Switch
°:2 Mesh
s P

. MPLS

3 Routing
& System

] Fies
2 Radus
X Tools
@ New Teminal

= cp

Bidge Podts Fters NAT Hosts
[+P 2 €3] | 7| | Settings
| Name | Type L2MTU [ Tx Rx
R #20fice Employee Bidge 1600 Obps
ok
[ concel |
[_Dsatle |
L2MT!
i [ Commen |
. -
g Remove
< Admin. MAC Address v
1tem out of 19




STEP CONFIGURE CAPs MAN

Create management IP Address at Local Interface




STEP CONFIGURE CAPs MAN

Create Service IP Address on Bridge Interface and DHCP Server Enabled

Br-coffee

IP Address: 192.168.10.1/24
Br-canteen

IP Address : 192.168.20.1/24
Br-classroom

IP Address : 192.168.30.1/24

Bidge |Pots Fiters NJEYE e gre O] |
+ + 7

Name Address Network Inteface >,
- =T 1011124 10110 .
R florcanteen 192168.10.1/.. 192168.100  brcoffee
R torclassroom 9°192.168.20.1/.. 192.168.20.0 brcanteen
R tdbrcoffes 192.168.30.1/.. 192168300  brclassroom




STEP CONFIGURE CAPs MAN

Create CAPs MAN Profile 3 time, name (Step 5) and Data path (Step 11) different

A& Quick Set

JCAPsMAN == Rovisoning [Corfiorationd=Fdnd® Datapaths SecurtyClg. Accesslist RemoteCAP Rado .
8 Interfaces E:a3/ 4

4 Wireless

;u\ Badge New CAPs Configuration
w2 PPP
% Swich
12 Mesh

48 IP

| Cancel
; s [ ]
MPLS SSID 7 * | [commt ]
#2 Routing Hide SSID - Zm
G Spten T 11| Load Balancing Group ¥ | Mome
@ Queves aad

- - s wbons



STEP CONFIGURE CAPs MAN

New CAPs Configuration

Band: [ 2gzb/gh —> Q
Exension Channel

Tx. Power.

12



STEP CONFIGURE CAPs MAN

Create CAPs MAN Provisioning for 3 services, 3 time by different Master
Configuration Profile and Radio MAC

First time use profile-coffee rtetaces Cramels Datapaths  Secuty

Second time use profile-canteen oo WiC_ SRS IgIN] x5

. . . Hw. Supported Modes s [ comcel |

Third time use profile-classroom [cion Todmastnr enabied | 3] | rogy |

Master Chruration: Joecs> 4 ¥ [t |

Slave Configuration Commen j

Name Prefic - Copy ‘

Remove ‘

enabled




STEP CONFIGURE CAPs MAN

-Hdlcel + ally

::&dge { 0 DA4CABDA4:19B7 create dynamic enabled  coffee
1 4C:5E:0C:34:8D:E7 create dynamic enabled  canteen
2 4C5E0C6C63:25 create dynamic enabled  classroom

Q' Radus Jtems




STEP CONFIGURE CAPs MAN

Enable service for CAPs MAN

‘Emﬁc«wmoamm
'7-—“2




STEP CONFIGURE CAP

Create management IP Address at Local Interface

A5 Quick Set

N Tanls r



STEP CONFIG CAP

Au Quick Set
Enabled service CAP I CAPsMAN intedaces | Nereme Dual AccessList Regatration Connect Lt Securty Profles  Chan
. Interfaces
- | | 7| [Ccap_Tscader) freq Usage || Aigrment
b Ch EE
4 Bdge e
i PPP [FEed =537 [Tox
= Swach biboces [nt?_—> 4¥1® [Toru'|
“3 Mesh Cestficate: |none ¥
. L ) Discovery Interfaces: $
4 MPLS " Lock To CAPSMAN
4 Routing
® Seen CAPSMAN Addresses:[10111_—=> 5 |&
& Gueces CAPsMAN Names s
(L] Files CAPsMAN Certficate Common Names: $
| Log | Brdge: |none £
sw I
K Tools o | Requested Centficate:

B New Teminal Locked CAPsMAN Common Name
L Qo)



Management :
IP Address : 10.1.1.1/24

COMPLETE SERVICES
NETWORKS DIAGRAM

Coffee Shop

Provision
MAC : xxxxaxxaxxaxx:11
Configuration : Profile-coffee

Provision
MAC : xxexx:xx:xx:xx:12
Configuration : Profile-canteen

CAPSMAN : Enable -
- Mode : AP J
- Band:2ghz-b/g/n  CAPs MAN
- SSID : Coffee Shop . Provision
- Data Path : br-coffee Brldge Configure MAC : xxaxxaxxsxx:xx:13
- Profile-canteen br-coffes Configuration : Profile-classroom
- IP Address : 192.168.10.1/24 )
- Mode : AP | R
B - DHCP Server : On Class Room
- Band: 2ghz-b/g/n
. SSID: Canteen . - , DHCP Pool : 192.168.10.2-192.168.10.254 ‘ 7
- Data Path : br-canteen = orcanteen a & >
it - IP Address : 192.168.20.1/24 CAP 3

- DHCP Server : On

- DHCP Pool
br-classroom

- IP Address : 192.168.30.1/24

- DHCP Server: On

- DHCP Pool

- Mode : AP
- Band : 2ghz-b/g/n
- SSID : Class Room )

- Data Path : br-classroom

:192.168.10.2-192.168.10.254

:192.168.10.2-192.168.10.254

Management :

Ip Address : 10.1.1.2/24
CAP : Enable

Interface : wlan1

CAPsMAN Address : 10.1.1.1

Canteen

Management :
Ip Address :
CAP : Enable
Interface : wlan1
CAPsMAN Address :

Management :
Ip Address : 10.1.1.4/24
CAP : Enable
Interface : wlanl
CAPsMAN Address :

10.1.1.1

10.1.1.3/24

10.1.1.1



STATUS FOR SUCCESS PROVISIONING

A Quick Set
1 CAPsMAN
. intefaces
1 Wireless
#5 Bndge
wa PP

% Switch
12 Mesh
4 IP

. MPLS
# Routing
s System
(] Fies

B Radius
»x’ Tools

o Pre g Confi Channels D Securty Cfg.  Access List Remote CAP .

+* (3| |' V| | Manager AAA

Jlace. Tn'nr.‘ JATLL LaMIU_T; Rx b
DSMB __ 4pcap2 Interfaces 1500 1600 Obps o0l
DSMB  4pcap3 Interfaces 1500 1600 Obps ol
DSMB  4Pbcapd Intedaces 1500 1600 Obps ol
. *
Jitems out of 12




STATUS OF ALL CAP CONNECTION

1 CAPsMAN Interf: Pr g Confi Channels Securty Cfg. Access List Remote CAP | Radio Registration Table

1 Woslas Address [Name Board Sedal Verson |identty [Base MAC State Radios

2% Bdge ##:10.1.12 [D4CAGDA.. RB751U-2HnD 45E402DACO... 6.22 KAP D4CA6D:A4:19.87 Run 1

et PPP 10113 [4C5E0C:34:. RBIS1-2n 477904452C09 6.22 Mikro Tk 4C:5E:0C:34:8D:E7 Run 1
1:10.1.1.4 [4CSEOCEC.. RBmAP2n  527504BD1C.. 6.2 Mikro Tk 4C:5E0C6C6325 Run 1

3items

X Tools t

. Mas Taminal




STATUS OF CLIENTS CONNECTION

A Quick Set \
1 CAPsMAN Interf Provisioning  Configurati Channels  D: Securty (fg.  Access it Remote CAP Rado Regstration Table
. Intedfaces 4

1 Wireless
4 Bidge
=g PPP
% Swich
“3 Mesh
gs IP

2 MPLS
8 Routing
& System

Interface MAC Address TxRate |RxRate TxSignal RxSignal | Uptime Tx/Rx Packets Tx/Rx Bytes v

B Fles

2. Radius
A Tools

Ottems




THANKS YOU

You can download this document from

http:/ /mikrotik.kapnetwork.com



