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Introduction
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More devices = more problems
Inconsistent login configuration

Authorization and queueing for
customers on the nearest

router — very problematic and
hard to manage
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RADIUS - the protocol

Remote Authentication Dial In User Service
RFC 2865

uses UDP ports 1812 and 1813

AAA concept

Authentication
Authorization
Accounting
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RADIUS - server, client, user

User (a computer) tries to connect to the
gateway (ppp, hotspot, etc.) using username
and password

Client (MikroTik) looks for the user in local
database and if it fails — asks RADIUS server

Server — tell the client whether it should accept
or reject the user

<
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RADIUS - request and response

username/password

Access-Request (1)

Access-Accept (2)

s

-

or
Access-Reject (3)

-t

Request and response — single UDP packets
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Radius — the packet

, Length,

, Length,
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FreeRADIUS — quick install

Installation of FreeRADIUS is really easy!
Ubuntu: sudo apt-get install freeradius
[etc/freeradius — directory with the settings

clients.conf — the only file we need to edit:
client 192.168.255.1/32 {

secret = S3CR3TSTRING

shortname = MikroTik }

We specify addresses accepted by the server
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RADIUS - dictionaries

/usr/share/freeradius/ - dictionary files
dictionary.rfc2865:

ATTRIBUTE
ATTRIBUTE

ATTRIBUTE
ATTRIBUTE
ATTRIBUTE
ATTRIBUTE
ATTRIBUTE
ATTRIBUTE
ATTRIBUTE

User—-Name 1 string
User—-Password 2 string
encrypt=1
CHAP-Password 3 octets
NAS-IP-Address 4 1paddr
NAS—-Port 5 1nteger
Service-Type 6 1nteger

Framed-Protocol 7 1integer
Framed-IP-Address 8 1ipaddr
Framed-IP-Netmask 9 1paddr
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FreeRADIUS — quick install
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Example: login management

<+

Users  Groups SSH Kews S5SH Private Keys  Active Users

ili Pl

M arne Group | Allowed &ddress

avetern default user

& admin fuill

Login Authentication & Acocounting

v| {1z RAGITIE oK

v Accounting = I
ance

Irtenm Update; -

Apply

Drefault Group: | read

+l
Ay | #

Ewclude Groups: | full

© StarTik Daniel Starnowski 2012 RADIUS — make life easier

16



Example: login management

File users in /etc/freeradius

username Cleartext-Password := “"password”

User "username” with password “"password” will
be accepted by the router, with default group

username Cleartext—-Password := “"password”
Mikrotik-Group := "write”,
Another-Attr := "a value”

We can specifty, what attributes the RADIUS
server will give in the response
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Example: login management

Access-Request:
Service-Type = Login-User
User-Name = (name entered by user)
User-Password = (encrypted password)
Calling-Station-Id = (IP address of the user)
NAS-Identifier = (system identity of client)
NAS-IP-Address = (IP address of the client)
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Example: login management

Access-Accept

If there was no configured parameters, the
accept packet has no "attribute-value” fields

example: Mikrotik-Group = "write”

ags: Rh—

jan/82/1976 00:05:07 "admin" 192.168.133.112 winbox

mar/18/2012 13:00:26 "startik" 192.168.133.113 telnet
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Connecting to SQL database

sudo apt—-get install mysgl-server-5.1

sudo apt-get install freeradius-mysqgl

[etc/freeradius/sgl/mysaql/ - here are
configuration files for Radius to work with SQL

mysqgl> CREATE DATABASE radius;

We import schema.sql (or just simply paste the
commands from the file) to MySQL database
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Connecting to SQL database

Back to radiusd.conf — in the "modules” section
we enable (uncomment) the SQL module:

it SINCLUDE sqgl.conf
In the sql.conf file:

database = "mysqgl"

server = "localhost™

login = "db user"

password = "hils password"
radius db = "radius"

© StarTik Daniel Starnowski 2012 RADIUS — make life easier 21



Creating SQL entries

Instead of the users file - two tables:

radcheck
radreply

They look exactly the same!
n radcheck — the conditions to be checked

n radreply — the attributes sent with the reply
packet
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Creating SQL entries

mysqgl> show fields from radcheck;

tmm - o +
| Field | Type |
o ——— o +
1d int (11) unsigned
username varchar (64)
attribute varchar (64)
op char (2)
value varchar (253)
- e +

5 rows 1n set (0.00 sec)
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Creating SQL entries

INSERT INTO radcheck

(username, attribute, op, value)

VALUES

('user', 'Cleartext-Password', ':=', 'pass') ;

INSERT INTO radreply

(username, attribute, op, value)

VALUES

('user', '"Mikrotik-Group', ':=', 'write');

Exactly like in the users file:

144

user Cleartext-Password := ass
Mikrotik-Group := "write”

144
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Short example: wireless

For wireless — RADIUS works similar to
"Access List” and "Connect List” - decides,
which stations can get to the registration table

Configured in the Security Profile
"Default Authenticate”

Securnty Prafile <profileP5E:

t k. ' Generd HRADIUS JEAP  Static Keys Ok
S O pS WO r I n g . v iMAL Authentication N Cancel
WAL Accounting ¢ o
EAP Accounting PRI
Intenim Update: | 00:00:00 Copy
MAT Format: | Hoamot s s ¥ P emoyve
MAC Mode: | az uzername ¥
MAC Caching Time: | dizabled ¥
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Short example: wireless

#

1 ikem [1 zelected)

Interfaces  Mstreme Dual  Access List | Registration  Connect List Security Profiles

E—f#ﬂ?

hMac Address: - ak.
Irterface: | all * Cancel
Signal Strength Range: | -120..120 Apply
AP T Limnit: - Dizable
Client T= Lirnt: - Comrment
v Authentication Copy
v| Fonwarding Remove

Frivate Key: | none + | O
Private Pre Shared Foey; |5 -
. 23
b anagement Protection Key:
* Time
enabled
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Short example: wireless

INSERT INTO radcheck
(username, attribute, op, value)

VALUES
('00:0C:42:01:02:03",
'"Auth-Type', ':=', "Accept');

INSERT INTO radreply

(username, attribute, op, value)

VALUES

('00:0C:42:01:02:03",
'"Mikrotik-Wireless-PSK',6 ':=', 'PSKstring') ;
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Example: DHCP

DHZP Server <dhcp-serverl =

MAC aUthorlzed and Marne: |dhcp-serverl I

h aS Interface: |wlan * iCancel
- > Relay: b
Framed-l P-Add reSS Lease Timz: ac:0z:00 —
In the reply: it will get orever —
the specific address Address Paol lpool R—

. . Src, Address: -
MAC is authorized but
without reserved IP: it |
will get it from the pool | cp suport: s

Disable

*|

4
2L

Delay Threshold:

| |

Add ARP For Leases

MAC not authorized: Always Eroadcast
won't get any address! —

enabled

© StarTik Daniel Starnowski 2012 RADIUS — make life easier 28



Example: DHCP

INSERT INTO radcheck
(username, attribute, op, value)

VALUES
('00:0C:42:01:02:03",
'"Auth-Type', ':=', "Accept');

Wait... we already have this one!

INSERT INTO radreply
(username, attribute, op, value)

VALUES
('00:0C:42:01:02:03",
'Framed-IP-Address',6 ':="','172.17.2.2");
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Example: DHCP

We have the same MAC address for wireless
and for DHCP services!

RADIUS will reply with all attributes to every
service

Wireless will get Mikrotik-Wireless-PSK, but
ignore Framed-IP-Address

DHCP will get Framed-IP-Address, but ignore
Mikrotik-Wireless-PSK
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Example: DHCP

It a MAC address is not in the RADIUS
database (it is not authorized) — it will not get a

DHCP lease!!

What can we do
to prevent it?
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Modifying SQL query

In dialup.conf file — we have the exact SQL
query used to get the data from database:

authorize check query =

"SELECT

id, username, attribute, wvalue, op \
FROM 5{authcheck table} \

WHERE username = '${SQL-User-Name}' \
ORDER BY i1d"

We can modify it, so that for every request from
DHCP server it will give Auth-Type := Accept
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Modified SQL query

authorize check query =

"SELECT

id, username, attribute, wvalue, op \
FROM ${authcheck table} \

WHERE username = '${SQL-User—-Name}' \
UNION \

SELECT DISTINCT 0, '%{SQL-User—-Name}',
'Auth-Type', 'Accept', ':=' \

FROM ${authcheck table} \

WHERE '${Called-Station-Id}' 1like 'dhcp%' \
ORDER BY i1d"

Now every MAC will get an IP address from the DHCP!

0,'54:04:A6:24:35:12"', '"Auth-Type', ':="', 'Accept'
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Hotspot: MAC authorization

Servers oerver Profiles | Users  User Profiles  Active Hosts  IP Bindings  Service Ports  Walle
g = T
Mame DNY General| Login | RADIUS O,
* i@ default
&P hotspot1 Zancel
Zookie
HTTP CHAP HTTPS e
HTTP PAF Trial Copy
MAC Auth, Password: e

Server Profilesy Users ILlser Fraofiles | Active | Hostz  |P Bindng:  Service Portz: | Walled Garden  “Walled Gar

L T | 0o Reset ll Counters
Server Mame Addrezs MaAC Address Frafile I ptime
General | Limitz  Statistics aK
Server. | all + Cancel
Mame: | Sd4:04:46:24.35:12 [:_} Apply
F d:
AT Disable
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Hotspot: MAC authorization

If a user (MAC address) is not present in the
Users list of the hotspot, it will be checked In
the RADIUS database

Only authorized users will access the network,
unauthorized will get the login.html page

Hotzpok Server Profile <hsprafl

Gereral  Login | RADILS ak.
v iz BADIUS I Cancel
_ 2
Diefault Domair: -
Apply
Location [0 d Copy
Location Mame: s Remowve
RAL Farmat: | s e st s ¥
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Hotspot: MAC authorization

The MAC address will be authorized, if it will
pass the radcheck query (i.e. will be present as
username in the radcheck table)

Additional reply attributes possible, like limits
for the up/down/total bytes or connection time

Mikrotik—-Rate-Limit := ”"256k/512k”

Rate Limit will create a dynamic simple queue
with the max-limit restrictions.
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Hotspot: MAC authorization

If both DHCP and Hotspot services get data

from the same RADIUS database — the queue

will be created twice!

It can be avoided by modifying the reply SQL

Simple Queues | |nterface Quewes  Queue Tree  Queue Types

© StarTik Daniel Starnowski 2012

e id 00 Reset All Counters
# Marme Target Ad... R Max Lirmit | T Max Limit | Packet ...
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1NN 2 dhop<hd:04:45:24: 3512/ Aserver] > 1010102, 512k 7Bk
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N
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Hotspot: HTML redirection

o < E~ http://10.255.255.255/login?dst=http%3A%2F %2Fmikrotik.com%2F

@| intemet hotspot > login | &

[ WY {( AT FW AN
| By s d . r rYJ |
HOTSPOT GA VA
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Hotspot: HTML files

=i FTP jako admin na 192.168.133.2 hotspot
errf:Stml errors.txt Engﬁtmt
md5.js radu?r:htmi redirijhtmi

@

status.htmil
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Hotspot: HTML files (rlogin)

$(if http-status == 302)Hotspot login required$(endif)
$(if http-header == "Location")$(link-redirect)$(endif)
<html>
<l--
<?xml version="1.0" encoding="UTF-8"7>
<WISPAccessGatewayParam
xmlns:xsi="http://www.w3.o0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemalLocation="http://$(hostname)/xml/WISPAccessGatewayParam.xsd">
<Redirect=>
<AccessProcedure=1.0</AccessProcedure=
<Accesslocation=%$(location-id)</AccessLocation=
<LocationName=%(location-name)</LocationName=
<LoginURL=%(1link-login-only)?target=xml</LoginURL=>
<MessageType=>100</MessageType=
<ResponseCode=0</ResponseCode=
</Redirect>
</WISPAccessGatewayParam=
-->
<head=
<title>...</title>
<meta http-equiv="refresh" content="0; url=$(link-redirect)"=
<meta http-equiv="pragma" content="no-cache"=
<meta http-equiv="expires" content="-1"=
=TI
<body=
</body=
</html=>
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Hotspot: HTML files

For $(link-redirect) hotspot puts:
http://10.255.255.255/login.htm|?dst=OLD_URL

We modify the rlogin.html page

Instead of $(link-redirect) we put:
http://192.168.255.2/register.php?mac=%(mac)

192.168.255.2 — our PHP/MySQL server
For $(mac) hotspot will put user's MAC address

The http server needs to be added to Hotspot's
Walled Garden
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http://10.255.255.255/login.html?dst=OLD_URL
http://192.168.255.2/register.php?mac=$(mac

Management platform

New SQL table customers:

t—m e +

| Field | Type |

t—m - e +
1d int(11l) unsigned
username varchar (04)
password varchar (04)

t—m e +

Tables radcheck and radreply get additional
field "customer” (integer)
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Management platform — live demo

You can connect to the live demo platform!
SSID = StarTik
All the settings from DHCP server

Try to open any webpage
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RADIUS — make life easier

Any questions?

Thank you!
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