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ldea, usage and examples
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Another Interface ?

@ ReuterD5 router configurat =

€« C © 107896

Jezyk strony: Chcesz |3 przet.. |Tlumacz ‘ ‘ Nie‘ ‘ Nigdy nie tlumacz z jezyka angielski ‘ ‘ Opcje = ‘ x

-~

RouterOS v5.14

You have connected to a router. Administrative access only. If this
‘ ssictrator.

WebFig Login:

Login: |admin

Pazsword: | |

Winbox  Telnet Graphs License Help

IP-PRO Pawet Cieplinski www.ip-pro.eu 2
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~ A simple WEB based winbox ?

(") MikroTik - Interface List at - =

I C | © 10.78.9.6/webfig/

% Jezyk strony: Chcesz jg przet.. |T}uma::z| | Nie| | MNigdy nie tlumacz z jezyka angielski | | Dp::je-v| x
nterfaces

plEly

w A

Wel

e

Wireless

Interface [ Ethernet H EoIF Tunnel H IF Tunnel ” GRE Tunnel H WLAN ” WRRP ” Bonding H LTE l I
Switch
Bridge
PPP
Mesh - -

3 items =
IF >

T=x Rx
MPLS L3 L2 T Rx
i Name Type T R Pac... Pac...

- MTU Diro Diroy
Routing 2 (p/s) (p/s) = .
System (3 o| R etherl Ethernet 1526 78.2 kbp=s 20.7 kbps 8 3 0 0
Queues D] ether2 Ethernet 1522 |0 bps 0 bps 0 0 0 1] L4
MNew Terminal D ether3 Ethernet 1522 O bps 0 bps 0 0 0 1]

Log ﬂ X wignl Wireless(Atheros 11 0 ops 0 ops o o o Q

Radius E| X | wian2 Wireless{Atheros 11 0 bp= 0 bps o o o o

Files

Tools [

MetaROUTER

Make Supout.rif 8

1 | i b
IP-PRO Pawet Cieplinski www.ip-pro.eu 3




NETWORK CONSULTING

What are Skins ?

Its a feature that will allow some extra
functionality we do not have in winbox like:

* Enabling / Disabling every single field
* Creating and Customize Status page

* Translate interface to your Language

* Limit possible options in combo boxes
* Put Notes and explenations
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Why do | need that ?

Lets start with some use cases:

* Giving limited Access to device

* Giving status access to device
* Simplify Configuration for Customers
* Translate Interface to your Language
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Giving limited Access to device

Use case:

ISP wants to give limited access to CPE to his
customer for:

* Check signal strenght in wireless interface
* Allow to control Leases in DHCP-Server
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Giving limited Access to device

=
() MikroTik - DHCP Server at =

<« C | ® 10.78.9.6/webfig/#IP:.DHCP_Server.Leases Te A

= Al Jezyk strony: Chce... |Tlumat:z| | Nie| | Migdy nie tlumacz z jezyka angielski | | Dpchv| b4

Wireless

I CP Leases

IF ¥

em out of 0

User can see only what you enable him to see

-]} 192.168.88.2 02:00:00:00:00:

4 LU g
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Why do | need that ?

Lets start with some use cases:
* Giving limited Access to device

* Giving status access to device
* Simplify Configuration for Customers
* Translate Interface to your Language
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Giving status access to device

Use case:

ISP wants to give read only access to CPE but
only to certain parameters:

* Check some parameters like signal or IP
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Giving status access to device

= sl X
@ PPP at adrmin@10.789.2 (4- = +

0.2/ webfig/#PPP.Secrets vl N

Undo " Redo | I Hide Passwords " Safe Mode | I Dresign Skin | ’ Log out | 433 w&ng‘d‘ﬁ.ll Il
Status
[ ]
Only Status Page is Shown
Wireless Parameters
Tx/Rx Signal Strength -58 dBm
DHCP-Client |=
IP Address 10.78.9.2/24
Gateway IP 10.78.9.1
5.0 Mbps
4.0 Mbps
2.0 Mbps
WLAN Byte Graph 2.0 Mbps L
1.0 Mbps
Z min ago 1 min ago

IP-PRO Pawet Cieplinski www.ip-pro.eu 10
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Why do | need that ?

Lets start with some use cases:

* Giving limited Access to device

* Giving status access to device

* Simplify Configuration for Customers

* Translate Interface to your Language

IP-PRO Pawet Cieplinski www.ip-pro.eu
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Simplify Configuration for Customers

Use case:

Want to sell Mikrotik Router to non experience
Person and give him Interface that is easier then

Winbox itself

IP-PRO Pawet Cieplinski www.ip-pro.eu

12



®IP-PRO

NETWORK CONSULTING

Simplify Configuration for Customers

@ PPP at admin@10.789.2 (4= =

el C | ® 10.78.9.2/webfig/#PPP.Secrets T A,
% Jezyk strony: Chcesz g przettumaczyc? |Tlumacz| | Nie| b 4

Interfaces ’ Unda bwords “ Safe Mode I I Design Skin I [ Log out I 433 webFig v5.11
I ofiles ” Active Connections l PPP
System Add New

E—— \\ Secrets are called VPN Accounts

i User-Name P — —————— . m——

'\ ==L_* pPP is called VPN —

Address Address

Menu is Limited

IP-PRO Pawet Cieplifiski www.ip-pro.eu 13
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Why do | need that ?

Lets start with some use cases:

* Giving limited Access to device

* Giving status access to device

* Simplify Configuration for Customers

* Translate Interface to your Language

IP-PRO Pawet Cieplinski www.ip-pro.eu
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Translate Interface

Use case:

Your employees / customers / network operator
are not very good with English Language.
Translate it to them :)

IP-PRO Pawet Cieplinski www.ip-pro.eu
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Translate Interface

@ Interfejs <wlanl= at admin =

<« C | ® 10.78.9.2/webfig/#Wireless.Interfaces.4 LA

Interfejsy I Undo ” Redo | I Hide Passwords ”Saf'e I"-"Iodel I Diesign Skin | I Log out | 433 deFig‘JE.ll *

Siec
Bezprzewodowa
Switch

m

Interfejs <wlanl>

Brydz :)
PPP

| ok || Anuluj || Zastesuj | | Tryb Advanced || Scan... || Freq. Usage... || Reset Konfiguracii |

running ap | running

MPLS Wiaczony

Routing
System

LR A

Parametry AP

Kaolejki -
- Tryb Pracy ap bridge [~
Mowy Terminal

Log Zakres 2GHz-B/G/N [~]
Radius
Pliki

SzerokosE Kanatu 20/40MHz HT Above |Z|

Narzedzia - Czestotliwose 2412 E MHz
Podrecznik

= Woelcome To Poland I

Learn Polish Lanuguage

-

[ |

IP-PRO Pawet Cieplinski www.ip-pro.eu 16



NNNNNNNNNNNNNNNNN

What you should now about Skins

e How to create them
* How to apply them

* What are:
— Separators,
— Tabs,
— Limits
— Notes

IP-PRO Pawet Cieplinski www.ip-pro.eu 17
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How to Create Skins

() MikroTik - Interface List at -

€« C © 10.78.9.6/webfig/
System > R etherl Ethernet 1526 110.6 kbp 13.6 kbps 13

Queues etherz Ethernet 1522 0 bps 0 bps 0

Mew Terminal ether3 Ethernet 1522 0 bps 0 bps

0
Log wlani Wireless(Atheros 11 2290 0 bps 0 bps 0
0

Radius wlanz Wireless(Atheros 11 2290 0 bps 0 bps

Files

Tools

MetaROUTER

Malke Supout.rif

Logout

Undo
Redo

Hide Menu

Hide Passwords

I‘ Design Skin

End-User License

< |

IP-PRO Pawet Cieplinski www.ip-pro.eu 18
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How to Create Skins

() MikroTik - Interface List at =

&« C | © 10.78.9.6/webfig/

W\

WebF

¥ Wireless | Skin: | default |E| Name: |default | [ Save “ Revert ] [ Reset ]
¥ Switch | I  Interface " ! Ethernet | ” ! EolP Tunnel | l Int
Mpridge | + 1P Tunnel | H v GRE Tunnel | H v VLAN | H ¥ VRRP | H ¥ Bonding
¥ PEP |
v Mesh | Y LTE | l
M Ip | ™
¥ MPLS | » | [AddNew | ¥ l
» Routing [ » :
 System | » 5 items
» Queues | T Rx
! New Terminal 4 Name Tvpe Wty TX R F:FSJ E‘:st IT)::ups gxrops En
¥log | ol R etherl Ethernet 526 113.4 kbp 10.1 kbps 12 g 0 0 0
¥ Radius | D] etherz Ethernet 522 Obps Obps O 0 0 0 0
¥ Files | o] ether3 Ethernet 1522 0 bps 0 bps 0 0 0 0 0
¥Tools | » | pj wlani Wireless(Atheros 11 2290 | 0 bps 0 bps 0 0 0 0 0
¥ MetaROUTER | D wlan2 Wirelesz(Atheros 11 2290 O bps 0 bps 0 0 0 0 0
! Make Supout.|

+ Logout |

| ¥ Undo |

< | i N

IP-PRO Pawet Cieplinski www.ip-pro.eu
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How to Create Skins

(7 MikroTik - Interface List at - »

< C @ 10.78.9.6/webfig/
| FTE sz —s
¥ Switch | + Interface || + Ethernet | || + EolP Tunnel |
o Bridge + 1P Tunnel | || + GRE Tunnel | || W VLAN | || + VRRP
~ PFP
< Mesh ¥ LTE 1

First of All create new SKIN by setting its name
and pressing Save Button

IP-PRO Pawet Cieplinski www.ip-pro.eu 20
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How to Create Skins

v Wireless
[ witeh

v Bridge I

e Start with enabling and disabling some options in new
skins

* Disabled option will not be visible in that SKIN

IP-PRO Pawet Cieplinski www.ip-pro.eu

21



NNNNNNNNNNNNNNNNN

How to Create Skins

¥ Wireless
| Swteh

* |[n Design Mode you can click on text and
replace it to you own text

IP-PRO Pawet Cieplinski www.ip-pro.eu
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How to Create Skins - Se

@ MikroTik - Interfejs <ether]l =

<« C ® 10.78.9.6/webfig/#Interf,

- P You can edit existing Separators

» Wireless

_| Switeh

|[ Save “ Revert] [ Reset ]

Skin: Name: | NewSkin

~ Bridge

~ PFP

d rato rs

W S WAy WS AERTT .

i

Interfejs <etherl>

+ Mesh

~ 1P

| vok || cancel || apply | veink |

 MPLS

[ | Reset MAC Addres: H ' Reset Counters | ” ~ Torch | ]

»| Routing

¥y(v(v|¥

+ System

link ok | # = # = running | ¥ =

+ Queues

~ Show By Default

| Mew Terminal

~ = Enabled

~ Log

+ Radius

=l

+ Files

| Tools

¥ = Name | ether |

| MetaROUTER

| Type Ethernet

+ Make Supout.

» Logout

o= MTU |15[][] |

| Undo

| il L2 MTU 1526

IP-PRO Pawet Cieplinski www.ip-pro.eu
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How to Create Skins - TABS

() MikroTik - Interfejs <etherl « \

<« C | ® 10.78.9.6/webfig/#Interfaces.Interface.3 I di.

| EE Jezyk strony: Chcesz ja przettuma... ‘T}umacz ‘ ‘ Nie ‘ ‘ Nigdy nie ttumacz z jezyka angielski ‘ ‘ Opgje - ‘ b4

[ v oK | H Cancel | H Apply | ] [ + Blink | ]
[ + Reset MAC Addres: l [ +| Reset Counters | H | Tarch | l
||in|-cu:rl-c|.!].:l |.!].:Jrunning|.!!:l

' Show By Default

il Enabled
General ¢
Name |ether‘1
Type Ethernet
i Add To Status Page New Tab
+ Undo /| Add Separator mru  [1500 |
+ Redo
r - ] L2 MTU 1526
! Hide Menu
| + Hide Passwol v
= Or add New Custom Tab ,

IP-PRO Pawet Cieplinski www.ip-pro.eu 24
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How to Create Skins - TABS

() MikroTik - Interfejs <etherl

C' | © 10.78.9.6/webfig/#Interfaces.Interface.3

w| N

lezyk strony: Chcesz jg przettuma... ‘ Tlumacz‘ ‘ Nie ‘ ‘ Migdy nie tlumacz z jezyka angielski | ‘Opcje v‘ b4

» Mesh

~ 1P

¥ MFLS

» Routing

» System

y¥|ir|\¥|r

! Queues

+ New Terminal

# Log

! Radius

 Files

 Tools

! MetaROUTER

! Make Supout.

+ Logout

» Undo

+ Redo

' Hide Menu

| # Hide Passwort

¥ Safe Mode

[ ~ 0K | H Cancel | H Apply | l [ + Blink | ] i
[ ' Reset MAC Addres: H % Reset Counters | H ! Torch | l
link ok | & = & *® running | ¥ @

~ Show By Default

i
=l
o=

i
-l
o=

il
o=

o=

Enabled
General C
Name | etherl
Type Ethernet
MTU | 1500 |

Tabs with no LABEL are called Separators

MAC Address 00:0C:42:DF:59:77

IP-PRO Pawet Cieplinski www.ip-pro.eu 25
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How to Create Skins - Notes

@ i ik - Interface =wlanl =

@ 10.78.9.6/webfig/#Wireless.Interfaces.1 bk A N

ny: Chcesz ja przettuma... ‘Tiumacz‘ ‘ Nie‘ ‘ Nigdy nie ttumacz z jezyka angielski | ‘Opcje v‘ x

¥ ¥ Chip Into mac: 0x80/0x2, phy:0xd0, a5:0xch, a2:0x0, eeprom:0x0

il PCI Info 00:13.0
Wirele
Mode station [~
Band 2GHz-B/G/N [~
nnel Width 20MHz |E|
Frequency 2412 |E| MHz
Add Limit
Add To Status Page Note Remember; Channel 1 - 2412; 2 - 2417 and so on...| A|
Add Tab
+| Add Separator SSID & ||"u"|ikrcf|_|k |
¥ Scan List  a | default E
W Wiraslacse Prntncnl | nnemnorifiad IT"

If Configration is too difficult make a notes for your employee
| - B -
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How to Create Skins - Limits

@ MikroTik - Interface <wlanl =

€« C @ 10.78.9.6/webfig/#Wireless.Interfaces.1 o A
Jezyk strony: Chcesz jg przettuma... | Tiumacz| | Nie ‘ | Migdy nie tlumacz z jezyka angielski ‘ |0pcje v‘ x
R ¥ Chip Infto mac: 0x80/0x2, phy:0xd0, a5:0xc0, a2:0x0, eeprom:0x0
» Graphs |
! End-User Lice | PCI Info 00:13.0
- Wirele
v Mode station [=]
L Band 2GHz-BIGN [ =]
~ Channel width 20MHz |Z|
Cijhd Frequency 2412 [=]|MHz
Limit |2412,2452 P
1 SSID & |MikraTik |
o Scan List  ~ |defau|t E”
Limit will make limited choice in Combo Boxes
= Security Profile default |L|
= i
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How to Create Skins - Limits

@ MikroTik - Interface <wlanl =

€« C' | © 10.78.9.6/webfig/#Wireless.Interfaces.1 i d S
lezyk strony: Chcesz ja przettuma... | Tlumacz‘ | Nie ‘ | Migdy nie ttumacz z jezyka angielski | |Op-::je v‘ b 4
e M= Chip Info mac:0x80/0x2, phy:0xd0, a5:0xc0, a2:0x0, eeprom:0x0 L
! Graphs
+ End-User Lice o= PCI Info 00:13.0
- SS H
o= Mode station [~
v Band 2GHz-BIGMN [~]
| Channel Width 20MHz E
s | Frequency 2412 E’
o 2412
=T 2462 p
v SSID & |MikroTik |
W Cran lick . |H5Fﬂ|||+ 'T”
Limit will make limited choice in Combo Boxes
s Security Profile default |E|

= -
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How to Create Skins - Limits

() MikroTik - Interface <wlanl = | -
C @ 10.78.9.6/webfig/#Wireless.Interfaces.1 k4

[y

k strony: Chcesz ja przettuma... | Tlumacz‘ | Nie ‘ | Migdy nie ttumacz z jezyka angielski | |Dp-::je v‘ o
M Chip Into mac:0x80/0x2, phy:0xd0, a5:0xc0, a2:0x0, eeprom:0x0 oL
o= PCI Info 00:13.0
- Wireless H
| Mode station |E|
Band 2GHz-B/G/N [~ |
hannel Width 20MHz |E|
o|Add Note Frequency 2412 [=]|MHz
Add Limit
Add To Status Page Limit 2412, 2462 y:
Add Tab
+/| Add Separator SSID - |Mikru'|'|k |
x| Scan List & |defau|t |E||
Properties can be also be a read only
| Security Profile default | = |

- -
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How to USE Skins

e Skins are JSON files located in Files in skins

director

File List [=] E3
=||T @ | Backup || Restore
|Fi|e Mame 4 |T1,rpe |Size |Creatian Time ||"F
[skins directany JanD1A1570 01:00:06 |

[=] skins./Easy-Interface json jzon file 2340B JanA1572012 18:24:10

[=] skins/Polski json Jjson file 1824 B  Jan/1972012 18:50:23

[=] skins./default json jzon file 208%E JanA16/2012 12:32:23

=] skins/new json jzon file 1B  JanA15/2012 11:40:44

[=] skins/zervice json Jjson file 1824 B Jan 1572012 11:32:40

[=] skins/simple Home Router json jzon file ANMZ2E  JanA162012 12:35:17

7 tems 30.6 MB of 61.4 MB used R0 free

IP-PRO Pawet Cieplinski www.ip-pro.eu
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JSON Files

iy Hame: { note: "HName for Security Profile' }§,
35 Mode: { note: "dynamic keys = WPL/WEAZ; static keys = WEE" 1},
36 '"Anthentication Types'": { limit: "WPA P5SE, WBAZ PSE' }.,
2 "WPA Pre-Shared Hey'": { note: "BSE Eey for WEA' 1,
38 "WEAZ Pre-Shared Eey'": { note: "PSE Eey for WBAZ'" },
39 'Supplicant Identity': 0O,
40 '"Group EKey Update': { ro: true },
41 '"Management Protection': 0O,
42 'Management Protection Eey': 0O
43 Yo
44 RADITS: |
0 "MAC Authentication': 0O,
46 "MAC Accounting': O,
47 "EAP Accounting': 0O,
8 '"Inmterim Update': 0O,
SE '"MAC Format': O,
a0 'HAC Mode': O,
o1 "MAC Caching Time': O
52 ¥r
=IE EaP: { 'EAP Methods': 0, 'TLS Mode': O, '"TLS Certificate': O %,
= "Static Eeys": {
S5 "BEey 0': { tab: '"Static Eevys: (For WEF)" }
1 Yo

IP-PRO Pawet Cieplinski www.ip-pro.eu
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How to USE Skins

Mew Group
* First We need to Name: OK
- Polici
create new User o o ==
Group in /system Jsh [tp Aoply
|| reboot read
Co
user menu . (] poiicy mment
|| test || winbox Copy
|| password web Remave
|| sniff || sensi
[] api

H Skin: |Customer
|
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How to USE Skins

User <customer::

e Second — Create Name:

user in that
Group.

Group:

OK

Customers

46 |l

Cancel

Apply

Disable

Comment

Copy

Remove

Password...

enabled

IP-PRO Pawet Cieplinski www.ip-pro.eu
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Mass Configuration
e Copy your JSON file to skin directory and place
config of your users
* Use a new export compact to make job easier

*
[admin@MikroTik] > /fuser
[admin@MikroTik] /user> export compact
# Jan/02/1970 00:58:29 by Router05S 5.14
# software id = KG33-55GB
#
juser group
gadd name=Customers policy="read,write,web, !local, 'telnet, 'ssh, !ftp, ! reboot, 'po\
licy, 'test, 'winbox, 'password, !sniff, 'sensitive, lapl” skin=Customer
Juser
add comment="3y3tem default user"” group=full name=admin
add group=Customers name=customerl
[admin@MikroTik] Suser> -
34
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THANK YOU

More Information at:
http://www.ip-pro.eu/articles/51-web-skins

@IP-PRO

NETWORK CONSULTING



