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Workshop plan

Quickset
Several new features

RouterOS default configuration

Webfig



Workshop Equipment
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Quickset

Few clicks to set MikroTik router

AP and CPE modes available



How to get Quickset

b-interface and Winbox

/' ©) MikroTik - Quick Set at adr »
y

€« €' (D 192.168.100.247/

Wireless.

Interfaces

[=[=] =

v A
WebFig v5.15rcl

Switch

Bridge
PPP.

Mesh.
P
MPLS

Routing

viviv|v

System

Queues

New Terminal

Log
Radius

Files

Tools >
MetaROUTER

Make Supout.rif

Logout

Undo
Redo.

Hide Menu

SSID

Freguency

Band

Channel width

Country

MAC Address

Use ACL

Security

Encryption

Pre-Shared Key

Wireless

.

no_country_sst [+]

00:0C:42:F8:96:85
o
[FIwpa  [[Jwraz

[V]aes cem | tkip

|

Wireless Clients

Hide Passwords
Safe Mode
Design Skin

Manual

WinBox

Graphs

End-User License

MAC Address

InACL LastIP Uptime

Signal
Strength

— Signal Strength cur:

avg: max:

Copy To ACL

Mode

Address Acquisition

WLAN IP Address

Gateway

MAC Address

LAN IP Address

DHCP Server

NAT

Router Identity

Password

Confirm Password

upgrade

WAN

tatic PPPOE

DHCP Release

192.168.100.247/24

192.168.100.1

Bridge

LAN/WLAN

192 168 88 1/24

System

MikroTik

11 i

|[cheese File | No file chosen |

Apply Configuration
Reset Configuration

-
€ 2dmin®192.168.100.247 (MikraTik} - WinBox v5.15rcl on RE751G-2HnD (mipsbe_ [E=REE
Safe Mode Hide Passwords I (2

Quick Set
Interfaces
Wireless

e - I8

- Info - Configuration oK
Brdge Mode: @ Fa © Bid
WLAN MAC Address: [00.0C 42.F8.96.85 ] ode uer ge
PFP | - Cancel
LAN MAC Address: |00:0C-42F896.80
Sukch = Address Acauistion:  DHCP C PPPGE @ Smtic | Apmy
~ Wirsless
Mesh WLAN [P Address: [192.168.88.1/24 |
o D+
P r Gateway: [0.0.00 |
s Channel Width: [20/40MHz HT Above =]
MPLS DNS Servers: [10581 |4
Routing 3 Address SSID_ - [Protocol | Frequ... Signal Strengin | -
R 00.0C42(CIBAE 80211 2432 - =
System R oo0ce206 A0 80211 2422 = Upload: |unlimited | # | bitsss
Queues R 000C4231:1FDA 80211 2457 Dowrload: [unimted | #]bes/s
R 00.0C4231:37.18 80211 2452 —
Files R 00:0C:42:68:6A81 20211 -LaN
Log R 000C:42:00:63:60 75l4est 80211 2412 Il il LAN IP Address: [0.0.0.00 |
PR 00.0C4ZE3STE7 7olnomis 80211 2412 IINNINNININN 0O
Radus P SAEGFCOOICS0 EXTRAN . 80211 2462 LEEP e
Took P | R 000C4262B63 MEGA 80211 2417 O [ NAT
P ODOE2EFAFSF7 MYNE. 80211 2422 +| -~ Sysem
New Teminal
MetaROUTER ey | I
Make Supout Password: [ ]
Corfirm Password: | |

Manual | Signal Strength:

Bxit




CPE Quicket

Available
SXT, Groove
RB711, RB411

other CPE (13) RouterBOARDs



Setup Network by Quickset




AP Quickset

Access router by browser or Winbox

Configure necessary settings



AP Check-List

ip addresses, default gateway
wireless (SSID, frequency, band, etc.)

NAT

Additional configuration



AP Quickset Demo

(©) MikroTik - Quick Set at adn

€«

C ( 192.168.100.247 /v

Wireless

Interfaces

Quick Set

WA
WebFig v5.15

Quick Set

rcl

Switch
Bridge

PPP

Mesh

IP

MPLS

Routing
System
Queues

New Terminal
Log

Radius

Files

Tools
MetaROUTER
Make Supout.rif
Logout

Undo

Redo

Hide Menu
Hide Passwords
Safe Mode
Design Skin
Manual
WinBox
Graphs

End-User License

Y| Y| v(v

SSID

Frequency

Band

Channel Width

Country

MAC Address

Use ACL

Security

Encryption

Pre-Shared Key

Wireless

a [ MikroTik |

no_country_set |Z||

00:0C:42:F3:96:85
]
Fwea  [[Jweaz

aes ccm tkip

Wireless Clients

MAC Address

In ACL LastIP

Signal

Ui Strength

—— Signal Strength cur:

ava: max:

Mode

Address Acquisition

WLAN IP Address

Gateway

MAC Address

LAN IP Address

DHCP Server

NAT

Router Identity

Password

Confirm Password

Upgrade

Configuration

@ Router () Bridge

WAN
) Static @DHCP () PPPOE

| DHCP Release |
192.168.100.247/24 —
| DHCP Renew |

192.168.100.1

Bridge

[00-0C42.F5.96:80 |

LAN/WLAN

[192.168.88.1/24 |
=
=

System

[ MikraTik |
| |

| |
| Choose File | No file chosen |

| Apply Configuration |

| Reset Configuration |




AP Quickset Demo

SSID “MikroTikisSimple”
192.168.88.100

login demo and no password



CPE Quickset

Connect antenna!!!

Access by Winbox/Webfig

S

l



CPE Checklist

Router or Bridge

ip address, gateway

Wireless (SSID, band)



CPE Quickset Demo

() admin@192.168.100.247 (MikroTik) - WinBax v5.15rc1 on RE751G-2HnD (mipsbe) E=NEERT
2 s Hide Passwords [ (2

Cuick Set =

Interfaces
- Info - Configuration
Wireless d OK

WLAMN MAC Address: |00:0C:42:F8:56:85 Mode: ¢ Router " Bridge
Bridge | ~ WLAN

LAN MALC Add | D0:0C:42:F8:96:30
PPP ress: | Pablir= Aopians: ) DHCE " PPPoE & Static s

. - Wirel
Switch rEess WLAN IP Address: | 192.168.88.1/24

Country: (TR | + |
Gateway: |0.0.0.0

Channel Width: | 20/40MHz HT Above =]
DNS Servers: [10.5.8.1

551D ‘Band \Protocol |[Frequ...  |Signal Strength | |+
Metal 2GHzB/G/N 2. w2 2462 85 oo | — —,.
Metal nnn 2GHz-B/G/N 2. 80211 2437 | Upload: |unimited | ¥ bits/s
t 8 2GHz-BAG/N 2. 80211 P X T P r— Download: ||_|r1|i|'|'|i‘ted " * |bi‘t5.-"'S
Thl4est  2GHzB/G/N 2. 80211 2412 53 [N
ap_lapto.. 2GHz-B/G/NZ. 80211 2462 B4 -vvoeeooooo - LAN
raivis 2GHz-B/G/NZ. 80211 2457 57 moonnnnnnsiienniil LAN IP Address: |0.0.0.0/0
den 2GHzB/G/N 2. 80211 2412 B2 Lovisssesssensansene ] DHCP S
hel 2GHzB/G/NZ.. 80211 2412 46 [N SVEr
2GHz-BAGAN 2. BDZ2.11 2432 -F7 ppnnnmnnnnnnnnm L) NAT
2GHz-BAGAN 2.0 B02.11 2442 | 70 yppmmnnmnn — System

Router Identity:

Routing
System

e

Queues
Files
Log
Radius

II%III:E'U:U:U

Tools

Mew Teminal
MetaROUTER Password:
Make Supout.rf Corfirm Password:

|.Signa| Strength:

Manual

Reset Corfiguration |

Bt S5ID: |




Suggestions?
support@mikrotik.com



Several new vb5.x features

Export only applied configuration
Simple SMB server
Hardware queues

LTE modems support



Export compact
Exports only applied settings

Crucial for automated backups

# mar/09/2012 0
# software id =

e=bridge-local p

20/40mhz-ht-above ht
nv2-natreme-502.11

set 0 r etherl-gateway

set 1 ether2-master-local

set 2 1 t=etherZ-master-local n ether3-slave-local
set 3 etherZ-master-local etherd-slav ocal
set 4 1 ether2-master-local n etherS-slave-local

name=default-dhep ranges=192.168.88.10-192.168.88.254

efault-dhcp interface=kL

1 interface-ether2-master-local
face=wlanl

default configuration™ interface-wlanl

no interface=e

-

192.168.100.247 - PuTTY

e e b —




Export and Quickset

—lelE)

/(@ MikroTik - Quick Set at adr  \__|

Upgrade

€« © 192.168.100.247/webfio/ IR S
| Quick set WebFig v5.15rci
Wireless
Interfaces s
Switch
Brid . .
L5 Info Configuration
PR
= WLAN MAC Address 00:0C:42:F8:98:85 Mode 'Router () Bridge
1P »
LAN MAC Address 00:0C:42:F8:96:80 WLAN
WPLS >
Routing > Wireless Address Acqui o static (JDHCP () PPPoE
System >
Country no_country_set [=] WLAN IP Address 192 168.88.1/24
Queues
New Terminal Channel Width 20/40MHz HT Above [~] Gateway 0.0.00
Log
Radius Address. SSID  Band Pro.. Fr.. :;.g-:r?;m - DNS Servers ¥ [10.6.8.1 S
Files PR 00:0Ci4ZiC4i62i) gnlfi | 2GHz-B/G/N 20 80211 2612 | -78 Upload  [wimted  []biesrs
Tool >
= PR 00:0C:42:05:27:2/ hs1 2GHz-B/G/N 2€ 802.11) 2412 | -43| [N
MetaROUTER G III III II"III Download
R 00:0C:42:00:63:6( 751-test ' 2GHz-B/G/N 2C 802.11 2412 -50
Make Supout.rif ‘ I" "I
Logout R 00:0C:42:3A:5B:C evgen 2GHz-B/G/N 2C 802.11 2412  -64 LAN
PR 00:0C:42:E3:81:E] 751 it 2GHz-B/G/N 2C 802.11 2412 -52
Undo normij 2GHz-B/G/! LT rE Y
Redo R 00:0C:42:18:41:F/ bbb 2GHz-B/G/N 2C 802.11 2412 -81
T 2 nnn, A Cano 11 oa1o 2 DHCP Server ]
Hide Passwords NAT =
Safe Mode
Design skin System
Manual Router Identity WikroTik
WinBox

|[Cnoose File | No file chosen

| apply Configuration |

| Reset configuration |

(@ MikroTik - Quick Set at adr

< C (D 192.168.100.247

Quick Set

Wireless

Interfaces

Switch
Bridge

MPLS
Routing
System

vi|viv|v

Queues
New Terminal

Log

WLAN MAC Address.

Info

00:0C:42:F8:96:85

Mode

Configuration

© Router () Bridge

LAN MA
& Webfig Terminal at 182.168.100.247 - Google Chrome

= 8] B

(@ 192.168.100.247/webfig/terminal.html?uB=0

[2cmin@MikroTik] > export compact
# software id = Z7KR-TMCé

Chany|

Radius

= PR 00:0C:42:E4:8

Tools

MetaROUTER.

E)

Make Supsut.rif

»

Logout

Undo

Redo

<

Address
PR 00:0C:42:05:2
00:0C:42:00:6:

00:0C:42:34:9)

R 00:0C:42:18:4;

rfac

ireless
set 0 band=2ghz-b/g/n

etherl-gateway

PR 00:0C:42:E3:8] | et 1 name=ether2-master-local

Hide Menu

Hide Passwords.

Safe Mode

Design Skin

Manual

WinBox

— signal
SEEE Strength

End-User License

4 mar/09/2012 08:55:29 by Rourer0S 5.15rcl

10-192.

ridge-local \

0/40mhz-ht-above h

]

System

1]

Confirm Password

Upgrade

|[ chooseFile | No file chosen

| Aply cenfiguration |

‘ Reset Configuration |




Export Compact Use

Backup

Netinstall and Flashfig



SMB server

Windows sharing access to folders
Different directories supports

Configurable User Access Level



SMB share on USB

Format USB by store
Configure SMB server

Access shared folders by Windows



st
Stores  Disks
T | | Check Drive

Name

system
usb1

2 iteme (1 selected)

SMB share on USB Demo

Clean Drive Fomat Drive
Total Space Free Space Status
61.4 MB 30.4 MB ready
37245 ME 3651.5 ME ready

=E3)
Enabled oK
Domain: |MSHOME
Cancel
Comment: | Mikrotik SMB
v Alow Guests
Interfaces: &l ¥ |
o EE =l [E3)
=l [T = ¢ |T
Name Directory | Max Sessions hd Mams Passw... + |Read Only -
+1; default share guest [ no
- pub /pub 10
1item 1item {1 selected)

il 1,192.168.100.247|

GE-

MNetwork and Sharing Center

QOrganize v
Bl Desktop -
pub
& Downloads | Share

“| Recent Places -
sl Libraries

5| Documents

&) Music

=] Pictures

E Videos

m

1% Computer
&, Local Disk [C)
s Mew Volume (D)
59 pub (\\192.168.1(

€ Network

L 1 item
-




Hardware Queues

>10% througput increase

Queue List =E
Simple Queues  Interfface Queues | Queue Tree  Queue Types
T
eeeeeeeeeeeeeeeeeeeeeeeeeeee
. etherlgateway  ethemetdefaut onl hy-hardware-queus
efhersmasferdoca  ethemeat-default onhy-hardware-queus
a S S S O Wa re O etherFslEvedoca  ethemet-default onhy-hardware-queus
[ ] etherdslsvedoca  ethemet-default only-hardware-queue
etherbslbvedocs  ethemetdefauk onl hy-hardware-gueus
vz ] wircless-default wingless-default

Ethernet by default,
available for Wireless =




LTE Interfaces

Interface List

P Tunnel  IP Tunnel GRE Tu Bondng LTE
L MName Type MTU [ZMTU |Tx R Tx Pac... |Fx Pac... | Tx Drops |
a n r"l C el LTE 1500 Dbps 0bps 0 0

Up to 100Mbps/50 Mbps




RouterOS default configuration



/system default-configuration

Preconfigured on every RouterBOARD

Export Compact to see short view

RouterQ5 Default Configuration Terminal

The following default corfiguration has been installed on your router: - script:
etherl is renamed to etherl-gateway

DHCP cliert and masquerade is set on etherl-gateway

ether? is renamed to ether?-masterdocal and configured as switch master port for ether3-
ethers

etherZ-masterdocal and wlan1 are bridged

wireless is set as access point in 2412MHz using both chains and estension channel
enabled.

|P address 152.168.88.1/24 and DHCP server is set on bridge interface

DHCP servers address pool is 192.168.88.10-152.168.88.254 global acticn
local dheopEnakled 0
"fou can click on "Show Script” to see the exact commands that are used to add and local wirelessEnabled O

remove this default configuration. To remove this default corfiguration click on "Remove
Configuration” or click on "OK" to continue.

MOTE: If you are connected using the above IP and you remove it, you wil be
disconnected.

Remave Caorfiguration Show Script... QK




Default Configuration

WAN [POE] port - DHCP client
LAN port - DHCP/switch
WIRELESS - AP or Station

IP - 192.168.88.1



Auto Default configuration

Applied on factory

Flashfig enabled for the first boot



Flashfig

Apply any RouterOS config in 3s
Does not rewrite default-configuration

Careful with interfaces configuration



Flashfig

Available at MikroTik download
Part of the Netinstall

Configuration is any *.rsc file



Flashfig demo

Let's change some settings

Flashfig

) Active
Boot Client Address: |1 52.168.88.2

Status File Size Compressed
Scripts:
Mum ¢ | Time Text Reps
1 08:53:44 Hello 1




Flashfig check

Configuration is applied
It is not at system-default configuration

Reset will clear the config



How to change default
configuration

Netinstall + Configuration file

Configuration file = *.rsc file



Change default configuration

B MikroTik Netinstall for Router0S v5.14 = [=] &3
Fouters/Drives

Label MAC address / Media | Status Software 1D: Help
=D Hard dizk. Ready K |
A

(=GN Femovable media Feady =

IF address: / I_
(3 ateway:

Flazhfig

Selected 0 package(z]

Baud rate:

take fIn:npp_l,l| M et baating | [hztall | Cancel | v Configure scripk: | J
Fackages

Sets: | j Save zet | |

Frarm: ||::"-.L|sers"-.n-:urmisE"-.Du:uwnlu:uads'metinstall-E.'l4 Browse... | Select all | Select nu:une|
Mame Werzion Dezcription

Mo packages in this directory




Default configuration Use

Configuration is loaded after reset
/system reset-configuration

Teminal O x|
*
MMM MMM EERE  TTITTITITTIT KEE
MMM MMM EERE  TITTITITTIT KKK
MMM MMMM MMM KEE KKK RERRER GOO000 KEE EKEHEE
MMM MM MMM KEEEK EEE EREE 000 000 KEEEE
MMM MMM KEE KKK  RERRER Q00 000 KEE EEK
MMM MMM KKK EKEEE BRER EER 000000 KKK EEE
roli 13rcl {(c) 1999-2012 http: //www.mikrotik. com/
[ in@Mi ]




System reset-configuration

system reset-configuration
system reset-configuration no-defaults=yes

system reset-configuration keep-users



Reset-configuration emergency

2 items

50% free
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Webfig

Winbox in Browser

RouterOS config by an

6 o

Quick Set
Interfaces
Wireless
Bridge
Switch

PPP

Mesh

1P

MPLS

Routing
System
Queues

Files

Log

Radius

Tools

New Terminal
MetaROUTER
Make Supout.rif
Logout

¥\ v¥r\v|v

i MikroTik - Address List at admin@1921... | +

192.168.88.1

Add New

1 item

i Address

11: default configuration

]

192.168.88.1/24

Network

192.168.88.0

Interface

bridge-local

2llal B

WebFig v5.15rci

Address List

m




Webfig Skins

Show/Hide RouterOS menu
Change/translate of menu names
Set limits for configuration menus

Distribute between different routers



Webfig Skins

B SlE=]
[} MikroTik - Address List at admin®192.1... | + | -
é = "'v Google )3'| #® B

El] 192.168.88.1/24 192.168.88.0  bridge-local i

{1 192.168.88.1/webfig/#IP:Addresses e| - |-

¥ Queues

+ Files

¥ Log
¥ Radius

¥ Tools »>

+ New Terminal

¥ MetaROUTER

¥ Make Supout.

¥ Logout

¥ Undo
¥ Redo

¥ Hide Menu

+ Hide Passwort

m

di e ML

Diesign Skin

+ Manual

+ WinBox

¥ Graphs

¥ End-User Lice

1




Design Skin

A

[} MikroTik - Address List at admin@1921... | + |

CSC

L% -

192.168.88 1/ webfig/FIP:Addresses

c] &l

-‘l * Google

¥ Queues

+ Files

¥ Log

& Radius

¥ Tools >

& MNew Terminal

¥ MetaROUTER

+ Make Supout.

+ Logout

+ Undo

¥ Redo

& Hide Menu

& Hide Passwaort

=il Teinl=

Dresign Skin

+ Manual

¥ WinBox

¥ Graphs

¥ End-User Lice

~|o|

192.168.88.1/24 192.1568.83.0

bridge-local

m

1




Design Skin

Show/Hide RouterOS menu

Change/translate of menu names

Hae—Perd

e Passwer:

+ Tryvb Bezpiecz

Design Skin

AR




Design Skin Limits

Mode station
Read Only

Add Note - station
.. Lirmit
Remowve Limit

Add To Status Page
=] Band 2GHz-B/GIM |«

<

station
Band

tation bridge
tation pseudobrnidge
tation pseudobndge clone

Channel Width




Distribute Skin

[N

| MikroTik - Interface <wlanl> at admin... | + |
@ I |1 192168.88.1 /webfig/#WirelessInterfaces f c | - T -‘l" Google
e
! Quick Set
¥ Interfaces
viWireless I skin: defaultE Name: Mew_Skin Save H Revert ] [ Reset ]
¥ Bridge
File: List =] E3
=| [T B | Backup | Restore
|Fi|e MName ¢ |T'_.rpe |Size |v
=] auto-before-reset backup backup 125 KB
laline directary
=| skins/Mew_Skin json Jjson file 12 B
=| skins/default json jeon file 152 B
+ | »
4 items 30,5 MB of 61.4 MB used |5'I]°:Lfree




Assign Skin User

Users Groups

Jitems

=T

Policies
local te
local te
local te

Mew Group

Mame: |group
Policies
local
ash
reboot
write
test
password
sniff
api

Skin: |MNew_Skin

S55H Keys  55H Private Keys  Active Users

telnet
ftp
read
policy
winboo
web

sensitive

OK

Cancel

Apply

Comment

Copy

Remove

[=1|E3

Ski*

... defaul
... defauli
. defaulf




Webfig Demo

S -
\\\ 1NENO

N LdURUO
NN & =
\\\ g
.
NS

\\: vf — E; &

maeo




MikroTik X2
RouterBOARD 1100 Ail Q& A

FAST ETHERNET
zzzzz

Suggestions - support@mikrotik.com
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