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Mikrotik IPSec servisi

MUM Beograd, Srbija
10.10.2016.
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Autor | njegova interesovanja

A IT/IS Manager u Algotech d.o.o.

A U IT industriji od 1991. godine

A Usmerenjeka Wi ndows poslovnim mregam:
Informacija

A Sertifikati za Microsoft, CompTIA, NICE

A Autor dve knjige o mregama

A Sa Mikrotik ruterima radi od 2005. godine

A Fokus na kontroli pristupa i automatizaciji rada

'»..‘algot;ech Strana 2




A Gta je to | PSec?

A Povezivanje dve Internet lokacije preko IPSec tunela

A Zagtita drugih tompova
A L2TP/ 1 PSec za ud madjaeriorg

A Demonstracija u virtuelnomo kr ugenj u

:‘f.‘f\algot;ech

tunel a | PSe

kegi mhi ke
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AIPSec,je skup servisa koj i omogyl'
zagtilenom obli ku preko nezagtil e
Al PSec tunel je nerutabilni dinami
A Danagnji de facto standard za sic

P2
l:’c‘\mgot;ech Strana 4



IPSec protokoli

Al PSec familija se sastoji 1 z sl ec

A Authentication Header (AH) i RFC 4302

~

A Encapsulating Security Payload (ESP) i RFC 4303

~

A Internet Key Exchange (IKE)

A Mogemo koristiti samo AH, samo ES

A IPSec protokoli su izuzetno osetljivi na vremensku sinhronizaciju i
NTP protokol mora da se koristi

:»L"algot;ech Strana 5




A Transportr e gi m ¢t
saobralaj 1 zn
direktno povezana hosta

s\\ -
Web Server
E-Commerce Server
A Tunnelre§i m sl ugi za zagtitu saobr al

hosta koji komuniciraju kroz gejtveje

?—6?% ;

Cerver auter 1 Router 2 Fr

Pr=r
!:’\.‘\algot‘.ech Strana 6



Authentication Header (AH)

AAH protokol je namenjen za zagti't
njegovo gifrovanj e.

AVrednost AH |le zavisiti od sadr ga

A Pozicija dodatnog zaglavlja zavi s

~

A Za proveru identiteta (authentication) se koriste algoritmi

~

A MD5

A SHA1

=
0 ‘\algot;ech Strana 7



A ESP protokol se koristi za zagt.i:t

A Koristi svoju proveru identiteta i ne zahteva AH.
A Upotreba AH ojalava zagtitu paket
AZa gifrovanje podataka se korist.i
A DES

A 3DES

A AES 128/192/256-bita

A Blowfish

A Camellia 128/192/256-bita

A Twofish

"x_‘\algot;ech Strana 8




Har dver sko gifrovan.J e‘

A Na jalim model i ma Mivkar gtei ko oRla ujtaenr
hardversko gifrovanje ESP protokc

A RB 1000

A RB 1100AHx2

A Svi Cloud Core Router (CCR)ur el aj i
A RB 850Gx2

A CPU je optimizovan-CB&iSHALSHA25Gb r ad L
algoritama, sve ostalo se radi softverski

:»:"algot;ech Strana 9




Internet Key Exchange protokol

Al KE je najzastuplijenij i prot okol
Al KE daemon se aktivira kada trebe
obezbediti melLusobnu proveru i der

upravljanje security associations (SA) identifikatorima
A IKE ima dve faze uspostavljanja komunikacije:

A IKE |

A IKE Il

z‘\mgotech Strana 10




A Kada se uol i potreba za formiran,]
rutera) zapol i nju melLusobno poveziva

A Da bi se tunel uspostavio, oba wur
partnera (Peer)

A Treba da znamo sl edele parametre:

A IP adresu druge strane

A Algoritam za proveru identiteta (MD5, SHA-1é )

AAlgoritam za gifrovaBSge saobral aj a
AVreme vagenja kIl jul a

A Diffie-Helman (DH) grupu (minimalno DH2 i 1024 bita)

A Da | i | emo komuni eTiopcia) i kroz NAT (N
A DPD podegavanj a

AVreme ¢givota tunela (npr. 1 dan)

.."algocech Strana 11



Diffie-Helman algoritam

)3

> >» I>» I

)

DiffieetHe | man ( DH) algoritam je osmigdg
koje nemaju zajednil ki del | eni K |
naprave u bilo kom trenutku

Stvoren je za pravljenje dinami/| k
Ovako napravljen kljul 1le gifrove
Opisan u RFC 2409 i RFC 3526

Mi ni malno treba koristi tgooupRIl j ul C

Preporuka je da se koriste jali Kk

‘»-"algot;ech Strana 12




pegno zavrgi faza |, 1n
0] | | e se koristiti Z a

A Da bi se ova faza uspostavila, moramo da imamo:

A pravila za komunikaciju (policies) i

~

Askup pravil proppsal)zagtitu (

~

A Pravila moraju da budu i1 dentil na

A Treba usaglasiti:
A IPSec protokol (AH, ESP, AH i ESP)
ARegim rada (tunel I 11 transport)
A Vr e me (ifetime)ti apr. 80 minuta

APFS grupu (takolLe DH kIl jul)

‘»-‘\algot:ech Strana 13




APFS je mehanizam koji menja kIl jul

kralem intervalu od ¢givota celog
A Koristi se isti algoritam kao i kod uspostavljanja tunela u fazi |
Aldeja je da se omogul i dodat na zas
givota | PSec tunel a

~

A PFS dodatno optereluje procesor z

A Koristiti minimum DH grupu 2




t unel

A Svi tuneli se prave sa ogranil eni
A Svaki novi tunel je gifrovan druc
A Givotni vek se ogranil ava
A Vremenski
ANa kolilinu podataka
A°Za svako ogranilenje postoje dva
A Meki (soft)
ALvrsti (hard)
A Meki brojal se koristi da se odr e
ALvrsti brojal se koristi da se ooc

z‘\mgotech Strana 15




Neophodna licenca za IPSec

A Detaljan opis nivoa licenciranja je naveden na stranici:
http://wiki.mikrotik.com/wiki/Manual:License

Nivo (level) Broj IPSec tunela

0 (24h trial) Bez ogranil| enj a
1 (free demo) Nije navedeno
3 (CPE) Nije navedeno
4 Nije navedeno
5 Nije navedeno

6 Bez ogranil|lenj a

z‘\mgotech Strana 16



http://wiki.mikrotik.com/wiki/Manual:License

j»-‘v‘algot;ech

Gde se nalaze IPSec servisi?

IPSec servise nalazimo u meniju

IP > IPSeciliu/ip
konzoli

Ipsec U

Instaliran je na svakom

Routerboard-u

Na x86 platformi treba da se
Instalira security paket

Paketpppdaj e

podr gk

PPP, PPTP, L2TP, PPPoOE i ISDN

PPP servise

== Switch
¢ & Mesh

5 P
MPLS

#" Routing
System

& Queues

. Files
Log

. Radius

%, Tools
New Teminal
5 MetaROUTER

‘E Daoddtinm

o — — —
s v 4 '

ARP
Accounting
Addresses
Cloud

DHCP Client
DHCP Relay
DHCP Server
DNS

Firewall
Hotspot

|Psec
Neighbors
Packing
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A Napravite dokument sa svim parametrima pre konfiguracije

CrpaHa Contoso Fabrikam
¥pehaj Mikrotik x86 v6.33 Mikrotik x86 v4.17
JaeHa appeca 203.0.113.17 203.0.113.25
IKE Phase | (IPSec Peer)

Authentication method | Preshared key Preshared key
Secret Buhe pazmerbed CMICom (Test1234)
Exchange Mode Main
Proposal Check Obey
Hash Algorithm SHA1 SHAL
Encryption Algorithm AES256 AES256
DH Group DH group2/modpl024 DH group2/modpl024
Lifetime 1d 00:00:00 1d 00:00:00

(86400 seconds) (86400 seconds)
DPD Interval 1205 120 s
DPD Maximum Failures 5 5

IKE Phase II {IPSec Proposal)

Auth Algorithm SHAL SHAL
Encryption Algorithm AES256 AES256
Lifetime 00:30:00 00:30:00

(1800 seconds) (1800 seconds)
PFS Group DH group2/modpl024 DH group2/modpl024

MuTepecanTaH caobpahaj (nonwuce)

Cepeep/oncer WWAW 198.51.100.10 192.0.2.0/24

mail 198.51.100.11
Mopr(oew) sve sve
MpoToKoAK esp esp

‘ algotech Strana 18



N a glaboratorija i
prakti | ni Dri




Scenario koji simuliramo

A'Simulirali smo povezi v-avaijudaliedii ge «c
pojedinal nih korisnika

Ildalieri kanznik, S
I1daljeri kariznik
Ldalieni karisnik. @

Strana 20




Virtuelno okrugenj e

A Sve funkcije smo simulirali u vir

.Kurlsnlk Idaljeni koniznik, #2 L dalieri kerisnik #1

Internet j‘
DHCP S 10100100

\..,.H :Trange Frange Comp

192.168.1.2

192.168.1.1
Fabrik.akd LAk

A05L CPE router o 192.0.20.10

i
L

202.0.1131

mail. contozo. com Fabrik.abd zerver

Wi, conboE0, Com

.. MegalSP Mebwork
Fabrik.akd Bouter DHCF
192 51010012 Contoso Baouter e

1925110010 @7 Fabirik.am w502

138.51.1001 | 203011317 203.0113.29 1920201 Lo
1 "
o, +
Contozo LaM

T
oy
"

=
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Mrega Contoso

~

A Centralna firma

A'Simuliramo uobilajene mregne ser\
Klijentima:
A www.contoso.com
A ftp.contoso.com
A mail.contoso.com

mail.contoso.com

a Www. contoso.com
198.51 100 12 & | Contosao Router
198.51100.10

198.51.100.1 203.0113.17

~T
-

}

Contosa LAN

P=o
!:'\.‘\algot‘.ech Strana 22




FabrikaM deo

~

A Partnerska firma ili udaljena lokacija

A Potrebno je da mogemo da kontakt.
centralnu I okaci ju, | 1] resur si
preko Interneta

A FabrikaM server je Mikrotik RouterOS |
virtuelna magina, koja H&d"svakih
|l zvr gava sSsKkrpsmd Koj I gal jjfe r'etxo

N

FabfikaM server

=

Fabrikakd Router A
.
Fabrikam WS02

203.0113.29 132.0.20.1 -

:‘|algot;ech Strana 23




MegalSPdobavl | a!»

AJednim virtuelnim doba
smo sSsimuliral. sve | nt
virtuelnih firmi i udaljenih korisnika

A Nage virtuelne fi

sa centralnim ruterom
\
Azcess Router 20301131

I i)
Wi A
kegal5F Metwark,

Contoso Bouter Fabl ter

1
203.011317 203.0.113.29

f.‘\algotech
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Udal | eni K |

A'Simulirali smo kul PePok(opr.ADBShi ke Kkoc
povezivanje) se povezuju na operatera

A Dodali smo i jednu proselnu firmt
Interneta i ima Mikrotik ruter iza ADSL rutera

Idalieni kariznik, 1

.E‘-.DSL CPE router
'IEIE 168.1.1
Deskiop
Idalieni kariznik 82

Trange Frange Comp

MegalSP Access Fouter % MegalSP Server

202.0113.2 202.0.1131

~T=
-1
]

begal 5P Metwark
";.‘\algot;ech
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208011347

282

e el

it DS ) Bt Gt e e

L L p——

Contoso WWW server

Ove v deme WWW server

K oetirdk dewo DOT baoraes 52 NOS, Ederret ETTEFTP Servér

(O —— Mlderotde MUM Ecagrad 2014
PN oottt 10 pou et - Rte OF |
|  —
EF Stahistics
E I Huota POF3 |

¥irtual Private Network

whizhop  Disk space: 0 B, messages: 0 Login count: 7, last 292016 17:34:26

1]

| aborator i |

File Edit Wiew Tools

Message Help

|
| P - 80 & o8 |

& X |9 -

=InboXx

Folders b4 |

ta % | From | Received -

<] @ lawe | 3 Outlook Express

.

Poruka

N— er  Poruka 9,2/2016 5:23 PM
- . er  Poruka 9/2/2016 5:24 PM
®
> Network Connections er Poruka 9,/2/2016 5:27 PM
File Edit View Favorites Tools Advanced Help

Broadband

) Megalsp
‘ Connected, Fire

(i WAN Miniport (PP

AN OF High-Speed Tnterviex

koso_admin@conkoso,com

f 2200

= Local Area Connection I
_'!3 Limited or no connectivi
A Intel{R) PRO{1000 MT [

”
{ ~ Contoso
Connected, Firewalled

L WAN Miniport (PPTP)

Ewxport | [

| . algotech

View yvourt basic network infarmation and set ugp connections

A 8.

9 we iy
y
- x \'
WINTTEST-PC Multiple natwerks Irfternat
(This computer
View your active netwarks nect
353 MegelSP Access fype No Incemet access
' W Putdc netwer

Megaltd

Connectiers: §

Contose

P :

g Unidentified netweek
Fubibc network

Access hpe Mo Irtemet accen

Connsctiena: § Comuos

Accens type No Internet accen

Connectiens: § Lacal Sres Connerhic

Strana 26



Site-to-site IPSec




Ma

C I

ser

OzZne

koji se razmenjuju

Sniffer Packet <192.0.2 127-=198.51.100.12

VoI

Sa n

OSobe

] e

mo g u

predvi Lena

da

Z d

presretr

oooo: o8
oo1o: 00
oozo: 64
0030: fa
oo4n: 32

2t 4e 03 OO0
40 00 7e 06
00 6e 0d bl
o0 o0 50 41

27 28
0f 85
eb 81
53 53

C3
=0
9L
20

Sniffer Packet <1592.0.2. 126198 51 .100.10=

45 00 ' .H

ch 33 B M.

50 18 d....n

B 31 ...
23,

PA S5

r.F.
maill

 .'abmzd1

General |P Packet
Raw Data:
gooo: 08 o0 27 1 2f 4= 08 00 27 28 §3 =2 08 00 45 00 . .'.»N.. '(5...E. =«
0010: 00 37 =8 7c 40 00 3= 06 67 88 <0 OO0 02 7e c6 33 7. |@. > g....™.3
noz20: &4 Oa a4 =7 00 15 1b £7 <=1 fe 9f 8d =0 ba &0 18 d4....... ...... F.
no3o: 7?5 40 87 4Af 00 00 50 41 53 B3 20 46 61 62 4d 31 uw@. . . PA 55 FabMi
go4o: 32 33 34 04 0a 234
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IKE phase |

AU ovoj fazi treba dieersiekopi gkeeaome

komunicirati
Alzmelu ova dva urelaja Il e se uspc
formirat.i di nami | ki t unel
Megal 5P Server T;.,
203.01131
[ !
L A
Megal 5P Metwork,

Contozo Router

@7 203011317 203.0.113.29

135.51.1001

Fal:unkaM Hnuter

132.0.20.1
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Contoso ruter

IPsec Peer <203.0.113.25%:

A Definigemo naijpr p—— o
|

FabrikaM ruter (203.0.113.29) Pt 50
Local Address: | |a Aoply

R . . Auth. Method: |presha|-'edkey =]
A Lozinka bi trebalo da bude e Commer

r e | e rpassphrase) -

Policy Template Group: |de°fa|.||t

Exchange Mode: |main
A Send Initial Contact

Svi parametri koje ne unesemo AT T
| e dobiti podraz| = = =
Vred nost Hash Algorithm: |5ha'| ||;|

Encryption Algorithm: || des [ ] 3des [ ]aes-128
[ aes-192 2es-256 [ blowfish
A [ | camelia-128 [ | camelia-192 [ | camelia-256

A Mogemo zadat. i S |

IP adresu, ukolikoi ma mo v i| e e -
Javnlh IP adresa Lifetime: | 1d 00:00:00 |
Lifebytes: | | >

DFD Irterval: 120 =)=

DPD Maximum Failures: |5 |

|enabled

:‘|algot;ech Strana 30




FabrikaM ruter

A De f | n | g emo N J e g O | EJ1Psec Peer <203.011317> [==]
i Contoso ruter (203.0.113.17) i [N | ok
I Port: |5‘m | Cancel
A Ovde imamo stariju verziju | e :”Tm:;““ "‘: oo |
RouterOS-a i v4.17 | N =
" Remote Certificate: | [#]
A St nt a_k sa jJ e negt exchange Mode: [ e] S
Je osnova |Sta. Send Initial Contact
| NAT Traversal
Froposal Check: ||::||::uE'.f:.r || ¥ |
Hash Algorithm: |md5 || * |
Encryption Algorithm: |3des || ¥ |
D'H Group: |n1odp'|ﬂ24 ||3 |
[] Generate Policy
Lifetime: | 1d 00:00:00 |
L'rFeb:.'tes:| |v
DPD Interval: |120 [#]s

DPD Maximum Failures: |5 |

disabled

A=
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Proveravamo da li se tunel podigao

~

A Ukoli ko smo dobro unel par ametr €

A Provera na strani Contoso rutera

IPsec =] E3

Policies Groups Peers HENﬂTEPEEfE|Mnd&Emﬁgs Proposals  Installed SAs  Keys  Users

m= | | | | Kill Connections Find
|Local Address + |Local Port |Remote Address  |Remcte Port |Side  |Established | -
203.0.113.17 500 203.0.113.29 500 initiator 00:44:15

A Provera na strani FabrikaM rutera

| IPsec [
Policies Peers Femote Peers | Proposals  Installed SAs
= ? Find
|Lm:a| Address 7 |H.E.'|'I'Iﬂ‘tE.' Address | |v|
203011329 203.0.11317
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Defi ni sanj e

~

A Ov a |

deo |

e

A Dodajemo novi skup pravila

IPsec Proposal <FabilkaM:

Mame:

Auth. Algarthms:

Encr. Algarthms:

Lifetime:
PFS Group:

FabilaM

[ I md5 shal

[l [ | sha256

(| sha512

| rull [ | des

[ | 3des [ | aes-128 cbe
| | aes-192 cbe aes-256 che
|| blowfish [ | twofish
[ | camelia-128 [ | camelia-192
| camelia-256 [ |aes-128cir
[ Jaes-192ctr [ | aes-256ctr
| |aes-128gom | | aes-192 gcm
[ | aes-256 gem
| 00:30:00 |-
\modp 1024 I

oK

Cancel

Apply

Disable

Remaove

dent i an za obe str e
# | IPsec Proposal <Contoso> E
Mame: Contoso QK
- Auth. Algorthms Cancel

|| md5 shal
L] rull Apply
- Encr. Algorithms Disahle
L] rull | des
Copy
| | 3des | aes-128
| aes-192 aes-256 Remove
Lifetime: | 00:30:00
PFS Group: |modp1024 |
disabled

enabled

::i‘|a|QOWCh
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~

A Ovde treba da zadamo usl ove koji

A Svakapolisamorada bude identilna na obe

IPsec Policy <198.51.100.0/24:0->192.0.2.0/24:0> 7 | IPsec Policy <192.0.2.0/24:0->198.51.1... [mia]
OK
General Action 0K
| Cancel
Src. Port: | - Apply Action: |encrypt ¥ Cancel
Dst. Address: |192.0.2.0/24 | — Level: |unique ¥ Apphy
Dst. Port: | |~ Comment |Psec Protocols: |esp * Disabl
sanie
Protocal: | 255 (all) |#| Copy Tunnel
Co
] Template S SA Src. Address: [203.0.113.29 il
SA Dst. Address: |203.0.112.17 Remove
Proposal: |Contoso ¥
enabled Priority: |0
disabled |
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podi i i

File Edit Wiew Message Tools Help
Reply All Sender Forward Trash Spam Next
“ 4

To: userdl@contoso.com
Subject: Poruka
Date: Thu, 08 Sep 2016 22:24:36 +0200

Sistem: FabrikaM Server

Sada je sep/08/2016 u 22:24:35

From: FabrikaM server<mother@fabrikam.com=

Policies Groups  Peer=  Remote Peerz  Mode Corfige  Propozale  Installed 5As |Key1.=1 Users

m Kr ene

\Auth.... |Encr. Alg... |Cumert B... |

SPI ¢ |Src. Address | Dst. Address -
6da3700 203.0.113.17 203011329 shal aeschc 15576
bf¥bf1 203.0.11329 203011317 shal aesche 3086

saohb

J File Edit Wiew Tools Message Help

H'.r'j Inbox - Outlook Express

=101 x|

&5 -

[(h-2 @ | 9 X -

]
= [nbox

Folders X | ¢ g | % | From | subject | Received [ -
E E‘ Dutlook Express (=1 FabrikaM server Poruka 9/8f2016 10:20 P
= Local Folders &4 FabrikaM server  Poruka 9/8/2016 8:30 PM
- Inbox (10} 54 FabrikaM server  Poruka 9,/8/2016 8:29 PM -
1@3 Outbioe i FabrikaM server  Poruka 9/8/2016 8:20 PM
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Site-to-site IPSec
sa NAT adresama servera




Promena originalnih IP adresa po zahtevu Orisnik

Al mamo sl ul aj kada dve organizaci |
gel e da koriste svoje interne adr

A Moramo prvo da uradimo NAT, a zatim te adrese da pustimo u tunel

1S Fabrikabd LAM
Megal5F Server =
2070112 1 T 19201210
Contoza Mail Server Megal 5P Metworl
i !
L i
Fabrikahd server
192 0,181 EI Contogzo Bouter Fabrik.abd Houter
193.51.1001) 203.0113.17 203.0.113.29 132.0.2.1
i ™
LW s .
Contozo LAMN
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Plan za realizaciju zahteva

A Proces se zasniva na sl edel em:
1. Napraviti DST-NAT pravilo za sve servere
2. Napraviti SRC-NAT pravilo za sve servere
3. Dodati IPSecPeer(IKEl)podegavanj a
4. Dodati IPSecProposal (| KE |1 I ) podegavanj a

5. Dodat i | PSec polise (interesantan

=
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Definisanje NAT transformacije

AU ovom sl ul aj u i mainMdAT jraesfoamacijik o r a k
A NAT mora da se radi 1:1

A Ne zaboravite da propus-dvanthenr sgabr
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