Pa3BepTtbiBaHue eguHoro Hotspot
yepe3 Mesh Ha 6a3e obopyaoBaHus
Mikrotik Routerboard

Omutpun KanmHuH
WiFiMag
dk@trtg.ru
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[lpe3eHTaLUIO NOATrOTOBUN

OAmutpun KannHuH
KomnaHua Wifimag.ru
OdunumnanbHbin KoHcynbTaHT Mikrotik

B = = /. )] ) —
\ — = (ir S — = ( S — N (i S — ;
Mikrorik . MkroTik | . Mikrorik . Mikrorik |

Dmitriy Kalinin

S =

y Kalinin [ Dmitriy Kalinin

CepTtudunumpoBaHHbI TpeHep Mikrotik

,/— - I—

MikroTik |

D Kalinin
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OcHOBHbIe NAKOCbl peLueHuns

* EAWHOe ynpasneHue ana scex Tovek loctyna

 (CBobogHOE OCHOBHOE agpecHOe NPOCTPAHCTBO

e «becWwoBHbIN» POYMUHT 6E€CNPOBOAHbIX KNTMEHTOB

e OpraHu3auma npas 40CTYNa pPa3HbIM rpynnam noab3oBaTenen
e OTKa30yCTOMYMBOCTb B C/Iy4ae pa3pbiBa IMHNM CBA3U

OCHOBHble MUHYCbI peLlueHuUnA

* [lponpueTtapHoCTb NpoToKona EolP

* [lponycKHaAa cnocobHocTb no EolP

* [lponssBoanUTENbHOCTb MapLUPYyTU3ATOpPA

* Pe3epBMpoOBaHUE LUEHTPA/IbHOM TOYKKM AOCTYNa Ha CAy4an OTKa3a
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[NThaHMpoBaHUe NOCTPOEHUA peLueHUA
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9Tanbl KOHUrypauummu:

Co3aaHne «MocToB» U obbeanHeHne NopPToB
KoHpurypuposaHme DHCP Ha TouKax gocTtyna

HacTtpoika EolP TyHHenen mexay TouKamm 4ocTtyna
KoHpurypupoBaHme mesh-mHTepPpeincoB Ha TOHKax AOCTynNa
HacTtporika Wireless HTepdencoB Ha TOUKax AOCTyna
Ncnonb3osaHne WDS B AaHHOW KOHUIypaLumu
KoHdurypuposaHue Hotspot Ha 0OCHOBHOM TOUKe AOCTYyNa
Hactponka DNS n NAT Ha UeHTpa/ibHOM YCTPOMCTBE
MpoBepKa paboTtocnocobHoOCTH

O O I

WIFI o»)) MAG



Co3ZaHne «MOCTOB» U 0bbegnHeHMe NopToB
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KoHourypmposaHme DHCP Ha Touykax aocTtyna

10 Ay —
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Hactpounka EolP TyHHenen mexay To4kamm A0CTyna

AP1:

/interface eoip

add name=eoip-12 remote-address=172.16.16.2 tunnel-id=12
add name=eoip-13 remote-address=172.16.16.3 tunnel-id=13
add name=eoip-14 remote-address=172.16.16.4 tunnel-id=14

AP2

/interface eoip

add name=eoip-12 remote-address=172.16.16.1 tunnel-id=12
add name=eoip-23 remote-address=172.16.16.3 tunnel-id=23
add name=eoip-24 remote-address=172.16.16.4 tunnel-id=24

AP3

/interface eoip

add name=eoip-13 remote-address=172.16.16.1 tunnel-id=13
add name=eoip-23 remote-address=172.16.16.2 tunnel-id=23
add name=eoip-34 remote-address=172.16.16.4 tunnel-id=34

AP4

/interface eoip

add name=eoip-14 remote-address=172.16.16.1 tunnel-id=14
add name=eoip-24 remote-address=172.16.16.2 tunnel-id=24
add name=eoip-34 remote-address=172.16.16.3 tunnel-id=34
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Hactpounka EolP TyHHenen mexay To4kamm A0CTyna
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KoHdurypupoBaHme mesh-mHtepdemncoB Ha TOYKaxX AOCTyNa

/interface mesh

add name=hotspot.mesh

/interface mesh port

add interface=wlan1 mesh=hotspot.mesh
add interface=eoip-12 mesh=hotspot.mesh
add interface=eoip-13 mesh=hotspot.mesh
add interface=eoip-14 mesh=hotspot.mesh

MoaobHbiM 06pa3zom nponsBoaAnTCA KOHOUTYpauma mesh Ha Bcex BTOpOCTEMNEHHbIX TOYKax A0CTyna.
OCHOBHbIMW KPUTEPUAMM AAHHOM KOHPUTYpaumm asnsetca obbegmHeHne scex EolP-TyHHenen u
wireless nHtepdencos anAa ycnewHom MUrpaLmnum noab30BaTeNna C TOYKU Ha TOYKY.
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KoHdurypuposaHne mesh-mHTepdemnmcoB Ha TOYKaAX AOCTYNa
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Hactponka Wireless nHtepdencos Ha To4YKax A0OCTyNa
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JononHutenoHble HacTponku Wireless
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Ncnonb3oBaHmne WDS B AaHHOM KOHGUrypauum

WDS (Wireless Distribution System) moKeT 6bITb UICNONb30BaH B 3TOM KOHOUIypauumn. ITo HECET KaK NAKOCbl, TaK U MUHYCbI:

Mntocobl:

* YCTaHOB/IEHME CBA3UN MEXKAY TOYKaMM AOCTyMNa «Mo BO3AYXY»
* bBonee «nnaBHbIN» POYMUHT 6ECNPOBOAHbBIX KNMEHTOB

OCHOBHOM MUHYC:
* CHUXeHMe NPonycKHoM cnocobHocTM 6ecnpoBoAHOM CETU
B NPOrpeccuun Npu NOAKAYEHNUM B CUCTEMY AONOJHUTENbHbBIX TOYEK JOCTYNA
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OTtkntoveHne WDS Ha TouKkax gocTyna
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Reset Configuration
[ simple Moce

Apply

Torch

Scan.

Freq. Usage.

Aign

Siff

Snooper.

| Reset Corfiguration
| Smple Mode

=[a] X

v Hide Passwords Il

Chann...|Frequen... [SSID__ v
- 20/40... 2442 est

V] Hide Passwords Ml (%)

]

Erors |Rx Enors | MAC Address
0 0 027A1F3AAGS2

WIFI o))j
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KoHdpurypuposaHmne Hotspot Ha ocHOBHOM TOUKe AOCTyna

] New Teminal
= cp

¥4 MetaROUTER
#5 Parition

| & Make Supout rif
@& Manual

B &t

[V| Hide Passwords [ (7

|| Hotspot Server <hotspot test> [=] 3 ‘
Name: |hotspot test | OK General Login | RADIUS
Interface: lhmspot.mesh “ + ! Cancel gy
Addiress Poot: [podt 5] ] MAC [] Cookie
{8 Fo0 lpodl hotepot > Apply VI HTTPCHAP [ | HTTPS
Profile: |profile test |#] _ [] HTTP PAP [ Trial
_Disable
MAC Cookie
Idle Timeout: |00:05:00 - Copy
MAC Auth. Password: ‘:
Keepalive Timeout: I o Remove
AddressesPerMAC: 2 & [ || HTTP Coolde Lietme: [3d 00:00:00
S5t Cattste: fome———[7]
IP of DNS Name: [0.0.0.0 |
Proxy Status: 1n.|nning | L1 50 Uy Dk
Trial Uptime Limit: |01:30:00
Trial Uptime Reset: |1d 00:00:00
Trial User Profile: |default

enabled

2items
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Hactpoika DNS n NAT Ha LeHTpanbHOM yCTpoucTae

[ 2dmin@172.16.16.1 (AP1) - W HnD (mipebe) ool e
@ @ l Safe Mode [v| Hide Passwords [ (5

A& Quick Set
|8 Interfaces
3 Wireless
2 Bidge Fiter Rules NAT ‘ Mangle Service Ports Connections Address Lists Layer7 Protocols |
% i
; = || | Cing S
Ll [#][=] [2][] [a] [¥] [5 ST [Find | [al [=
=2 Switch # | | Action Chain fter...|Out. Int... [Bytes |Packets | |v¥
0D @Ajump dstnat Servers: 276.9 KiB 1892
213 Mesh d
1D Ajump hotspot : 276.9 KB 1892
P M| 2D = redrect hotspot | Dynamic Servers: [10.0.0.1 | | Cancel 17.2K8B m
3D =lredirect hotspot 0B 0
10.0.1.1
2 MPLS Ml 4D =lredrect hotspot [ | [ eey 70KB 120
# Routing P 5D =l redirect hotspot - 0B 0
. |l 8D i hotspot [y) Mlow Remmote Flequests Static 172KB 300
&2 System 7D  ajump hotspot | Max UDP Packet Size: (4096 | |—JCache 124 KB 190
& Queues 8D =l redirect hs-unaut S 6.1KB 107
B Fies 9D =llredrect hs-unaut] CacheSze: (2048 [k 08B 0
10D =l redirect hs-unaut Cache Used: [17 ‘ 0B 0
|| Log 1D =lredirect hs-unaut : 6.8KB 12
3 12D @Ajump hs-unauth b {tcp) i) 0B 0
Radi
j”i‘_ = 13D =l redrect hs-auth 6 tep) 08 0
A Tools P[] 14D emjump hs-auth 6 ticp) 25 0B 0
0 New Terminal .:: place hotspot rules here
i o Tomed 15X | 3 passthrough unused-hs 0B 0
LT ;. masquerade hotspot network
[#4 MetaROUTER 16 =l masquerade srcnat 172.17.17.0/24 1439.3 KiB 11624
T - masquerade local network
#5 Parition 17 =|l masquerade srcnat 172.16.16.0/24 2598.5 KiB
| & Make Supout if
& Manual I8
: Exit 18items
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MposepKa pabotocnocobHoCTH

[ 172.17.17.1/login?d

ii Npnroxenns M8 3axnaaxn @ TMS 3 Transmission

All your base are belong to us.
This network is strictly confidential.
All violators will be shot.

TMOAKNIOYAACH K AHHOW TouKe A0CTYNa ( [TA), Bl BbipaxaeTe

e Cornacue C NYHKTaM, OMVCaHHBIMUI HIKE:

Kerem RoBpofi BoH HesloBeKa, KoTopsii 06 ee 6HocTs 1 &
L KOiL, C omoTHO becrmar 6. u -1

71 AEnAeTCA BN
7l asnzerca
Brl oTkaseIBacTe:

YoM K roBasHo

111 "Hireprer”
T HeTIONATKANS1 0GOPYHOEAHIA, KOTOPEIE GBI BBISEANE! B MOMEHT

O BCeX IpeTeHSIY, CEAAMMBIX C HCTION30BaHH

HCTIOMESOBaHIA

Tomamouancs x T L, Bst ssipaxcaete cornacue ¢ Tem, uro snazeneit TT/] He Hecer HKGKoif OTBETCTBEHHOCTH 52 MOBBIE MPOTHEONPABHBIE FEHCTEI.
Hanpasnerzsie npomiE B:
Brapeney JT/1 ne HeceT HIKaKoit OTE!

e 11 3 wro, Bat nomssyerecs cofi crpax n puc

ncniomssosarmen T - HeoBocHoBaHHbL

Ecams B1 He CORACHBI X0TA 651 C OFHIM i15

P MyHKTOE, ot IT]L.

Autorized access only

login test

password
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Cratyc noaknoyeHuma

[ 172.17.17.1/status R . g, e @
S
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Cnacubo 3a sHumaHue!
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Mbl 06bABASSEM O Hayane NpPoBeAEeHUA TPEHUHIOB.
Bonee noapobHyo MHPopmaumsa byaeTt npeacTtaBneHa Ha HAaleMm canTe
B 6n1uKkanwee Bpems

http://wifimag.ru
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