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** More devices = More problems



Network Diagram
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Radius ???

Copyright © 2013 ThaiMikrotik™ All Rights Reserved.

• Remote Authentication Dial-In User Service

• RFC 2865 ( http://tools.ietf.org/html/rfc2865 )

• Protocol UDP 1812 , UDP 1813

• AAA Concept

Authentication

Authorization

Accounting

http://tools.ietf.org/html/rfc2865
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Why we use android ??
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• Mobility

• Easy to use

• Price

• Compatibility

• Development



Radius user,client,server

Copyright © 2013 ThaiMikrotik™ All Rights Reserved.

• User (PC) tries to connect to the internet using username and 

password

• Client (RouterOS) looks for the user in local database and if it fails –

asks RADIUS server

• Server – tell the client whether it should accept or reject the user

PC ROS Radius Server



Radius request and response 
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Username , Password

MAC Address , IP Access-Request(1)

Access-Accept(2)

Or

Access-Reject(3)



Radius Server - install
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• Installation Of FreeRADIUS

• CentOS : 

yum –y install httpd

yum –y install mysql-server

yum –y install freeradius freeradius-mysql freeradius-utils

Script Install http://www.thaimikrotik.com/download2/rd.tar.gz

tar –zxvf rd.tar.gz

./install



Radius Attribute
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ATTRIBUTE

• /usr/share/freeradius/dictionary.rfc2865 

• /usr/share/freeradius/dictionary.mikrotik

http://www.mikrotik.com/testdocs/ros/2.9/guide/aaa_radius.php



Radius Attribute
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Radius Client - Setup
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Script
/radius add address=122.155.5.235 comment=MIKRODROID 

secret=Mikrotik service=hotspot timeout=5000ms

1.

2. 3.

4.

5.

6.



Hotspot Server - Setup
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Script /ip hotspot profile set hsprof1 use-radius=yes

1.

2.
3.

4.
5.



How to connect with android
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Download Script http://www.thaimikrotik.com/download2/apiconn.zip

Add user

Add Package

Add vouchers

Security Code

PHP File



Example:  mikrodroid
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Copyright © 2013 ThaiMikrotik™ All Rights Reserved.



THANKS FOR listening
Credit to

Android Developer : Songpob Jitpranee

PHP Developer :      Amnuay Pintong

Linux Developer :     Mana Kaewcharoen


