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** More devices = More problems
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N etWO rk ** Radius Server **

**ANDROID**

wos (Radius Client)
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Radius

« Remote Authentication Dial-In User Service

« RFC 2865 ( http://tools.ietf.org/html/rfc2865 )

* Protocol UDP 1812 , UDP 1813

AAA Concept
Authentication
Authorization
Accounting
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http://tools.ietf.org/html/rfc2865

N etWO rk ** Radius Server **

*ANDROID**

wos (Radius Client)

Copyright © 2013 ThaiMikrotik™ All Rights Reserved. < >



Why we use

* Mobillity
 Easy to use

* Price

« Compatibility
* Development
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Radius

« User (PC) tries to connect to the internet using username and
password

« Client (RouterOS) looks for the user in local database and if it fails —
asks RADIUS server

« Server — tell the client whether it should accept or reject the user

ROS Radius Server
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Radius
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Radius - Install

* |nstallation Of FreeRADIUS
e CentOS:

yum -y install httpd
yum -y install mysql-server
yum -y install freeradius freeradius-mysql freeradius-utils

http://www.thaimikrotik.com/download?2/rd.tar.gz

tar —zxvf rd.tar.gz

Jinstall



Radius

* /usr/share/freeradius/dictionary.rfc2865
* /usr/share/freeradius/dictionary.mikrotik

roct@thaifda:/usr/share/freeradius |ﬂ“'§:—hj

http://www.mikrotik.com/testdocs/ros/2.9/qguide/aaa_radius.php



Radius

# WISPr Attributes (defined in http:/ /v wi-fi.org/getfile.asp?f=WISPr_V1.0.pdf)

VYEMDOR. WISPr 14122

ATTRIBUTE WISPr-Location-Id 1 string WISPr
ATTRIBUTE WISPr-Location-Name 2 string WISPr
ATTRIBUTE WISPr-Logoff-URL 3 string WISPr
ATTRIBUTE WISPr-Redirection-URL 4 string WISPr
ATTRIBUTE WISPr-Bandwidth-Min-Up 5 integer WISPr
ATTRIBUTE WISPr-Bandwidth-Min-Down 6  integer WISPr
ATTRIBUTE WISPr-Bandwidth-Max-Up 7 integer WISPr
ATTRIBUTE WISPr-Bandwidth-Max-Down 8  integer WISPr
ATTRIBUTE WISPr-Session-Terminate-Time 9 string WISPr

# MikroTik Attributes

VYEMDOR. Mikrotik 14988

ATTRIBUTE Mikrotik-Recv-Limit 1 integer Mikrotik
ATTRIBUTE Mikrotilk-Xmit-Limit 2 integer Mikrotik
ATTRIBUTE Mikrotik-Group 3 string Mikrotik
ATTRIBUTE Mikrotik-Wireless-Forward 4 integer Mikratik
ATTRIBUTE Mikrotik-Wireless-Skip-Dotlx 5 integer Mikrotik
ATTRIBUTE Mikrotik-Wireless-Enc-Algo 6  integer Mikrotik
ATTRIBUTE Mikrotik-Wireless-Enc-Key 7  string Mikrotik
ATTRIBUTE Mikrotik-Rate-Limit 8 string Mikrotik
ATTRIBUTE Mikrotik-Realm 9 string Mikrotik
ATTRIBUTE Mikrotik-Host-IP 10 ipaddr Mikrotik
ATTRIBUTE Mikrotik-Mark-1d 11 string Mikrotik
ATTRIBUTE Mikrotik-Advertise-URL 12 string Mikrotik
ATTRIBUTE Mikrotik-Advertise-Interval 13  integer Mikrotik
ATTRIBUTE Mikrotik-Recv-Limit-Gigawords 14 integer Mikrotik
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| Irterfaces
5 Bridge
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== Switch
“I3 Mesh
lzgsl IP

ﬂ Routing
System
! Queues
[ Files
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B4 MetaROUTER
#2 Parition

| & Make Supout.if
& Manual

[ B

MNew Radius Server

- Service

|Iptime|12d 150508 [v] Hide Passwords B

[ (] o

I l hotspot I [ ] wireless
dhcp

Called ID: |

Diamain: |
—

Copy

Address: [122.122.122.5

Remave

| s =

Reset Status

Authertication Port: 1812

Accourting Port: |1813
5_ I Timeout: |EDDD

[] Accounting Backup

Realm: |

Src. Address: |

enabled

/radius add address=122.155.5.235 comment=MIKRODROID
secret=Mikrotik service=hotspot timeout=5000ms
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- Setup

Hotspot

@ admin@10.10.1.1 (GWReouter} - WinBox v6.12 on RB2011WIAS (mipsbe) E=nrs
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Aa Guick Set
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== Switch 5
“2 Mesh DHCP Client 4. Use RADIUS —
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* &y default Location Name: | | - Remove
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B Fles 2 | Hotspot MAC Fommat: DOOOGOGION. | %)
|5 Log IPsec Accounting
M Radius Neighbors Imterim Update: | | hd
X Tools [ | S Eackn NAS Port Type: |19 (wireless-802.11) =]
- Poal

| New Teminal
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'} Partition SNMP
| < Make Supout.rf Services
& Manual Seftings
E Exit Socks

TFTP

/ip hotspot profile set hsprof1 use-radius=yes
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How to connect with

Add user

danNo=0ID
\. S

PHP File

http://www.thaimikrotik.com/download2/apiconn.zip
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Example:
1.| |
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1 Mikrodroid

%k

2 Google Drive Storage

* % %

3 Photo Laboratory

L. 0.0 8

4 Accelerometer

* % %

5 Sound Laboratory
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~EOBE
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Mikro RiD

MANAGE YOUR MIKROTIK USER BY ANDROID

Sign In

Sign Up

Forgot your password?
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Mikro R0 GENERATE ~ NEW ¢ Mikro R0 GENERATE

Radius Info Package :72-30D
Package

Manager @ S Bmana
_ P:1212312121
Ticket

User Online
Settings
Sign Out
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NEW

4.

Message

Email

Cancel




Example:
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€ C' [ www.thaimikrotik.com/shop/ By =

+Skype Web Price List Reseller Login Activation Download Contact US
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Mikrotik User Meeting
L g iy ) i in Bangkok

D About Us

H Mikrotik License
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THANKS
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PHP Developer:  Amnuay Pintong
Linux Developer : Mana Kaewcharoen



