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Why ?



Why ?

Prevent un-authorized people to access to the 
system

Intruder can steal information from you, or 
even deny you access to your resources

Intruder can use your resources to access to 
the other system



Why ?



How ?

Keeping router up-to-date

Securing user & password

Securing physical access

Configuring packages

Hardening services



How ? (continue)

Loading firewall

Logging

NTP Sync

Misc



Keeping router up-to-date



Keeping router up-to-date
Use current version

Check Changelog before upgrade 
to newer version

Download from trusted source

Check file (MD5) when 
download from third party site



Keeping router up-to-date



Keeping router up-to-date



Securing user & password
Change admin account name

Set complex password

Create separate account for each 
user

Set allowed address

Put read-only user in “read” 
group



Securing user & password



Securing physical access
Disable Console (optional)

Always logout console 
session

Disable Unused interface

Don’t config unused 
interface (optional)



Securing physical access



Configuring packages

Disable unused packages

Check packages installed

Check version of each package



Configuring packages



Hardening services

Disable unsecured service (Ex. Telnet)

Change service port (optional)

Disable unused service

Define access lists for each service



Hardening services



Hardening services



Loading firewall

Loading up a firewall will add layer of security

Setup port knocking (optional)



Loading firewall



Loading firewall



Logging

Monitor log

Log to disk (Default RouterOS log to memory)

Send log to syslog server



Logging



NTP sync

Set time zone

Sync time with NTP server or IP cloud service



NTP sync



NTP sync



NTP sync



Misc

Static DHCP lease

Wi-Fi security

Backup config with password encrypted

Block Winbox Discovery

Disable Network Neighbor Discovery



Reference:
http://wiki.mikrotik.com/wiki/Securing_New_RouterOs_Router

http://wiki.mikrotik.com/wiki/Securing_your_router

http://www.slideshare.net/akbarazwir/portknock

https://aacable.wordpress.com/2011/08/15/mikrotik-howto-
prevent-mt-host-from-invalid-login-attempts-from-lanwan-users/

http://www.sysnetcenter.com/board/index.php?topic=2204.0
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