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Why ?

"“Prevent un-authorized people to access to the
system

“Intruder can steal information from you, or
even deny you access to your resources

“Intruder can use your resources to access to
the other system
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How 7

"Keeping router up-to-date
sSecuring user & password
sSecuring physical access
“Configuring packages
"“Hardening services



How ? (continue)

"Loading firewall

"Logging
*"NTP Sync
*Misc



Keeping router up-to-date
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Upgrading RouterOS

If you are already running RouterQS, upgrading to the latest version is simple. Just
one click, and RouterOS will find the latest version, show you the changelog, and
offer to upgrade. You can do this from Winbox, console, Webfig or QuickSet.

Simply click "Check for updates” in QuickSet, Webfig or Winbox packages
menu.

Download MikroTik software products

Router0OS

Please select version:

Legacy (5.26)
Release candidate (6.32rcb)

Please choose your instruction set:




Keeping router up-to-date

=“Use current version

“Check Changelog before upgrade
to newer version

*Download from trusted source

Bugfix (6.30.4
Please select version:

Release candldate (6.32rc6) =Check file (MD5) when
download from third party site




Keeping router up-to-date

Check For Updates B
Channe!: [T A |+ | | OK |
Installed Version: [6.31 | | Cancel |
Latest Version: |6.31 | | Apply |
- | Download |

What's new in 6.31 (2015-Aug-14 15:42); ~
| Downloadginstall |

") checkforwupdate - added ability to select versions channel to check
(bugfix, curent, RC or development)

) demo mode of Cloud Hosted Router (CHR) added

) chr - added x86_64 image for use in virtual environments

) chr - added support for ViMware SCSI vitual disks

) chr - added support for VMware vmeanet3 network card

) chr - added support for Hyper' SCSI disks

*) chr - added support for HyperV' Ethemet interfaces

) chr - added support far vittio disks

) fieed occasional interface resetting on CRS switches

") fixed ethemet stopping on RE NetMetal / SXTG-5HPacD 10Mbit and 100Mbit links
*)ipsec -fived crash in when gem encryption was used

*)ipsec - allow to set peer address as ":/0"

“lipsec - fived empty s3-src address on acquire in tun mode

*)ipsec - show proposal info in export ipsec section

*)ipsec - preserve port wildcard when generating policy without port overide
*lipsec - fixed replay window, was accidentally disabled since version 6.30;
) certificate manager - ficed memary leak

*) ssh - allow host key import /export

") ssh - use 2048bit RSA host key when strong-crypto enabled

") ssh - support RSA keys for user authentication

) conntrack - fixed problem with manual connection removal

") conntrack - added tcp-max-retranstimeout and top-unackedimeout W




Keeping router up-to-date

v6.31 2015-Aug-14

e BE =
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ppc

mipsle

tile

Main package
Extra packages
Metinstall
Changelog

MD5

FEB3xx series, RB600 seriec

PC / XB6, RB230 series

FBlxx series, RB5xx series

CCR series

Standard upgrade package. Can also be used for Netinstall.

Optional packages for extended functionality. Do I need them?

Utility for installation from network.

View changes in current version.

View MDS5 hashes to confirm file validity.

MD5 info

routeros-mipsbe-6.31.torrent f45f444bbc3a8d2e373f5d7d13a21394d
routeros-mipsbe-6.21.npk 150c671c30d8cfe3f29387bc07cdbBba
all_packages-mipsbe-6.31.zip 0dbddef2c19148d4a18a4f29f8dcctel
netinstall-6.31.zip 61deb77464943405f1651db22c29b2 af
netinstall-6.31-mipsbe.zip 61deb77464943405f1651db22c29b2 af

Ol




Securing user & password

“Change admin account name

Uses Goups S5 Keys | SSH Pivat Keys  Ackve s =Set complex password
e —— B
L T | =Create separate account for each

user
=Set allowed address

“Put read-only user in “read”
group

1item




Securing user & password

User <admin:
Mame: ﬂ DK
Group: |full * Cancel
Alowed Address: |123.123.123.123 v Apphy
Last Logged In: |Aug/29/2013 15:15:56 Disable
Comment
Copy
Remove
Password...
enabled




Securing physical access

Console “Disable Console (optional)
+| = ||| |T| |[Fno "Always logout console

Port ¢ | Tem *|| session

o senall vt 102 E

-------------------------------------------------------------------------------------------------------------

*Disable Unused interface

“Don’t config unused
interface (optional)




Securing physical access

Irteface List

Inteface | Ethemet EolP Tunnel 1P Tunnel GRE Tunnel VLAMN VRRP Bonding LTE

+‘ = f x EI T 'E|:IPI- i

Mame i | Type LZ2MTU | Tx R -

R 4tbrdgedocal Bridge 1538 129.3 kbps 3 9kbps ||
RS <4feciptunnell EolP Tunnel 65535 11592 bps 474 bps
R #j#etherl4ot Ethemet 1538 1320 bps 2.7 kbps
RS #i*ether?masterd... Bthemet 1538 2.2 kbps 2.7 kbps
RS #j#etherdslavedo... Bthemet 1538 0 bps { bps
RS  #j#etherd-slavedo... Bthemet 1538 0 bps { bps
®S  #{retherBslavedo... Bthemet 1538 0 bps [ bps
xS #jrether7-slavedo... Bthemet 1538 0 bps 0 bps
R ##*etherB4rue Ethemet 1538 0 bps 11.2 kbps
R <4%pppoe-outl PPPoE Client 1824 bps 1560 bps
®S  #jrefpl-slavedocal Ethemet 1538 0 bps 0 bps
X5 <wlani Wireless (Atheros ARS. .. 1600 0 bps {0 bps
+| | *
13 items (1 selected)




Configuring packages

“Disable unused packages
"Check packages installed

“Check version of each package




Configuring packages

T Check For Updates Enable Disable Lninstall Unschedule Downgrade

MName ¢ |Versi...| Build Time Scheduled
& routeros-mipsbe  §.31 Aug/14/,2015 15:42:51
& advanced4... 5.31 Aug/ 14,2015 15:42:51

& dhcp 6.31 Aug/14/2015 15:42:51
= hotspot 6.31 Aug/14/2015 15:42:51
Fipvh 6.31 Aug/14/2015 15:42:51
= mpls 6.31 Aug/14/2015 15:42:51
& ppp 6.31 Aug/14/2015 15:42:51
& routing 6.31 Aug/14/2015 15:42:51

& security 6.31 Aug 14,2015 15:42:51
& system 6.31 Aug/ 14,2015 15:42:51
= wireless-cm2 6.31 Aug/ 14,2015 1h:42:51

12 items (1 selected)




Hardening services

“Disable unsecured service (Ex. Telnet)
“Change service port (optional)
“Disable unused service

“Define access lists for each service



Hardening services

IP Service List

MName ¢ |Port Available From Certificate b
@ api 8728 192.168.9.0/24
@ api-ss 8729 none
@ ftp 21
@ zsh 22 192.168.9.0/24
“ @ telnet 23 m
Owinbox . 8291 19216890/24
@ W 30 192.168.9.0/24
@ www-ss| 443 none

8 items (1 selected)




Hardening services

IP Service <winbox

Mame: |winbox
Port: Cancel

Available From: [ 192.168.5.0/24 Apply

i 4

123.123.123.123

Disable

enabled




Loading firewall

“Loading up a firewall will add layer of security

“Setup port knocking (optional)




Loading firewall

/ ip firewall filter

add chain=input connection-state=established comment="Accept established connections”
add chain=input connection-state=related comment="Accept related connections”

add chain=input connection-state=invalid action=drop comment="Drop invalid connections"”
add chain=input protocol=udp action=accept comment="UDP" disabled=no

add chain=input protocol=icmp limit=58/55,2 comment="Allow limited pings"

add chain=input protocol=icmp action=drop comment="Drop excess pings”

add chain=input protocol=tcp dst-port=22 comment="55H for secure shell™

add chain=input protocol=tcp dst-port=8291 comment="winbox"

# Edit these rules to reflect your actual IP addresses! #

add chain=input src-address=159.148.172.192/28 comment="From Mikrotikls network"

add chain=input src-address=16.8.0.8/8 comment="From our private LAN"

# End of Edit #

add chain=input action=log log-prefix="DROP INPUT" comment="Log everything else"

add chain=input action=drop comment="Drop everything else"




Loading firewall

Port Knocking Process s

Connection Attempt to Router with
Winbox or Telnet or SSH

Connection Attempt Rejected / Drop

Knock : Connection Attempt to Pre
Defined Port

Host Firewall Rules Dynamically Modified Router
' to Allow Access From That Host i with
i Firewall

Connection Attempt to Router with
Winbox or Telnet or SSH

Connection Granted

Forum Mikrotik Indonesia www.forummikrotik.coi 4



Logging

“Monitor log

"Log to disk (Default RouterOS log to memory)

=Send log to syslog server




Logging

Freeze all

Feb/10/2015 14:37:27 memory system, info, account  user yuttapong@tungmay logged in from 125.25.89.243 via
winbox
Feb/10/2015 14:37:30 memory system, emor, crtical  login failure for user root from 103.41.124.108 via ssh
Feb/10/2015 14:37:.30 memory system, emor, critical  login failure for user root from 103.41.124.108 via ssh
Feb/10/2015 14:37:30 memory system, emor, critical  login failure for user root from 103.41.124.108 via ssh
Feb/10/2015 14:37:37 memory system, emor, critical  login failure for user root from 103.41.124.108 via ssh
Feb/10/2015 14:37:37 memory system, emor, critical  login failure for user root from 103.41.124.108 via ssh
Feb/10/2015 14:37:37 memory system, emor, crtical  login failure for user root from 103.41.124.108 via ssh
Feb/10/2015 14:37:48 memory system, emor, critical  login failure for user root from 103.41.124.108 via ssh
Feb/10/2015 14:37:48 memory system, emor, crtical  login failure for user root from 103.41.124.108 via ssh
Feb/10/2015 14:37:48 memory system, emor, critical  login failure for user root from 103.41.124.108 via ssh

CAk/MANMMAIE 14.9T.EQ mmmemmne mrird s mreme bl I — - —_—




NTP sync

=“Set time zone

=Sync time with NTP server or IP cloud service




NTP sync

Clock
Time ‘ Manual Time Jone QK |
Time: Cancel
Date: |Aug/Z9/2015 Apphy ]
|| Time Zone Autodetect
Time fone Name: |Asia/Banglkok ¥

GMT Offset: |+07:00
| DST Active

T

L= |




NTP sync

SNTP Client
v Erabled oK
Mode: |ur1ir.:ast | Cancel
Primary NTP Server: |203.185.67.115 | T
Secondary NTP Server: |203.185.69.60 |
Server DNS Names: | E
Cymamic Servers: | |

Poll Interval: |256 s

Active Server: |203.185.67.115

Last Update: |[I]:DE:DE ago

|
|
Last Update From: |203.185.67.115 |
|
|

Last Adjustmert: |-2 142 us

Last Bad Packet From: | |

Last Bad Packet: | |

Last Bad Packet Reason: | |




NTP sync

Cloud

v |pdate Time
Cancel
Public Address: | | e
Apply
DMNS Name: ' B _B =nmynetname net
Force Update

‘updated




MIsC
=Static DHCP lease
“Wi-Fi security

"Backup config with password encrypted
"Block Winbox Discovery
“Disable Network Neighbor Discovery
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=http://www.sysnetcenter.com/board/index.php?topic=2204.0
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