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Overview

CAPsMAN (Controlled AP System Manager)
* Centralized wireless network management

« Data Processing, (if necessary) (by default)
 Manage Configuration of APs

« Manage Client authentication

Works on any RouterOS Device from \ersion 6.11



Overview

.
@ admin@10.10.10.251 (CAPsMAM) - WinBox v6.11 on RE731U-2HRD (mipsbe)

= & &/ |

K7

u

Safe Mode

A Quick Set
i CAPsMAN
[ Irtefaces
1 Wireless
&% Bridge

=@ PPP

%12 Mesh

sl [P
gl IPv6

M.IT.S Co.

'w| Hide Passwords [ (7




Overview

CAP (Controlled Access Point)

e Provide wireless connectivity
* Wireless link layer encryption/decryption
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CAP to CAPsMAN Connection

Management connection can be established using

 MAC layer protocols (layer2)
 |P layer protocols (layer3)

Secured by DTLS (datagram transport layer security)
CAP can pass client data connection to manager

« Data connection Is not secured
» |PSec or encrypted tunnels Is needed for data security



CAP to CAPsMAN Connection

MAC layer connection feature (layer2)
* No IP configuration is necessary on CAP

« Both must be on the same layer2 segment
 Either Physical or virtual (layer 2 tunnels)

IP layer (UDP) connection feature (layer 3)
e Can traverse NAT If necessary
e They must be reachable using IP protocol

 |f they are not on the same L2 segment, CAP must be
provisioned with the CAPsMAN’s IP

(Because IP multicast based discovery does not work over L3)



CAP to CAPsMAN Connection

After Discovery process, CAP attempt to contact
CAPsMAN using:

o Configured list of manager IP address

CAPsMAN Addresses: [10.10.10.251 @ —

e List of CAPsSMAN IPs obtained from DHCP server

« Broadcasting on configured interface using both IP and
MAC layer protocols

Discove v Interfaces: |etherl

+|
1p



CAP to CAPsMAN Connection

After building the list of available Manager,
CAP select CAPsMAN based on:

o Caps-man-names option (Manager Identity)(if specified )

CAP =] E3
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CAPSMAN Coticate Commontames: [ &

Bridge: E_nu:une

 Suitable manager with MAC layer connectivity Is preferred
to manager with IP connectivity
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CAP to CAPsMAN Connection

Possible authentication mode to establish DTLS:
* No certificate on CAP & CAPsMAN (no Authentication)

 Certification configuration only on CAPsMAN
(require-peer-certificate=no on CAPsMAN)
= ——_
 Certificate configured on both (mutual authentication)
(caps-man-certificate-common-names must specified on CAP)

(require-peer-certificate=yes on CAPsMAN)

CAPSMAN Addesses: | (0 0 i
| o

CAPsMAN Certficate Common Names: | = __h -
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CAP to CAPsMAN Connection

CAP Auto locking to CAPsMAN:
* CAP can be configured to automatically lock to CAPsMAN

[admin@CAPl 5 finterface wireless cap set lock-to-capa-man=yes
v Lock To CAPsMAN

(Use of certificate is mandatory for locking to work)
e CAP can be manually locked to CAPsMAN by:

terfeons b
L e

Discoverylnterfaces: | = |=

AR s i
CAPsMANNames: [ %
CAPsMAN Certificate Common Names: | el

Bridge: n

one. | *]
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Auto Certificate

CAPsMAN can generate necessary certificate Automatically

CAP can be configured to request certificate from CAPsMAN

Automatic certification do not provide full public key infrastructure
Manual certification distribution or SCEP must be used
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Auto Certificate

CAPsMAN Auto certificate configuration:

o Certificate:

1. If set to none: Manager will operate in no-certificate mode

2. |If set to Auto: Manager will attempt to issue certificate to itself

e CA Certificate:
1. If set to none: will not be able to issue certificate to itself
2. |If set to Auto: Manager will generate self-signed CA certificate

| CAPs Manager O ] | CAPs Manager EE |
| | Encbled b :
. Cerificate: - I i Certfficate: EILI'tD ................................ ; -
| e b
ChEeicate | ! CACerficate: jate | %] -
. 1 - at |

"] Require Peer Certificate i || Require Peer Certfficate

R Frh et i CAPSMAN-D{AEDEGD

| Genewsted CACetficate: | | Genersted CA Certficate: [CAPSMANCA-DACASD. |

1 ' 2
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Auto Certificate

CAP Auto certificate configuration:
 CAP must be configured to request certificate

[admin@CAP31] /interface wirele3aa cap>» 3et certificate=request

'v| Enabled i
Interfaces: wlan?* T e
Certfficate: |request |E=
e — T
Discovery Interfaces: |ether | *] =
| Lock To CAP=MAN
CAPsMAN Addresses: [10.10.10248 |4

« CAP will initially generate private key and certificate request

o After connection establishment, CAP will request CAPsSMAN to sign its
certificate

« CAPsMAN will send CA certificate and newly issued certificate
 CAP will import these certificates in its certificate store
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CAP & CAPsMAN Configuration

CAP’s Interfaces, under Manager’s Control, appears as a virtual
Interface on the CAPsMAN

Interfaces | Pmmmnnlng Enanumtlnns I:hannels Datapaths Securty Cfg.  Access List | Rem

+ E| ? Ma,—,aga— ,u,_,u._.u,,

 [heme e W DR
M dbcapl Interfaces 1500 1600

Obps
M $rcap2 Interfaces 1500 0 bps

Interfface IJst

Interface | Ethemet EDIP' Tunnel IP Tunnel GRE Tunnel VLAN @ VRRP | Bonding  LTE

][] (][] =] [v]

 [Name e e e
‘Ml dcapl Interfaces 1600

0 bps=
‘Ml dfrcap? Interfaces 0bps
‘R ##ether] Ethemet 1600

597 kbps
4i¢ether? Ethemet 1553 0 bps
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CAP & CAPsMAN Configuration

Wireless interface settings can be grouped together as “Profile”
Simply can reuse configuration on other CAP’s interfaces

= g e @Eé

Wireless | Channel Datapath = Securty oK

Cancel

Apply

_ Commert | |
bdeSain | L ey

Copy

badBwogbeon: | 0 . ]

FRemove | |

o B A A

Moe 5 :

Mibceditiebie 1 e
UT Tx Chains: [ 0 [/ 1 [ 2 - |

HT Rx Chains: v 0 [v] 1 [] 2 - |
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CAP & CAPsMAN Configuration

e Any profile settings can be overridden directly in an interface
configuration for maximum flexibility

Mew Interface

General Wireless ?Channel Dataps sty Status  Traffic

Comfguration: |0 L e e e

N ap Y L i B PR o O

SSID: [IntefaceTest o

badBerabee: ) = | Gl

Remaove

Country: Iahrla

Taorch

ol [

HT TxChains: w/ 0 [ 11 [ ]2 -

HT Rx Chains: W1 0 [11 []2 - |
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CAP & CAPsMAN Configuration

Interface Settings and Profiles:

Cobgeoboc | 00 0 0 e

i ap T e R G e e
i ImerfageTest R R P T P P T

*]

Wireless: main wireless settings group, such as SSID etc...
Channel: Channel related settings such as frequency and width
« Datapath: Data forwarding related settings

o Security: Security related settings, such as allowed authentication
types or passphrase

. irele

35 ;Channel Datapath SECIJE

s, [
ssllmogon | 0

L |ama L AT B A S A e SIS S,

Mot b0 0 0 e

e e [y

P
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CAP & CAPsMAN Configuration

Interface Settings and Profiles:

« Configuration is organized in hierarchical structure with interface
e Higher level setting value overrides a lower level Value

1. Interface Settings (Higher Level)
2. CAPsMAN Settings

3. Configuration settings (Lower level)



CAP & CAPsMAN Configuration

General | Wireless  Channel | Datapath  2ecurity ;Status Traffic K
a0 L
Apply

AherticatinType: [

Interface Settings

Bopion. | Oetle ||
G |

Passphrase: |test i

IR

Py

MNew CAPs Securty Configuration

R —
e 0 4 Dwn | _
o - 5 CAPSMAN Settings

Passphrase: test? i

Mew CAPs Configuration

Wireless | Channel Datapath  Securty |

oy [0 0 0 0 0 0 ) ] e
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CAP & CAPsMAN Conflguratlon

Interface <capl:
General Wireless Channel | Datapath | Securty | Status : Traffic

OK
Channel: E' o Cancel

Froquency: |2424 emmm Se— g, | [ feel

Interface Settings

CAPs Channel <channel1:

2 Name: |channen i CAPsMAN Settings

VAL A I

CAPs Configuration <cfg1:

Wirgless Channel |Datapa‘h Securty

oK

= | Configuration settings

Foency |zm—-€:‘_m~

Channel: |

Wireless Tables

Intefaces | Netreme Dusl | Access List Registration Connect List  Securty Profiles  Chann

i CAF Scanner Freq. Usage Alignment [

L2 MTU [T R RGSUlt

g 0dBm]), S510:test2, CAFsMAN forwarding
S ass (lhoee ARG TR0 MlileLo: 24




Interface Types

There are 2 types of interfaces:

* Master Interface: Holds the configuration for an actual wireless
Interface (Physical CAPS)

Master interfaces will become operational if it’s enabled

« Slave Interface: Holds the configuration for a Virtual AP

(Virtual CAPs)

Slave interfaces will become operational only if both Master and
Slave interfaces are enabled
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Interface Types

Interfaces on CAPsMAN can be configured:

« Statically: Stored in RouterOS configuration and will persist
across reboots

« Dynamically: exist only while a particular CAP Is connected to
CAPsMAN



Radio Provisioning
CAPsMAN distinguishes between CAPs based on an Identifier

The Identifier is generated based on:

* If CAP provides a certificate: Identifier is set to the Common
Name field in the certificate

o If CAP doesn’t provide a certificate: Identifier is based on Base-
MAC provided by CAP in the form of ; XX XX XX XX XX XX

When DTLS connection successfully established, CAPsMAN makes
sure there iIs no stale connection with CAP using the same identifier

CAPsMAN

[ ? Provizion

| DACABD:96:17:38  [D4CASDTF.. RET51U-2HnD 3AGADZAZ59.. D4CABDTFCI7F3 Run 1
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Radio Provisioning

CAPsMAN distinguishes between physical interfaces (radios) based
on their built-in MAC address (radio-mac)

So It’s Impossible to manage two radios with the same MAC Address

Radio currently managed by CAPsMAN

Interffaces = Provisioning = Configurations Channels Datapaths Securty Cfg.  Access List = Remote CAP  Radio EHegistlatinn Table

T Provision - |

| [RaaMAC T Remale AR Meni (efaoe 0D
(P D4:CABD:/FC1:73 [D4-.CAEDTFCY... ca07

 Remote CAP: can be physical or Virtual AP

« Radio: Actual Wireless interface (Physical)
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Radio Provisioning

When CAP Connects, CAPsMAN at first tries to bind each Cap radio
to master interface based on radio-mac

o I[f appropriate interface iIs found: radio gets setup using master
and slave interface configuration , now interfaces are considered
bound to radio and radio is considered provisioned

* If no matching master interface is found: CAPsMAN executes
“provisioning rules”

I=|E3

Interfan::es F'I"I"'-"IEI'I'I'III'IEI D:urrhgumtu:uns Channels Datapaths  Securty Cfg. | Access List | Remote CAP | ..
'|' | *U"’ K I":I ?

(# [ TRadoMAC  Tacton [WastorCorfiguai.[SaveCoriguratn | [+
0 D4CAGDTFCIF3  createen.. cfgl 1

| CAPs Provisioning <D4CA'BD-7FC1:73:
Radio MAC. |D4.CA:6D-7FCT. ’3 oK
Action: |create enabled __|[#] | Caned
Master Corfiguration: u:fg'l 3 Apply
Slave Corfiguration: |cfg2 _____[#|4 | Discble
gl [#]# | Comment
fa3 [ Fi#sch. Copy 29
T




Datapath Configuration

Datapath settings control data forwarding related aspects
There are 2 major forwarding modes:

1. Local forwarding mode: where CAP is locally forwarding data
to and from wireless interface

2.Manager forwarding mode: where CAP sends to CAPsMAN
all data received over wireless and only sends out the data
received from CAPsSMAN (Even client-to-client forwarding is
controlled and performed by CAPsMAN)

Forwarding mode is configured on a per-interface basis,
Master or Slave interfaces can have different forwarding mode



Datapath Configuration

Most of the datapath settings are used only when in manager
forwarding mode, because in local forwarding mode CAPSMAN
does not have control over data forwarding

Mame: En:lE_ntapatH 5 DK

Bidge: bridgel  [¥#]4 | Cancel

i 1} SR o

Budge Hoizon: |1 [

Local Forwarding: | | e Copy

Cliert To Client Forwarding: [+ - Remaove

ViANMode: | |~

b
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Datapath Configuration

* The CAP wireless interface that are managed by CAPsSMAN and also
traffic is being forwarded to CAPsMAN (manager forwarding mode),

are shown as disabled with the note “I\/Ianaged bx CAPSMAN” i

Interfaces | Nstreme Dual = Access List Heglstmtlnn Connect List Sec:.lnt'f Profiles | Channels

'|""’ EI ? EAF' 5|:anner Freq Llsage Allgnmerrt ereless 5r1rHer ereless Srmnper

| |Name Twe LEMTU T:"'* A nrath R R TxPE":J":Et'[Pfﬂ} g HxPE'CJ":ET'[PJ"
| —managed by CAPsMAN

—n:hannel 2412/20Ce/gn{30dBm), 5510 test1, CAPsMAN forwarding
[ X wlanZ Wireless {Atheros ARS... 1600

U ops U bps

-éThose Interfaces that are in local forwarding mode (traffic is locally
managed by CAP and only management is done by CAPsMAN)are

not shown as disabled but the note “Managed by CAPsMAN” 1s shown

Interfaces | I"-.Isireme D1_|E|I ﬂ.ccesshst F'Leglsilatmn EnnnE{:t IJst Semnt'_.r meles Ehannels
-|nr EI T EAF' Sn::anner Freq Llsage 5 ngnmerrt ; ereless Snrﬁer ereless Snnnper !

| [Neme  [Type Tewufe R [TxPacketb) [RxPe
—managed I:F;C F‘sM i

| —channel: 2412/20Ce/gn(30dBm}, 5510: test], local forwarding
R dpwlan2 Wireless (Atheros ARS.. 1600 M.ITS Co. O bps 0 bps 3



Access List

» Access List on CAPsMAN is an ordered list of rules that is used to
allow/deny clients to connect to any CAP under CAPsMAN control

* \When client attempts to connect to a CAP that is controled by
CAPsMAN, CAP forwards that request to CAPSMAN, as a part of
registration process

* CAPsMAN consults access list to determine if client should be
allowed to connect or should reject it

Intefaces | Provisioning | Corfigurations | Channels | Datapaths | Security Cfg.  Access List ?Hemnte CAFP  Radio
b |l B | =10 4

| # [ [MACAddess  [MACMask  [iteface  [SinalRa.|Acon [Clent ToGie.. [V
| 0 #D4CABDETFE.. all -30..-70 reject YES

MAC Address: |D4:CASD-67-FB:4E | o

w
Interface: aII | % - Apply
e

.........................................

| — 1] Dlsahle

Action: |reject (¥ A

e ‘II'-.-1 AR -

Cient T Limt; [MLITSCo. | L 33
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Registration Table

* Registration table contain a list of clients that are connected to
radios controlled by CAPsMAN

* This menu Is available on /caps-manager registration-table menu

iaﬂ.ti:@ié]?sffi}:-?j ,.-"-:Eg:s—r.*.&:*_ :egzst:ati-::*_—talf-'_e} B
# INTERFACE MAC-ADDRESS UPFTIME RX-S5IGHAL

| CAPsMAN

Intefaces  Provisioning Corfigurstions  Channels  Datapaths  Security Cfg. | Access it Remote CAP Radio  Redistration Table |
=] [T [Find |
|teface  /[MACAddess  [T«Rate [RcRate |[TxSignal [RxSignal [Uptme  [Tx/RPackets [TwFxByes | [v]
| cap2 20:02-AF1D:26:44 1Mbps ERMbps-... 1] -45 00:00:12.... 372 MBSIZE f
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MY CONTACT DETAILS

Official Phone: +98 (21) 88 400 717 '-.- ko
Private Cell: +98 (912) 149 7009 Aoy
International Cell: +37259431151 it
Skype: mani_raissdana el

m.raissdana@mits-co.com
raissdana.mani@gmail.com
WWW.Mmits-co.com

QO i

mani_raissdana mikrotikiran @mani_raissdana Mani Raissdana
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ENJOY MUM
GOOD LUCK
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