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Interframe Spacing

Does the interface rate affect transmission times?

* Ethernet cables do not transmit data continuously, data 1s transmitted
periodically.
* Interframe spacing is the waiting time between two ports of Ethernet ports.

* Waiting time between two Frames determines Interface Rate

9.6 us for 10 Mbit/s Ethernet
0.96 us for 100 Mbit/s Ethernet
96 ns for Gigabit Ethernet

9.6 ns for 10 Gigabit Ethernet

1 second =1,000 ms
1 ms esittir 1,000 us mikrosaniye
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Interframe Spacing
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Interframe Spacing
Interface Rate =10Mbps

TestID: [11 | Start
Stream: | | - Stop
Fart: | | - Cloze
|nterface: I_<pppue-testuser> ||}:| =
Packet Size: | 1500 i
PPS: | -
MEPS: |1 =
T Template: IEacket-template1 |E:| =
J_S_E':q ‘i'|ID_ﬁ:-: Pa. | TxRate |Hﬁ'a... |Rx Rate |Laost Packet | i ] : ' i Interface <ethers:
0T 0 2067 10001 kbps 2167 10001 kbps LN L S Y P T e ———
; P ; ps
25 0 85 1020.0 kbps 85 10200 kbps 292ms  2.53ms  3.75ms 1.23ms Last Link Diawn Time: | Ock/10/2018 19:10:22
24 0 83 995.0 kbps 83 995.0 kbps i Obps 252ms 253m: 254ms 16.4us _ o
23 0 83 9960 kbps 83 9950 kbps 0 Obps 252ms  253m: 254ms  20.5us Last Link Up Time: | OctA0/2018 13:10:25
22 ] g3 9596.0 kbps 83 9360 kbps 0 Obps 252mz  253ms  254msz 17.2us FAET e T
21 0 84 1008.0 kbps 84 1008.0 kbps 0 Obps 252ms  253ms 254ms  18.3us “
20 1] 83 996.0kbps 83 9960 kbpz 1] Obp: 252ms  253m: 258m: 26.Bus o
19 ] §3 996.0 kbps 83  996.0 kbps i Obps 252ms 253ms 267ms 147.us Auto Megotiation: |done
18 0 83 996.0 kbps 83 996.0 kbps 0  Obps 252ms 253ms 254ms 19.dus S e p‘| [[prg
17 0 84 1008.0 kbps 84 1008.0 kbps 0 Obps 252ms  253ms 256ms 33.7us e cheliiald, Al
16 0 83 9960 kbps 83 9950 kbps 0 Obps 252ms  253ms 255ms  26.0us v Full Duplex
15 0 g3 996.0 kbps 23 9960 kbps 0 Obps 252mz  253ms  254msz 21.0us
14 0 83 996.0 kbpz 23 9960 kbps 0 Obps 252mz 253ms 253m: 17.7us Adwvertizing: E'IEIM full
13 0 85 1020.0 kbps 85 10200 kbps 0 Obps 252ms  254ms 375ms  1.23ms . s
12 0 83 996.0 kbp: 83 9960 kbps 0 Obps 252m:  253ms  254ms 19.2us Link Partner Advertising: |10M half
11 0 33  996.0 kbp= 33 99360 kbps 0 Obpz 252mz  253ms  254msz  20.0us T10M Full
10 0 33 996.0 kbpsz 83 9936.0 kbpsz 0 Obpz 252mz  253mz 254msz 19.4uz :
9 0 84 10020 kbps 84 10020 kbps 0 Obps 253ms 253ms 254ms 16.8us | 100M half
g 0 83 996.0 kbpz 23 9960 kbps 0 Obpz 252mz  253ms  25Bmsz 30.5us = e
100M ful
20 itemsz

https://en.wikipedia.org/wiki/Interpacket gap



Interframe Spacing
Interface Rate =100Mbps

I TestID: |11 | | Start
Stream: | | - Stop
Pt | | - Cloze
Interface: !_{_p_pl:lne-testuser} il * | - Mew Wwhindow
Packet Size: | 1500 &
PPS: | -
MEPS: |1 -
T Template: |packet-templatel il > | >
'Seq ©ID |TxPa.. TxPRate |RxPa.. RxRate Lot Packets Nl T Interface <etherz>
b EE i e e A | 1 . 4 T
T0T 0 5500 T0000KEps 5500 10000 Kbes : Lat Min. |Lat Avg. Lat M... lJiter | e rstats | Tustate Status |
. ps ; ps
B5 1] g4 1008.0 kbps g4 1008.0 kbpz L 291 'us, 295'U$ 41 5'U$ 1 25 us Last Link Down Time: HI:In:tﬂ 0200181314
B4 1] g3 996.0 kbps g3  996.0 kbps 0 Obps 2910z 234.u: 307 u: 16.1us y = _
£3 0 83 996.0 kbps 83 996.0 kbps 0 Obps 291 us  294us  320us 28 9us Last Link Up Time: [0ct/10/201813:14
B2 0 83 996.0 kbp= 83  996.0 kbpz 0 Obps 297wz 2950z 308.uz 16.8u= F Clavare: iE
E1 1] 85 10200 kbps 85 1020.0 kbpz 0 Obpz 2310z 296us: H3usz 122us
B0 0 83 996.0 kbp= 83  996.0 kbpz 0 Obps 297wz 294u= 306wz 14.8u=
59 0 83 996.0 kbps 83 996.0 kbps 0 Obps 201wz 2950z F18us  26.9us Auto Negotiation: | done
Tt 0 83 996.0 kbp= 83  996.0 kbpz 0 Obps 297wz 295us 3250z 34.Bus Figte: I'IEIEII'v '|mdhﬂ1'
a7 1] 84 1002.0 kbps 84 1003.0 kbps 0 Obps 2910z 2350 F13us  22.0us e
] 0 83 996.0 kbp= 83 996.0 kbpz 0 Obps 291wz 294.us 306wz 152u= v/ Full Duplex
a5 ] 33 996.0 kbpsz 33 996.0 kbps ] Obpz 291wz 295wz 326wz 35.dus
B4 1] 33 996.0 kbps g3 996.0 kbps 0 Obps 297w 294.us 306wz 14.2us Advertising: | 100 Full
53 1] g4 1008.0 kbps g4 1008.0 kbpz 0 Obpz 291.uz  294us 307wz 156us [
52 0 83 996.0 kbps 83 996.0 kbps 0 Obps 231wz 2%4us  306us  15.0us | 100k bl
S 0 8 R0kps 83 5980kbee 0 Obpe o3Tus 23us I07us Teaue | LinkPartnerAdvenising: [10M ha
49 1] 85 10200 kbps 85 1020.0 kbpz 0 Obpz 291.us  296usz  HZ2Zus 121.us iJEhiM
43 1] 33 996.0 kbps 33 996.0 kbps ] Obpz 291wz 295wz 323wz 32.5us i
| =]
2l items | 100K Full

acket gap



Interframe Spacing

Interface Rate =1Gbps

{ 33
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Test 0

11

Stream:

Part: -

Interface:

Facket Size:

1500

PPS: |

MEFS:

T Template

|Seq *
ToT
; 47
| 48
|45
| 44
| 43
|42
|41
a0
I
="
=
|36
G
34

| 32
31

0
0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

_ 0
w0
0

IED itemsz

K

| <pppoe-testusers

. | packettemplate1

3916
83
83
a4
83
23
83
24
a3
83
83
a5
83
a3
83
24
83
83
a3
84

D [T#Pa..[TxRate

999.8 kbps
996.0 kbps
996.0 kbps
1008.0 kbps
996.0 kbps
996.0 kbps
996.0 kbps:
1008.0 kbps
995.0 kbps
996.0 kbps
996.0 kbps
1020.0 kbps
996.0 kbps
995.0 kbps:
996.0 kbps
1008.0 kbps
996.0 kbps
996.0 kbps
996.0 kbpsz
1003.0 kbps

[FxPa.. [ Rate.

3916
83
83
a4
83
a3
83
24
a3
83
a3
a5
83
a3
83
24
83
83
a3
84

999,38 Ri:ips
936.0 kbps
936.0 kbps
1008.0 kbps
9936.0 kbps
936.0 kbps
936.0 kbps
1008.0 kbps
996.0 kbps
936.0 kbps
936.0 kbps
1020.0 kbps
936.0 kbps
996.0 kbps
936.0 kbps
1008.0 kbps
936.0 kbps
936.0 kbps
996.0 kbps
1008.0 kbps

:.I-_-:uﬁt F.'ac"l-aet_s'

[

68.2us  727us

1] Obp: BB AUz 72 7us
0 Obps B9.2uz  725us
] Obps B3.0uz 72 7us
1] Obps: B9.4uz  725us
0 Obps B39z 725us
] Obp: B9.0us  722us
0 Obps B89z  725us
] Obps B39z 74 2us
1] Obp: B8.7us  729us
] Obps B3 8uz  732us
] Obp: BB 8uz  725us
0 Obps B9.0uz  724us
] Obps B39z ¥38us
1] Obps: B9.3us  72.8us
0 Obps B39z 72Bus
1] Obp: BB 9u=z  72.8us
1] Obps: B35z 729us

97 Yus
a7 dus
a4 9us
a5, Jusg
a1.8us
83.6us
28 2us
103 us
92 2usz
107 .us
95 Ous
24 9us
174 us
113.uz
85 2us
85 2us
a4 qus

Lat. Min. |Lat AvgLat M... Jitter
174.us

105.us

29 2us
18.2us
15 9us
15.9uz
12 9us
14 Bus
19.2us
34 3us
23.4uz
32 2us
26.2us
15, 9us
105 us
43 8uz
16.3us
16.3us
16.3us

=

=L
¢ 00 0| |

¢ O ¢

:+i' [

nterface <ether:

Owerall Statz  Rx Stats

Lazt Link Daown Time:
Lazt Link Up Time:

Link D owns:

Auto Megaotiation;

Hate:

Advertizing:

Link Partner sdvertizing:

[Tl[x]

Start

Stop

Close

MHew Wwindow

T Staty Status

Oct/10/2018 13:1
_Dn::tﬂ 02018 19:1
E

| done

net 1abps

v Full Duplex

10M full
100M full
(1000 i
10M half
10M ful
100M half

packet gap



Interframe Spacing
Interface Rate =10Gbps

Quick Start [Running) [=] E3

TestID: | Start

Shrearn: | | v Stop

Fuart: | | v Close
Interface: |3fp-3fpplu32 ” * | = Mew Window
Packet Size: | 1500 |-
PPS: | [

MEBPS: | 200 =

T Template: |packet-template1 ” ¥ | v
erall Statz  Bw Stats  Tx Stats  Status

|Seq T|ID |T:-¢ Pac... |T:-¢ Rate |Fh-: Fac.. |F|:-: Fate |L|:|$ Lat Min. | Lat A . | Lat M... | Jitter - . .
ToT i 949975 1999Mbps 949974  1999Mbps 1 2“- M,&.[i zm 2,53“3 - Lazt Link Down Time: |Sepx‘28f2|:l1 a01:23
g bl lagoMopny dROl oo Voe ! Last Link Up Time: |Sep/26/2018 0123
56 0 16667 2000Mbps 16657 200.0 Mbps III 256us 43 7us 1.04ms 1.02ms
ala] 1] 16 BGR 1999 Mbpz 16 BEE 199.9 Mbps 0 uUDps £oolus 400U 17 IME  |.bams Lirk, D'awns: |2
R4 0 16668 2000Mbps 16668 2000Mbps 0 Obps 242us 442us 1.3dms 1.32ms
53 0 16667 2000Mbps 16667 2000Mbps 0 Obps 263us 457us 1.7Ims 1.68ms 4t Necatatior: [deabiod
20 16685 1999Mbps 16665  1999Mbps 0  Obps 257us 44.9us 139ms 1.37ms Lto Negotiaion: | disable
51 0 16669 2000Mbps 16669 2000Mbps 0 Obps 265us #42us 118ms 1.16ms Rate: [10Gk '| Dﬁbps
50 0 16665  1999Mbps 16665 1998Mbps 0 Obps 256us 443us 150me 1.49ms el
49 0 16665 1999Mbps 16666 1999Mbps 0 Obps 27.0us 420us 794us 7E7.us e
43 0 16668 2000Mbps 16668 2000Mbps 0 Obps 25.9us 448uz 1.4%ms 1.40ms i =
47 0 16667 2000Mbps 1667 2000Mbps 0 Obps 271us 437us S58us 831 us Advettising: |
45 0 16666 1999Mbps 16666 1998Mbps 0 Obps 267us 447us 1.%8ms 1.33ms e e
50 16E66  1939Mbps 16666 199.9Mbps 0 Obps 247us 445us 1.30me 1.28ms || |
44 0 16667 2000Mbps 1667 2000Mbps 0 Obps 265us 455us 14d4ms 1.41ms .
20 items [1 zelected)

T T TR, T T F T, T T =

https://en.wikipedia.org/wiki/Interpacket gap



Interframe Spacing

100Mbit 291us 295us 415us Tmbps

10Gbit 24us 44 9us 1mbps

1 second =1,000 ms
1 ms = 1,000 pus

https://en.wikipedia.org/wiki/Interpacket gap



Fast Path

<
Sekuritim




Slow Path




Slow Path




Slow Path
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Slow Path

* Slow Path RouterOS is the normal behavior.
* RouterOS checks individual packages along the way.
* In some cases this process may be extended.

* Slow Path consumes more resources than Fast Path.

‘\ % Y
©  MikroTik
Sekuritim



AL
. | N
C S — , )
PN NN /NN, S22 son=
s wiwlwiwiwwwe. @ _

MICRO 1 ETH 2 4 E

* The Routera Package will enter through Etherl and exit through Ether3.

* Etherl can be considered Internet, Ether3 user (customer).

* When the user starts browsing the web page, what stages does the package go
through 1n the router?
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Slow Path

Routing Forwarding

Ether1 ROUTING

1
PREROUTNGCI> —
3 \
ROUTING
FORWARD wespblnsid | INPUT

4
msrnounﬂ%‘ OUTPUT ‘
IPSEC ROUTING
ENCRYPTION DECISION

IPSEC
DECRYPTION

. M/KroT;k
Sekuritim  m




Sekurltun

1
F’RER\DUTIHG?

INPUT

3
FORWARD

OUTPUT

|PGETROU'I'INGi

||

MNMIKro

MASTER DI%TRIBUTO

Slow Path

Routing Forwarding

——

—

CONNECTION MANGLE :
HOTSPOTIN [~ TRACKING PREROUTING —P>|  DST-NAT
MANGLE FILTER HTB GLOBAL SIMPLE
INPUT > INPUT (QUEUE TREE) > QUEUES
/o 7y Q) [ wwaE O S
DECISION / FORWARD FORWARD 3| ACCOUNTING
;’ BRIDGE H CONNECTION MANGLE - FILTER » f RDUTING;
# DECISION TRACKING OUTPUT OUTPUT # ADJUSTMENT#
i ; i
L HTE GLOBAL SIMPLE
POSTROUTING [~ ST HOTSPOT-OUT > (QUEUE TREE) > QUEUES

1.4




Slow Path

Session  Sett

][ ca] | Sae Mode |

4 Duick Set

A (PPPoECTant

Dashboard

Session: | CC2D:EOBE9E.CH)

Sekjitiln

W\
MIKIro's

MASTER DISTRIBUTOR

4 CAPMAN N TestID: \ |
1 Interfaces Inteface | PPPE Servers Seciets | Profiles  Active Connections  L2TP Secrets ‘ e
I Wieless - _' |l [a] Tl | s 10 e || 0270 Care || 1970 0. || DM e || DBOE £ . R : S hd
“ew R 4bpppoe-out 903.1 Mbps 9031 M... 75968 7598 Obps 9031 Mbps . :
¥4 PPP . e * Interface: 1<pppc=»l=slus=l> K
= Sich | (o]| Packelize: (1600 $
5 Mesh : Gereial DislOut | Status Traffic U:K ¥ IP Forward ‘CPU P ILDad [.3;] I e s
P = ——— | |
7 S : Tw/Fix Rate: | 9037 Mbps #1903.1 Mps [ Cancel v :ﬂd F‘:":“ Cancel PTEF"B 99 MBPS: 318 s
: | = cept Redrects / -
38 Rouling | Tw/Ax Packet Rate: |75 968 p/s /{75 968 p/s [ Apply | o e Apply I E Tx Template: | packettemplate! G
I : - = . . i
@ System FP Tw/Fis Rate: |0bps /(03,1 Mbps O CPU: [cpud |s St | Lat. Min. |Lat. Avg.|Lat. M... Ji
& e FP TwRx Packet Rate: (0pfs /75 % pss o Allow Fast Path 0 g 3t Min. |Lat. AvgLat M... | Jitter
ErE ( = — Stap 0 7648 S73Mbes 5% 64 %9 NsmbesB9Bus  212us  19.9ms  19.9ms
- 7 r 7 B0 0 76500 9180Mbps 75535 9064Mbps 965 11.5Mbps 708us 218us 4.84ms 4.77ms
|2 Leg Tu/RuBpes: 845G /|BASGIB = 7 Close
= = i — BPFiker: [loose [E3 | 53 0 76499 9179Mbps 75493 9059Mbps 1006 120Mbps 70.4us  213us  9.0Bms 9.0Tms
A Radius Tu/Rlx Packets: |61 302218 /161302131 i : Mew'Winday 58 0 76501 9180Mbps 75537 9064Mbps 964 11.5Mbps 705us  207us 757ms 7.50ms
5 Tool | R TCP SynCooki 57 0 76501 S180Mbps 75573 906SMbps 922 11.0Mbps 70.7us  206us B818ms 811me
A Lo - Tu/Rx Drops: [0 /1o it TMame cPU |Usage 5 0 76500 9180Mbps 75510 9061Mbps 930 11.8Mbps 70Tus 1%3us 952ms 945ms
|| Mew Teminal Ty Erore |0 /0 PPPoE Scan Wi N Enties: e cpud 975 |5 0 76499 9179Mbps 75483 9057Mbps 1016 121Mbps 705us  205us 854ms 8.47ms
P4 MetaROUTER : petworking 0 700 54 0 76501 9180Mbps 75332 903SMbps 1169 140Mbps 705us  218us 823ms 816ms
2 Paiiion ARP Tirvscul: |00:00:30 ethernet 0 24000 | % 0 76439 9179Mbps 75534 90B4Mbps 965 11.5Mbps 703us  214us 538ms 531ms
unclassilied 0 20| 5 0 76503 9I180Mbps 75433 S053Mbps 1010 121Mbps 702us  202us 977ms 970ms
[ Make Supoct of L {CMP Reis Linit. [10 management 0 15| 50 764% 9179Mbps 79614 G073Mbps 692 T05Mbps 705 200us 7.9%ms 780nms
@ Manual I Tx 9031 Mbps = feewal-mgmt g gg 50 0 76502 S180Mbps 75518 906.2Mbps 984 11.8Mbps 703us  214us 504ms 497ms
i R 9031 Mbp: - o ‘Elﬂ_m? . 49 0 76500 S180Mbps 75630 9075Mbps 870 10.4Mbps 704us  225us 6.97ms 6.0ms
@ Vew Winbox IPv4 Fast Path Active < 0 00 |yg 0 7643 S179Mbps 7556 067Mbps 932 111Mbps T07us 210us 601ms 534ms
B et | fbox o _an 470 7650 9180Mbps 75342 904TMbps 1161 139Mbps 700us 214us 790ms 783ms
— - o [ | 4 0 76498 9179Mbps 75503 9061Mbps 989 11.8Mbps 70Bus 203us 772ms 765ms
(il 49 016 933 |m"s (45 0 7649 9179Mbps 75552 9066Mbps 946 11.3Mops P0lus 213us 536ms 52ms
« Packet. 75 968 p/s i 2 e B it Bl i 44 0 76504 S180Mbps 75423 9051 Mbps 1075 129Mbps 708us  202us B14ms 8.07ms
Pix Packet 75 968 ps 2 40 7543 9179Mbps 75573 9068Mbos 925 101Mbps 70Bus 224us 659ms 65ams
o | BB1.GIB | ]
O]
Intestace  InterfsceList Ethemet EolP Tunnel IP Tunrel GRE Tunnel VLAN VRAP Bondng LTE
|£ T | Power Cycle
[Name + [Tops [MTU  [ActualMTU [LZMTU [Tx [y TuPacket(p/s)  |FuPacketp/s]  |FP Ty [FPRx |FP T Packet [p/s) |FP Ry Packet [p/s] Master Poit [Fl Ban...| T4 Ban. |Swich [PoE Out | PoE Pric...|PeE Dut... ||
sjrether] Ethesmet 1500 1500 1598 Obps Obps o o 0 bps 0 bps 0 0 none unlmited unlimited switc...
R srether? Ethemet 1500 1500 1598 920.7 Mbps 932 4 Mbps 76134 M 916.6 Mbps 916.5 Mbps 75994 75 590 none unimited unlmited  switc. .
i ether3 Ethemet 1500 1500 1598 0 bps Obps L] o 0 bps 0bps 0 0 none unbmited unlmited  switc..
retherd Ethemet 1500 1500 1598 Obps Obps 0 0 0bps Obps 0 0 rione unimited unlimited  switc,
¥ ethers Ethemet 1500 1500 1598 Obps Dbps 0 i 0bps 0bps 1] 0 none unimited unlimited  switc..
2\ — .



Fast Path & Fast Track
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Fast Path & Fast Track

Fast Path

* Fast Path is a feature of the Linux kernel. RouterOS uses the Linux kernel.

* |tinterferes directly to the Fast Path Router Interfaces and shortens the packet
flow and leads the package directly to the output.

* Implemented MikroTik Fast Path with 6.29.

* Fast Path requirements;
* Interface driver support
* Must be enabled on the Fast Path Router

* No special configuration




Fast Path

What are Fast Path Supporting Devices?

All products in MicroTik or Interfaceler may not support Fast Path. Products supporting
Fast Path;

CCR, CRS, RB7xx, RB9xx, hEX, hAP, wAP,cAP, mAP, SXT, Metal,
Groove, DynaDish, OmniTIK series - all ports

RB1100 series — ether1-11 (RB 1100x4 ALL port)

RB6xx series and RB800 - ether1,2

RB1000, RB3011, RB2011 - all ports

Tum Wireless Interfaceleri (6.37)

‘\ % Y
©  MikiroTik
Sekuritim



Fast Path
Fast Path Handlers

* Ipv4
v| IPv4 Fast Path Active

Pvd Fast Path Packets: |95 440144 |
IPv4 Fast Path Bytes: | 133.3 GiB |

* Bridge

* Ipv4 Fast Track

Bridge Settings
| FElse 1P Firewall 0K
S maln Caricel | |Pyd Fastirack Active
[ | Usze P Firewall Far FFFaE
| Allow Fast Path Apply '
sl i |Pvd Fasttrack Packets: 13215979 310 752
| Bridge Fast Path Active s |
Bridge Fast Path Packets: |37 060 | \Pvd Fastrack Bytes: 27592005 GiB |

Bridge Fast Path Bytes: 525.1 HiE |

©  Mikrowik
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Fast Path

Ipv4 Fast Path

The IPv4 Fast Path runs automatically when the following conditions are met.

- Firewall rules ve address list yapilandiriimamis olmali.

- Simple Queue, Queue Trees ve Parent=global kullaniimamal..

- Mesh, metarouter, sniffer, torch ve Traffic Generator kullaniimamal..

- Connection Tracking aktif olmamal..

- ip accounting kapali olmali (/ip accounting enabled=no);

- VRFs are not set (/ip route vrf is empty);

- Hotspot is not used (/ip hotspot has no interfaces);

- IpSec policies are not configured (ROS v6.8);

- Tool Mac-Scan, ip-scan aktif olmamali. v |Pvd Fast Path Active

- Ip Route Cache acik olmali. |

|Pv4 Fast Path Packets: |95 440144
IPv4 Fast Path Bytes: | 133.3 GiB

‘\ % Y
©  MikiroTik
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Fast Path
lpv4 Fast Path
4 | Q

MICRO 1 ETH 2 4 E

* The Routera Package will enter through Etherl and exit through Ether3.

* Etherl can be considered Internet, Ether3 user (customer).

* When the user starts browsing the web page, what stages does the package go
through 1n the router?

P )Y
Sel S im




Fast Path

Routing Forwarding FastPath

Ether1 ROUTING

FASTPATH "H ,:, ‘ ‘ nanounusi |<— BECHYPLON
Ty I'Hf

ND L-"'f ! "H'u-" Higyy F =

T - ? ROUTING 9

IPSEC
POLICY?

A g ' RORIISED DECISION | INPUT '
Y . E
POSTROUTING | |« OUTPUT | :

IPSEC ROUTING ;
ENCRYPTION DECISION '

< M/Kro 7.
Sekurltnn -
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Fast Path

Routing Forwarding FastPath

|_’ CONNECTION - MANGLE |_>
HOTSPOT-N TRACKING PREROUTING DET-NAT

VErmaaag,

1
)
BIMPLE

HTE GLOBAL 4
SQUEUES

(QUEUE TREE) F

z 3C _.gﬁ

v

F_FILTER ACCOUNTING

INPUT

a=
%‘é

/ BriDGE 7
— / BRIDGE
Fﬂnmnn\]) — / DEcision ; 1 FORWARD
pﬁi :-:: 1.: _‘,1""};- ----------------- ';_r
ANGLE Zp| & FULTER 5 / ROUTING
=75 outrur [ 7 apsusTment;

LTTTT
LT gy
i

BRIDGE /f_’_ CONNECTION :
TRACKING =

4
— ;.J ECISION
i DECISIO /

: 3 HTE GLOBAL > SIMPLE
U QUEUES

QUTPUT
posTROUTING| | —— MAICHE % It alid J
uTi — | postrRouTING SRCNAT 5| “HoTsPOT-0UT [ (quelE TREE)

‘ FASTPATH

% . J J
NAri<r O'm sk
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Fast Path

Sessio Dashboard

© | ct| | SafeMode

15 458 pufasx

Sessior: | CC:2D:EQ.BE:98:.C4,

As Quick Set
4 CAPsMAN
= Interfaces Interface |PPPoESewers Secrets  Profles  Active Conneclions  L2TP Secrets
I Wisless [#~ =] [v 3| [ T [PrPscanner | PPIPSewver | SSTPServer || L2TPServer | OVPN Server || PPFoE Scan | ;
=i 1= LR L — eril —— : 5 : : : |
i Bridge W — '_M%ﬂ#ll T= 'R T= Pa... Rz Packet [p/s] IFP Tx FP Rx \FP T= ... |FP Rz Packet [p/s] |
w4 PP R 0t o e e : - - : sld S8
= R ﬁ'bm’Wﬂ _ 911.4Mbps 911.4M... 7BE73 7E673 911.4M... 911.4Mbps 7EE73 76673
== Switch i = =1 LIp* (L)X
s ; ; : ;
s Mech General DialOut Staws Trafic | ¥l IP Fornard v _ | e
P P R — B I = I
= - TwRxRote: [3114Mbps | /31 dMbps | | | Concal | ¥ Send Rediects taea | || CPU / |Load (%) | — =
22 Reutin i Tx/Rx Packet Rate: |?65’?3p.’s 176673 bn"s' | Apply || Accept Rediects Appl cﬂ.ﬂ 5’3 Stsan: [ s |5L
A —— v/ Secure Rediects o pott: | | e
o System ¥ A f i —_— i )
s e ]
@ o= FP Tu/Rx Rate: |911.4 Mbps 4/911.4 Mbps | Disable | ~ CPU: [cpud ¥ E Interface: | <pppoetestusen> |38
FP Ta/Fix Packet Rate: [76673p/s | /[76673p/s | | | Comment : L_l!'_| A"l:lw Fast Path [ ] pacteie: 150 s
2 Files r - v "
- Log Tw/Fix Bytes: | 1029 GiB 7102368 | [ _cow | — [ ] FPS'} ¢
! nose —  MePs: |38 s
2 Radus Tu/Rx Packels: |74 586197 /7456106 | e S IE i, —— “_,:
: | 3 L*]
X Tools ! TwRDrops: [0 i ] Torch [] TCP SynCackies e e iy
. iy s : | Mame 1EPU. [Usa[| D [Tx Packets| [ ate [LostRate 11 s &gt | ¥ ; .
. P TwhxEros: [0 /o || LPPPeESean ||\ Noipboremies [B122 | ool 28| T0T 0 Ti0t5e0 917N 105721, Si4avess 372 aswess Lat Min. | Lat, Avg\Let. M. |Jiter |mes
=3 MetaROUTER e netwarkin 0 16144 0 764393 FI73Mbps 78333 FI53Mbps 185 19800k 5 ] |
e ARP Timeout |00.00:30 | athermiol ¢ 0 16/ M3 0 76501 9180Mbps 7513 G143Mbps 307 36Mbps B6.0us  170us  10.4ms 10.3ms
& Pattition ndanaticd O 14/ 192 0 7650 S180Mbps 76327 S59Mbps 176 21Mbps 863 184us 38ms 375ms
ok : e e 1410 76499 9179Mbps 75777 9093Mbps 722 BEMbps 663us 180us 907ms 9.00ms
| 4 Make Supout if ICMP Rate Limit. [10 | managemert 0 2y 0 78501 918OMbps 76193 F143Mbps 308 36Mbps BEdus 203us 426ms 413ms
@ Manual [ winbox 0 013 o 76438 9179Mbps 76501 918.0 Mbps 3 360kbps B6.2us  12Tus  1.08ms 1.01ms
¥ IPvd FastPath frewwall-mart 0 0138 0 76497 9179Mbps 76054 9126Mbps 443 53Mbps 861us 218us 3%4ms 386ms
@ New WinBox st Path Active 137 0 76503 9180Mbps 76247 9149Mbps 25 30Mbps 66dus 209us 385ms 378ms
£ ! y 13 0 76439 9179Mbps 76077 9129Mbps 422 50Mbps663us 152us 44Ims 435ms
E &t (T IPv4 Fast Path | IPv4 Fast Path Active 135 0 76500 9180Mbps 76301 9156Mbps 199 23Mbps 665us 193us 386me 379ms
| |Pvd Fast Pi . 13 0 76500 9180Mbps 76501 9180Mbps 1 120kbps Bdus 12Lus 116ms 1.10ms
iy =X -7 133 0 76438 9179Mbps 76043 9125Mbps 455 54 Mbps BGdus 2%2us 416ms 40%ms
[60 073 965 items 132 0 76503 9180Mbps 76307 S156Mbps 135 23Mbps 66dus 140us 426ms 420ms
| 131 0 76501 9180Mbps 75883 S105Mbps 618 74 Mbps 663us 20Tus 862ms 855ms
‘ (130 0 76437 9179Mbps 76188 9142Mbps 303 37MbpsBB2us 217us 334ms 388ms
P4 Fastrack . 129 0 76502 9180Mbps 7635 9162Mbps 151 18120k.. G63us 155us 300ms 2%ms
= | - 128 0 76500 9180Mbps 76364 G163Mbps 136 15320k EGdus 143us 285ms 278me
| enabled TuRRiRg |Status: connected IPv4 Fastira |B:36 G'B | 127 0 76499 9179Mbps 76337 9160Mbps 162 19440k.. 663us 167us 385ms 3.78ms
J (126 0 76504 180Mbps  761% 9143Mbps 303 37Mbps BBdus 182us 3%ms 388ms
Interface | Interface List Ethemet | EolP Tunnel [P Tunnel GRE Tunnel YLAM VRRP Bonding LTE 20 items (1 selected)
i i |l'"| b 4 | Power Cycle Find
| IT [MT | U [L2MTU [T R TP, A P: FEiT: FPHR FPTx P |FP RxP: Pott|Ax Ban... | TxBan... |5 PaE O Po Prio... PoE Out ...
| Name /| Type IMTU  (ActualMTU L2 MTU (Tx F | Tx Packet [p/s) #Packet [p/s]  |F PTx ] # Packet [p/s] % Packel (p/s] Master Port| Aix Ban, % Ban, witch |PoE Out 'aE Prio.. ut -
| i ether Ethemet 1500 500 1598 0 bps 0bps 0 [1] 0bps Obps 0 0 none unfimited unbmited  switc_ .
R slrether? Ethemet 1500 1500 1558 9030 Mbps 502.0 Mbps 74 BBB 74 536 925.0 Mbps: 925.0 Mbps 76 634 76 634 none unlimited unfmited  switc.
b etherd Ethemet 1500 1500 1538 0 bps 0 bps ] 1] (0 bps 0 bps 0 0 none unlimited unkmited  switc.
i etherd Ethemet 1500 1500 1538 0bps Obps ] 0 Obps 0 bps 0 0 none unifiited unbmited switc...
‘ 4 etherd Ethemet 1500 1500 1538 0 bps Obps 1} 1} Obps Obps 0 0 none unfimited unBimited switc...
|
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Ipv4 Fast Path & Slow Path Versus

Fast Path %0.39 66.0us 0.us 104ms TX911Mbps % 49
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Fast Path
RB2011 Capasity & Performance Test($129)

Products using the same Chipset as RB2011;
e OmniTIK (L4)

* Omnitik PoOE(L5)

« SXT SA5(L4)

¢ SXT 2(L4)

* SXT Lite5(L3)

* DISC Lite5(L3)

« LDF 5(L3)

« CRS125-24G-1S-2HnD-IN (L5)

« CRS109-8G-1S-2HnD-IN(L5)

« RB2011 (L4)

* RB2011UIAS-2HND-IN(L5)

LEUE| number 7 0 (Trial mude] 1 {Free Demo) 7”3 (WISP CPE) 4 (WISP) 75 (WISF) E {Controller) "
FPPuE tunnels 2t1h thal 1 il il alll unlimited

M/Kr Tik
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Fast Path

RB2011 Capasity & Performance Test($129)

Trafik Statistics

l.gt_.__h-'lih. 'L_at_ ﬁ._vg 'Lat_Ma:-: ' -Jitter

Hemin@10.0.008 () - WinBox v6.34.6 on REZDTTLIAS-2HRD (mipsbe)
n Settings  Dashboard

94.5us
94 Bus
96.0us
94.5us
94.2us
94.Ous
95.5us
95.6us
97 Bus
95.0us
94 Tus
94.Sus
95 Tus
94.5us
95.6us
95.0us
94 Ous
97 1us
97 Tus
91.4us

©

596.us
555.us
885.us
430.us
804.us
B59.us
477 us
416.us
1.15ms
343.us
448.us
587.us
B519.us
533.us
475 us
830.us
443 us
431 us
691.us
660.us

Sekuritim

16.9ms
11.3ms
13.5ms
10.2ms
18.1ms
10.Tme
19.7ms
10.8ms
10.3ms
11.7ms
12.3ms
19.6ms
10.0ms
18.2ms
16.8ms
11.2ms
17.8ms
9.98ms
10.2ms
30.0ms

§ r _____J |
NIKro's sk

MASTER DISTRIBUTOR

16.8ms
11.2ms
13.4ms
10.1ms
18.0ms
9.98ms
19.6ms
10.7ms
10.2ms
11.6ms
12.2ms
19.5ms
9.91ms
18.1ms
16.7ms
11.1ms
17.7ms
9.88ms
10.1ms
29.9ms

ﬂ Safe Mode Session: 1@@

§ Guick Set PPP

Interfaces

Interface |F'F'F'0E Servers Secrets  Profiles | Active Connections | L2TP Secrets

CF’Uﬁ_ PUfarz EE

Bridge: "_I'_:”E\ | PPP Scaniner || PRTP Server || SSTR Server || L2TP Server || OWPN Server || PPPoE Scan | Find.

O x

PPP

[ ] Accept Redirects
[w| Secure Rediects
7] Accert Sanrea Ranta

[v] Rou
FiF Filter: |n0 E
[] TCP SynCookies

b ax Meighbor Entries; | 8192
ARP Timeout: | 00:00:30 |

ICMP R ate Limit: |10

IPw4 Fast Path Packets: |94 B934
|Pw4 Fast Path Bytes: | 1326 MiB

[] 1P Fastrack Active

Cae [ Allow Fast Path

[adwin@z] > interface monitor-traffic aggregate

[admin@z] =
[adwin@Z] > interface monitor-traffic ;
rx-packets-per-second: 4z
rx-hits-per-second: 503.1M
fp-rx-packets-per-second:

fp-rx-bits-per-second: 346, 5Mbps
rx-drops-per-second: a
r¥-errors-per-second: a
tx-packets-per-second: 29 053

tx-bits-per-second 346, 2Mbps

cip | lP‘F# Fast Fath ﬂ":tive fp—tx—packets—per—second: 29 286

fp-tx-bits-per-second: 346.5Mbps
tx-drops-per-second: a
tx-quene-drops-per-second: a
tE-errors-per-second: a

ﬂ— [0 cuit|D dump|C-z pause]

|Name [Type |a. [T« < |Rx |T4Pa.. |[FxPacke. [[FPTx .. [FPRxF.. | -

£ Switch DR ¢#<pppoe.. PPPoE Serv... 1. 977.3 kbpz 114.9kbps 23 10 i} 10 *
e DR 4#<pppoe.. PPPoE Serv... 1 961.6 kbps 123.0 kbps a2 11 1] 11 |
o DR 4#<pppoe.. PPPoE Serv... 1 954.3 kbps 2299 kbps =l 20 0 20
i IP DR 4#<pppoe... PPPoE Serv... 1. 942 8 kbpz 160.9 kbps a0 14 1] 14
g ol I DR 4#<pppoe.. PPPoE Serve.. 1. 942 8 kbpz 149.4 kbps a0 13 0 13

DR ¢#<pppoe.. PFPoE Serv.. 1. 938.2 kbpz 140.7 kbps a0 12 1] 12
i System ™ |oR +#<pppoe... PPPoE Serv.. 1. 938.2 kbps 117.2 kbps a0 10 1] 10 =
MOl DE_te# cnnnne [Pttty {40 d L q 13 n 13 ¥
r 4395 items out of 506 o
| Fies A0 iterns out of 511 o
1 Log Interface  Interfac T Tunnel WLAN WRRFP Bonding LTE

Radiuz

L ] Power Cycle Einct B
:: Toals [ |__| 3_ |_ |1 Ii‘Irl |_r..".|C. -
e e [Mame  + ||MTU  |actual MTU [L2MTU [Tx | R |TxPac.. |IFP Tx |FP Rix |FP Tx Packet [p/s) |FP R Payw | [
E: A=) 4 ether] 1800 1600 1538 0 bps Obps 0 0 bps 0 bps 0 *
| LCD 5 UPlink-cAP. ~ - B : B :
3 R #irether? 1500 1500 1598 15.0Mbps  391.0Mbps 1272 16.2Mbps  376.9 Mbps 1382
A MetaROUTER AP
& Partition R #i#etherd 1500 1500 1598 314.2 Mbps 1.4 Mbps 26 386 367.0Mbps 837 Mbps 30 889
[ Make Supoutiif 4} etherd 1500 1500 15938 0 bps 0 bps 1] 0bps 0bps 1] -
Y Marual | l =

11 iterms out of 506 [1 zelected)
¥ Mew 'WinBox
L E it [w| Send Fedirects

42 383
2o: 503.1Mbps




Fast Path
RB2011 Capasity & Performance Test($129)

Trafik statistics

Lat. Min. Lat. Avg. Lat. Max.

85.6us
84.9us
a7.bus
86.2us
g7.2us
86.5us
84.8us
85.9us
86.0us
84.9us
86.8us
89.1us
84.9us
86.0us
86.Tus
85.8us
86.7us
84.0us
85 8us
821us

&)

520.us
302.us
521.us
323.us
464 us
424 us
J14.us
521.us
450.us
207 .us
805.us
474 .us
186.us
581 .us
396.us
194 .us
482 us
614.us
300.us
428.us

Sekuritim

Jitter

-

17.3ms
11.0ms
14.4ms
10.6ms
11.Tms
20 8ms
9.65ms
10.6ms
20.3ms
4 88ms
10.8ms
19.8ms
7.68ms
10.5ms
20.7ms
7.49ms
14.9ms
17.2ms
14.2ms
22.6ms

17.4ms
11.1ms
14.4ms
10.7ms
11.2ms
20.9ms
9.73ms
10.7ms
20.4ms
4 96ms
10.8ms
19.9ms
7.77ms
10.6ms
20.8ms
7 58ms
15.0ms
17.2ms
14.3ms
22.7ms

§ r _____J |
NIKro's sk
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e

& admini®10.0.0.6 (2) - WinBoxvE4%.1 on RE2Z011UIAS-2HD (mipsbe) — O b4
Session  Settings  Daskhboard EH_I Lﬂ I ?E f{
< | e SaleMode | Sessior|10.0.0.6] wizex HE
A& Ouick Set (D[]
= Interaces Inteitace | PPPGE Servers | Secists Profies  Active Cornections  L2TP Secrets
#i Bridge _+_Vi “_i _l B3 E_| :_?_; i---P;F‘P Scanner | _EIL-‘_T_P_Q erver --_S_g:l'_lz‘_SaN!l -i_EEFI;_SeNur _I:-l-UF'N Server 1 _I;ISI_:‘:E Scan i
e [ IHame  [Type AT v [Rx < [TePe. [RxP. | =]
== Swatch DR 4-#<pppoe.. PPPoE Sere., 1. 1656.7 kbps 264 4 kbps 141 23
o8 piech DR #®<pppos.. PPPOE Serv.. 1. 1653.6 kbps 2111 kbps 141 L
ot DR et <ipoppoe.. PPPoE Serv.. 1. 1E32.7 kbpe 172.4 kbps 139 15
agl IP I" | DR 4®<pppoe.. PPPCE Serv.. 1. 1632.7 kbps 1379 kbps 133 12
22 Rowting i ||DR  e®<pppos.. PPPCE Sere.. 1... 16184 kbps 1290 kbps 1238 1
DR e-e<pppos., PPPoE Serv., 1. 1598.2 kbps 195.4 kbps 136 17
for Spstem r DR 4-#<pppoe.. PPPoE Sers.. 1. 1598.2 kbps 1724 kbps 136 15
! Qins DF @®<pppoe.. PPFoE Sere.. 1. 1998.2 kbps 114.9 kbps 136 10
DR v ipopos.. PPPoE Serv.. 1. 15BE.7 kbpe 2069 kbps 135 18
2 Files DR 4-%<pppoe.. PPPoE Serv... 1. 1567.6 kbps 1625 kbps 134 14
fog DR  ¢®<pppoe.. PPPoE Sere.. 1. 1563.7 kbpe 208 9 kbps 133 18
: = DR ¢#<pppoe.,, PPPoE Serv., 1. 1555.9 kbps 1625 kbps 133 14 |
A Radius DR  4-®<pppoe.. PPPoE Serv.. 1. 1552.2 kbps 1E0.9 kbps 132 14 |
% Tools I DR 4-e<pppoe.. PP [ . 103.4 kbps 132 3 |-
@ rewTemng | 0 ouasi | D00 items out of 511
| Lo - =
= MetaROUTER Irferface List
5 Pastition Interfface  Interface List Ethemet EclP Tunnel 1P Tunnel GRE Tunnel YLAN NRREP  Bonding LTE
o Make Supout rf [ [= | TI Powes Cycls Finc
™ oo [Name . [[MTU__[actuslMTU [L2MTU [Tx  [Rx  |TwPec [IFPTw  FPAx  |FP TxPacket(p/s) |FP Fix Packet [
@ MewowinBox i ether 1500 1500 1538 0 bps Obgs 0 0 bpe Obps 0 -
! Esit s UPlink-cAF
R alsether2 1500 1500 1592 195Mbps 732 Mbp: 1659 129 Mbps 7291 Mbgs 1697 B1f
o henpoe
R #* etherd 1500 1500 1598 697 2 Mbps 21 4Mbps 52 451 715.8 Mbps 275 Mbps 60168 i
5 etherd 1500 1500 1538 0 bps 0bgs i 0 bps 0bps 0 ==
. ~ . ' : [+] |
11 items out of 511
e - e
[¥] Send Redinects Parcel Uptime: {1d 05:43:32
|| Accept Redirects = et
Appl i
|| Secure Rediects |"_“—‘_| bie= hizmons $'U h_'h_B
[] Accep! Sni=ra Resie Total Memon:  128.0 MiB UsB
[v Allow P | ¥ Al CPU
7 = A“uw F Pdh CPL- MIPS 7dkcW412 I—I
v Route wacre e |
= CPU Count 1
il | EZRT [ e e e
el AL L E2 CPU Frequency: | 750 MHz
[ ] TCP SynCookies CPU Load (78 %
bz Meighbor Entries: | 8152 | Fres HDD Space: |112.8 MB
ARP Timeout: | 00:00:30 | Total HOD Size: |128.0 MiB
ICMF Rate Limit: |10 | Sector Wiites Since Reboot 7 021
= ¥ |Pvd Fast Path Active Total Sector Wites: | 39 789
Pwd Fast Path Packets: | 2955 U37 434 | Bad Blocks: 0.0 %
IPv4 Fast Path Bytes: |4082 3 GiB |




Ipv4 Fast Path & Slow Path Versus

MikroTik RB2011
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Fast Path

Virtual Interface Fast Path
Ethernet, Wireless, Bridge, PPPoE, VLAN, VRRP and Bonding Interface Fast Path

uses automatically if it is available to use Fast Path.

L2TP, EolP, IPIP, GRE Tunnel Manual Starting Fast Path!

L2TF Server
|v| Enabled 0K,
* 1- Use IPsec no M MTU: [1450 | =
* 2- Allow Fast Path=yes. MME:E == e
* 3- No Packet Fragmentation Keepalive Timeout: |30 -
i ] Diefault Profile: | L2TP-Profile ||_i__|
* 4- Selected profile should not be encryption. e e =

- Use Encryption Authentication; [« mechap2 (v mzchapl

. "l [
no  pezx ( requied o defaul ! chap v pap
Use IPsec: no k2
IPsec Secret: | |
Caller ID Type: |ip address ”E]

|| One Session Per Host

N - —
@ . MIKFO Il '.k [w| Asllovs Fast Path
Sekuritim




Fast Track

Fast Path + Connection Tracking = Fast Track

* The MikroTik Fast Path and Conntrack's work together gave the name Fast Track.

* Fast Track Fast Path extentions

* Only Ipv4 TCP/UDP (Total Traffic %99)

* FastTrack management is left to network admin

* FastTrack can be used on devices with Fast Path support.

* After the first packet of the connection passing through the router is marked as Fast
Track, the other packages of the connection are FastTrack. A single connection can

exceed 10,000 packets.

‘\ % Y
©  MkroTik
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Fast Track

Fast Track Performance effects; (What MikroTik

said?)

* Firewall CPU Consumerdrops 20/1

* Router Performance 5x improve

* FastTrack, Full NAT(SRC ve DSTNAT) support!!!

MikroT ik
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Fast Track

Firewall

Fiter Rules NAT Mangle Service Pots Connections = Address Lists Layer7 Protocols

—: |T  Tracking

Orig./Repl. Packets Orig./Repl. Fasttrack Bytes  |Orig./Regl. Fasttrack Packets © | | v

907010 870
6 630/5 828
4 842/477
4711/4 608
4 566/3 922
4536/4 754
4 406/4 659
4 260/2618
4 254/1 632
3377/5 265
3 546/3 540
3154/3 048
3103/4 144
2614111
2504/1 973
2483/2732
2436/2 701
2133/2 608
2063/2 243
2023/2 316
1878/2379
1832/2100
18241 777

3107.1 KiB/6.5 MiB
2653.3 KiB/3490.9 KiB
4450 KB/50.2 KiB
858.3 KiB/3085.4 KiB
2856.3 KiB/507 4 KiB
1996.3 KiB/2866.6 KiB
920.3 KiB/366.9 KiB
262.3 KiB/1607.1 KiB
517.8 KB/187.8 KiB
1066.3 KiB/3245.0 KiB
2325 KiB/2113.1 KiB
212.7 KiB/1921.8 KiB
2175 KiB/1865.3 KiB
1093.5 KiB/75.2 KiB
1549 KiB/1588.4 KiB
162.0 KiB/1670.7 KiB
153.3 KiB/1617.8 KiB
221.7 KiB/1547.9 KiB
136.3 KiB/1350.7 KiB
134.0 KiB/1451.3 KiB
120.6 KiB/1547.2 KiB
118.7 KiB/1259.8 KiB
1156.8 KiB/108.4 KiB

2737213/2716 883

9 068/10 869
6 628/5 826
4 836/474
4705/4 607
4 564/3 921
4534/4753
4 399/4 649
4 25872617
4 248/1 622
3 975/5 264
3 541/3 537
3 152/3 047
3101/4 143
26111110
2502/1 372
2480/2730
2434/2700
213172607
2061/2 242
2027/2 315
1876/2 378
1829/2 098
1822/1776

\Protocol | Timeout TCP State |On‘ijepI, Bytes
SACFs 6itcp) 1d 00:04:02 established 544 kbps/1546 4kbps 14101
SACFd 17 udp)  00:05:01 1984 bps/34.6 kbps 3107.7 KiB/6.5 MiB
SACFd 17 fudp)  00:04:33 0Obps/0 bps 2653.7 KiB/3491.0 KiB
SACFs 17 (wdp)  00:04:51 0bps/0bps 445 5 KiB/50.6 KiB
SACFd 17 {udp)  00:04:55 0 bps/0 bps 858.6 KiB/3085.5 KiB
SACFs 17@dp)  00:05:03 39.7 kbps/3.6 kbps 2856.8 KiB/507.5 KiB
SACFd 17 udp)  00:01:52 Obps/0bps 19597.0 KiB/2866.6 KiB
SACFs 6 tcp) 1d 00:03:32 established  (0bps/0bps 922.7 KiB/367 4 KB
SACFd 17 wdp)  00:01:43 0bps/0bps 262.7 KiB/1607.1 KiB
SACFs 17 udp)  00:05:02 0bps/0bps 518.4 KiB/188.6 KiB
SACFd 17 {udp) 00:05:03 3.1 kbps/35.5 kbps 1066.7 KiB/3245.1 KiB
SACFd 6tcp)  00:00:00 tmewat  Obps/Obps 232.7 KiB/21132 KB
SACFd 17 udp)  00:02:15 Obps/0bps 2129 KiB/1922.1 KiB
SACFd 6 tcp) 1d 23:59:02 established 6.6 kbps/38.0 kbps 2176 KiB/1865.3 KiB
SACFs 89 ' 1093.6 KB/75.3 KB
SACFd |S - seen reply, A - assured, C - confirmed, F - fasttrack, d - dstnat 155.3 KiB/1588.4 KiB
SACFd  17{dp)  00:04:48 Obps/0bps 1625 KiB/1670.8 KiB
SACFd  17(udp)  00:05:00 23kbps/456kbps  153.6 KiB/1617.9 KiB
SACFd 17 udp)  00:05:02 992 bps/32.9 kbps 2220 KiB/1548.0 KiB
SACFd 17udp)  00:03:13 0bps/0 bps 136.6 KiB/1350.7 KiB
SACFd 17@udp)  00:00:31 Obps/0bps 1343 KiB/1451.4 KiB
SACFd 17 (udp) 00:05:01 3.2 kbps/39.5 kbps 121.1 KiB/1547 2 KiB
SACFd  17(@dp) 000501 1984 bps/M4.3kbps 1193 KiB/1259.9 KiB
SACFs 6 tcp) 1d 23:59:02 established 34 O kbps/4.2 kbps 1156.8 KiB/108.4 KiB
SACFd ~ 6#co)  00:00:00 timewait  Obos/Obps  113.1KB/18296KE 18142083 1129 KB/18395KB  1810/2 086
991 items out of 978 (1 selected) Max Entries: 218032
7o - —
L  Mikros sk
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Fast Track

How to enable Fast Track?

# lActon  [Chan |5 [14D.)1V) Connection State |Bytes Packels
o apecial durnmy rule to show fastrack, counters
00 O passthrough farward 14392.8 B 16600 932 5523
B v fasttrack connection forward establizhed related 191.3GiE B74 431 993
7 o accept fanward established related 3730 MiB 1209431

AP (PR PR N Y R o) N I i Y R |
/ip firewall filter add chain=forward connection-state=established,related action=fasttrack-connectio
/ip firewall filter add chain=forward connection-state=established,related action=accept

* Fast Track does not work depending on conditions
such as Fast path.
* Fast Track automatically fulfills the requirements

when you enable Fast Track.

% Y
©  MikroTik
Sekuritim

MASTER DISTRIBUTOR

IF Settings

RF Filter:

kdax Meighbor Entries:
ARF Timeout:

ICMP Bate Limit:

IP+4 Fazt Path Packets:
IPwa Fazt Path Bytes:

IPw4 Fazttrack Packets:

|Pwd Fazttrack Butes:

| looze

[wF Farward

[+ Send Redirects

[ Accept Redirects

[+ Secure Redirects

[ | Accept Source Route
[ Allow Fast Path

[+| Boute Cache

4

[ ] TCP SynCookies
g9z
|00:00: 30

10

[ IPv4 Fast Path Active
o

0B

[w IPwd Fasttrack Sctive
15036 808 908
|13031.8 GiB

Cancel

i1

Apply




@ adrmini

Fast Track (AIIow Fast Path =No)

C:20:EQ:B6:98:C4 {(PPPoEClient-951) wia CC:2DERDCAGCE oo wb.40.4 on RBO5T

Session  Settings  Dashboard

5

Ca | Safe Mode

Aa Quick, Set
4 CaPsMan
s Interfaces
I Wieless

#2 Riouling
0 System
& Dusues
[ Files
| Leg
A Radius
A Tools I
| Mew Terina
=4 MetaROUTER
# Paiion

o Make Supoutrf
& Marual
@ MNew'winBos

B Es

i

Sessiors| CC:20-E0.86:98.C4)

F|Ie| ﬂulue HAT Mangle Faw BmPc-h Eu:mu:m Address Lists  Laper7 Prolocals
'i' e w H r'_‘l 'f oo Heau!l:.uu'l.uls '
H -'|!-F'n:|hc| Sre. Port |Iilat F'ult [in Inter_ [ Ot Inl... Bytes |Packats

un Reset All Counters I

0

1

2 qfa\

i 5:1\’ c_'lc:c... furwald
5 Hdop input =
& K dop  foreard o8

[#[=] [vl%| @] |7

[ [Name Type [Achial MTU [L2MTU [Tx A
R B 1T] Eridge 1500 15998 296.7 Mbps

| ireher Etherret 1500 15398 0 bps

IR slrethe2 Etherret 1500 1598 8.4 Mbps

| s usee1PC

|RS  sivethed Etherret 1500 1598 100.4 Mbps
|z use-2PC

R PRFeE Clen A0

R PPPoE Clert 1500 ‘5.6 Mbps

i A wilar ‘wireless [fuhercs AR S, 1500 1600 Obps

| B items (1 selscled)

L:ndl?i] Load {/] jl
‘lUU

MAaAS  TER DiISTRIBUTUOURK

|Tu Packet (ps)

BIGB 4397952
6.1GE 4397952

0

11 808 23884

B3%2

My

11“

Rz Packet (pfy) |
24672 mis

mi{E3

&
I
+

5.9Mbps
Obps B
2333 Mbps 11 266
23 Mbps 8B4
N Ehdd IJ
Obps 0

-

7 it&ins E aalm:tai I - ’

Interlace  Intesface List  Ethernet EolP Tunnel IP Tunnel GRE Tunnel WLAN WRRF Bonding LTE

Dd_.ﬁdiau

|lpas  Po0o00MO
DAC P 100E4 340
|| pac 132168000724

|FP Tx Packat l,nl't] |FP Ry Packet [p/s] |

IPv4 Fast Path Byte:

1Pl Fastrack Packet:
IPwd Fasttrack Bytes

¥ Secue Rediects

" | Allow Fast Path

AP Filter  knose

TCP SynCookies

Max Newghbor Entnes: 8192

ARP Timeout | 000030

ICMP Riate Limit 10
B ash Dab faks

putFastPanpocke: || |Pyd Fasttrack Active

ILiré. Dowm Time:
bt Link Up Time:
Link Do

Uptime:
Encodng

MTL:
MRL:

"oca Address:
mole Address:

130886177

Active Links:

1292 GiB

trve A Name:

R A e

Service Name: |
MikroTik

[rrancniacaoca

pral DislOut Status | Traffic

Dt/ 10/2018 19:21:54
Dcl/10/2018 19.21.56
1]

023532

10064.34.2
10064 34.1




Fast Track (Allow Fast Path =Yes)

© 2dmin@CC:2D:E0:6:9%:C4 (PPPoEClient-951) via CC:2D:ERDCI16:CE - WinBox v6.40.4 on RBIS1G-2HnD (mipsbe)
Settings  Dashboard

|| c1| | SefeMode | SessionCC2DENBEIBCA

Session

45 OQuick Set [Ollx]
A
1 CAPsMaN Filter Rules  NAT Mangle Raw Service Poits Connections Address Lists Layer7 Protocols Routes | Newthops Rues VRAF
_Interfaces +—\ f|—\ ﬂ| T| WHmtEuﬂsrs_DﬂFlesatAlCuﬂers |19 |T FEE3
X Whslkas [Ackon_[Chan {|Proto.. [Sic. Pot  |Dst Port I Inter_|Out Int_[Bytes | Packets |Dst Address | Gateway -
i Bridge ::: special dummy rule to show fastrack counters P 000020 pppos-out] reachable
0D | B po R R T ] Wi g DAC P 10064341 pppoe-outl reachable
'gzplh [ ; mi »EM. m \'ETEE. 4&?55" DAC P 13216800/24  biDreschable
15 Mesh 3 g;: o ace... forward 6.1GB 4387554
& P Fl 5 ®dop input 0B 0
. MPLS I B HKdiop  forwad 0B 0 | |
# Routing N | |7 toms 1l selected) L *l
{3 System [*
& Queue: Intesface | Interface List Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRAP Bonding LTE
3 Files - = v % a T
(2] Leg Name Type Actusl MTU [LZMTU |Tx ™ TxPacket [p/s]  |RxPacket(p/s) FPTx FP Rx |FP Tx Packet (p/s) | FP Rix Packet (p/s)
P Radius R £tbo Bridge 1500 1538 847.5 Mbps 14.9 Mbps 70254 27643 847.4 Mbps 14.9 Mbps 70250 27843
X Tools I siretherl Ethemet 1500 1598 Obps Obps 0 1] Dbps Obps 0 [1}
R airether? Ethemet 1500 1598 17.0 Mbps 807.8 Mbgs 26761 66 468 16.8 Mbps 8520 Mbps 27876 70283
| New Teminal .= user1-PC
#4 MetsROUTER | S ;;m Ethemet 1500 1598 291.3 Mbps 5.4 Mbps 24086 3607 2635 Mbps 48 Mbps 24005 3094
#5 Parition RS i etherd Ethemet 1500 1599 279.9 Mbps 5.2 Mbps 23149 3325 277.0 Mbps 47 Mbps 2%5 8942
(3 Make Supout rif i user-3-PC
RS aivethers Ethemet 1500 1598 231.4 Mbps uuhps 19142 7807 280.9 Mbps 5.2 Mbps 232% 3815
@ Manual R aopoposoul  PPPOE Clent 1500 11.7 Mbos 7043 : 11.7 Mbos 8396 Mbos 78% 0254 :
9 New WinBox : A i o i R ARR m O Ty R 1T | ]
WLk | oy PR o I : 5 44 THL L.
ARG T e W 00 0E e
e Wil ' I il k] r ..l i TR AL
v Secure Redvects —p——
s e meOu Stetus | Teaffic
-[v| Allow Fast Path
Time: [0ct/10/2018132154
i 1L0ad (%) Hisiedun o The (1S
?2 st Link Up Time: | 0ct/10/2018 13:21:56
AP Fiter: |loose 3 Lk Dowms: |6
TCP SynCockies Unks 123045
Max Nesghbor Entries: | 8152 Encoding:
ARP Timeout: | 00:00:30 MTU: 1500
ICMP Rate Lims | 10 MRU: 1500
IPv4 Fast Path Active Local Address: | 100.64.34.2
1P FastPainPackets: 018 ] |Pyd Fasttrack Active == (100643401
IPvd Fast Path Bytes: (858
124 903 706 | e 1
v IP -
IPvd Fasttrack Packets: |1 R

1Pvd Fazttrack Butes

1731

* 1231 Gi8




Fast Track

FastTrack off FastTrack on

'Seq '\"|ID iTxPackels?THHate ;HHPad&...QHxHate 'LostF'...'LustHate 'Lat. Min. Lat..l‘-.vg.iLat,M..EJiller ' 'Seq T ID TuPackets T« Rate |RxPack,.. Ry Rate }LostF".. LostRate Lat Min Lat Avg Lat M.__|Jiter
or 0 7333 9999 kbps 7286 9935kbps 47 GB4kbps 23us 1.23ms 218ms 27ms [ TOT O 2666 9937 kbps 2663 9986 kbps 3 1NBbps 11lus 2us 128ms 127ms

@ 0 83 9%.0kbps 82 %B4Dkbps 1 120kbps 33us 91Bus 8B4ms 85ms P 0 83 99.0kbps 83 9%0kbps 0  ObpsT18us 76lus 945ms 933ms
g7 0 84 1008.0 kbps 83  996.0kbps 1 120kbps 933us  934us 11.1ms 11.0ms 71 0 83 996.0 kbps 83 9960 kbps 0 Obps 118us  876us 113ms 11.ms
86 0 83 996.0kbps 82 9384.0kbps 1 120kbps 989us  1.37ms 135ms 13.4ms 0 0 84 1008.0 kbps 84 10080 kbps 0 Obps 121us  1.04ms 119ms 11.8ms
g 0 83 996.0 kbps 81 9720kbps 2 240kbps 23us  1.37ms 915ms  3.06ms 29 0 83 996.0 kbps 83 9960 kbps 0 Obps 129us  973us 127ms 126ms
B0 83 996.0 kbps 83 996.0kbps 0  Obps 102us 124ms 10.2ms 10.1ms 2 0 83 995.0 kbps 83 9960 kbps 0 Obps 122us  1.0ms 108ms 10.7ms
83 0 84 1008.0 kbps 83 335.0kbps 1 120kbps 103us  1.21ms 7.38ms 7.27ms 27 0 84 1008.0 kbps 84 1008.0 kbps 0 Obps 116us  94us 120ms 11.9ms
@ 0 8 99%0kbps 63 9%0Kbps 0 Obps105us 122ms 109ms 108ms |26 O 89 9%0kbps 83 9%0Okbps 0  ObpsT18us B12us 9.22ms 910ms
o 0 83 3%.0kbps 63 3%Okbps 0  Obps93lus 12Ims S15ms 305ms |25 83 99.0kbps 83 9%0kbps 0 Obps146us 95us 109ms 10.7ms
0 0 83 995.0kbps 82 9B40kbps 1 120kbps 985us 10Bms 982ms 372ms |24 D 84 1008.0 kbps 84 10080Kkbps 0 Obps1l4us %hus 124ms 123ms
7 0 85 1020.0 kbps 64 1008.0 kbps 1 120kbps 957us  1.40ms 20.2ms 20.1ms 23 0 83 99.0kbps 83 995.0kbps 0 Obps 114us  853us 104ms 102ms
B0 83 995.0kbps 83 3%0kops 0 Obps335us 108ms 326ms 316ms 22 0 83 996.0kbps 83 9%0kbps 0  Obps112us 820us 115ms 11.4ms
70 83 995.0 kbps 83 9%0kbps 0 Obps100us 1.38ms 135ms 134ms |21 83 99.0kbps 83 9%0kbps 0  Obps11lus 972us 120ms 11.9ms
6|0 83 996.0 kbps 82 3B40kbps 1 120kbps B4us 143ms 10.5ms 112ms |20 0 83 996.0 kbps 83 9%0kbps 0  Obps12lus B83Lus 103ms 10.2ms
0 83 995.0 kbps 82 9B40kbps 1 120kbps %B0us 1.37ms 125ms 124ms |13 84 1008,0 kbps 8 10080kbps 0 ObpsT17us 0us 1.6ms T1.5ms
#“__ |0 84 10080 kbps 84 10080kbps 0  Obps10lus 1.23ms BBSms 855ms 18 0 84 10080 kbps B4 10080kbps 0 Obps 116us  960us 122ms 121ms
3 10 83 996.0 kbps 83 996.0kbps 0  Obps300us 147ms 15.0ms 14.7ms 17 0 83 995.0kbps 83 996.0 kbps 0 Obps 115us  830us 107ms 106ms
2 0 83 936.0 kbps 83 336.0kbps 0  Obps102us 118ms 990ms 3.80ms 1 0 83 9950 kbps 83 9960 kbps 0 Obps 116us  933us 10Sms 108ms
20 items 20 tems
-
©  MikroTik
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Fast Track

Fast Track Versus;

Fast Track Yes 839Mbps  %0.001 % 72
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Fast Path & Fast Track

ALL Interface Fast Path active
Ipv4 Fast Track Active
Firewall Filter and Nat used!

e

Session

{0 - WinBox wBd3.1 on REAS1U-2HRD (mipshe)
Settings Dashboard

][ 0s] | 5afe Mode
s Quick Set

I CAPsMaN
| Intesfaces

3 Wirelesz

a Biidge

=g PP

== Switch

“18 Mesh

g2 1P

7 MPLS

# Routing

G System

& ueues

[ Files

[ Log

) Radise

X Tools

| Mew Teming
F4 MetaROUTER
£ Partition

| = Make Supoui.of
& Manual

@ MNew WirBox

E Esit

Session: | 1591461128

?'_ F’? E| ? Detect Intemet |

Interface  Inbeface List Ethemet EolP Tunnel P Tunnel GRE Tunnel VLAN WAAP Bonding LTE

111 iteme (1 slected)

Fifaﬂd?ﬁlNﬂ Mange Raw ServicePort: Connections  Address Lists  Layer7 Protocols
+| —l :&%Xi iCI Y! 00 Reset Counters |Oll Reset A1 Counters

Name < [Type |Actusl MTU_[L2ZMTU [T« [ TxPac... [Ax.[FP T [FP Ry
R #pEolFD EalP Tureel 1438  B5535 127 kbps 478 kbps 13 23 10.0 kbps 235 kbp
R 4vlanl WLAN 1500 65531  11.5kbps 46.8 kbps 13 23 9.7 kbpz 228 kbp
R +sl2TP L2TP Client 1410 225kbps  217.7 kbps 28 42 147kbps 2177 kbp
R i Brndge 1500 1598 247 Mbps  3024kbps 2127 B20 244Mbps 3024 kbp
W Arethen Ethernet 1560 1533 Obos 0 bps 0 0 Obps Obp
L inkerrest]
R drether Ethernet 1500 1598 36359kbps 251 Mbps 6122, 341dkbpz 247 Mbp
% Apethend Ethernet 1501 1558 0 bos 0 bps 0 D 0 bgs 1 bp
o etherd Elhernel 1500 1558 0 bos 0 bpe o 0 0 bps Obp
:; irkernet]
HG Agrether Ethernet 1500 1552 0 bz 0 bz 0 i} 0 bps | bp
F  #&internel PPPoE Clent 14480 2345 kbos 24.3 Mbps B06 2. 214.0kbps 24.3 Mbp

FP Tx

EP Rx

10.0 kbps
9.7 kbps
14.7 kbps
24 4 Mbps
0 bps

341.4 kbp
] b
I: |_-,|

Ll b
2140 kbps
244 Mbps

235
28
2177
302 4

CPU{S%  Memary:10(

kbps
kbps

Ivf]

[ Send Redrects

kbps

» || Accept Redrects

kbps

J bps

24.7 Mbps

24 3 Mbps

24

| bps

] bps

| bps
=IE3

# |Action Chain |Sre Addiess |Dst Addiess 15 Dst.In Inter. 0. Bytes Packets
s special dummy e o show fastiack counters
0D = pas. forward 29347 MiB 2535 030
= defconf: accept established selated untracked
1 o acc.. input 123 MiB 27126
=i defeont: diop irvalid
2 K diop  input 11608 28
3 e add.. input 08 ]
odefcont: diop all not coerng from LAN
4 ¥ diop  input 08 0
= dafcont; fasttrack
g e fastt., forward 1531 MiB 152141
.. defeoni: accept established related, uniscked
G o acc.. forward 1531 MiB 152141
o; deteont; drop irvvalid
¥ diop  forward 14.5KiB 300
ILE: B35H 12
Fitems [1 selected]

General Advanced  Stafistics Tl'a‘ﬁclTutal Total Statistics

Taiget Upload

Tanget Download

Rate: [7.4kbps
Packet Rate: |7 p/s

1232 kbps.
gp's

(MUgoad 7.4 kbps
[EDounlosd: 292 kbps

I-I:Ipioallﬂ Packets: ?hpf.s
B0 ownload Packets: 8p/s

|enabled

Resst Courters
Resst All Counters

Toich

|v| Secure Redrects

|| Azcept Source Route:
[w! Allows Fast Path
|| Bicute Cache

RPFiten |no =
[] TCP SynCookies

Max Neighboe Entries; | 8132
ARP Timeout: |00:00-30

ICMP Rate Limi: |10

|1 1P Fast Path Active
|Pvd Fast Path Packets: |123
IPv4 Fast Path Bytes: |10.1 KB
[ [Pl Fasttrack Active
IPred Fastiack Packets: | £ 897 745
1P+ Fasthrack Byles: im?.? MiE

Intesface Queves  Ousue Tree  Queue Types

|'|' | =1 ||| f:-.| [T |00 Reset Counters || 00 Fesst Al Count
4| Name  Taget  [UplosdMasLimt  Download Mak Limi P
0 & queuel  192.168.0... 555M =




ISP network Planning, Design And Installation

* Capacity Planning
* Productivity

* Performance

* Cost

* Scalability

O MikroTik https://wiki.mikrotik.com/wiki/Manual:License
Sekuiitim
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ISP network Planning, Design And Installation

Level number

Price

Initial Config Support
Wireless AP

Wireless Client and Bridge
RIP, OSPF, BGP protocols
EolP tunnels

PPPoE tunnels

PPTP tunnels

LZTP tunnels

OVYPN tunnels

YLAN interfaces

HotSpot active users
RADIUS client

Queues

Web proxy

User manager active sessions

Number of KM guests

N —
Mikron nk
MASTER DISTRIBUTOR

0 (Trial mode) 1 (Free Demoj

o keyd registration requirede?
240 trial -
240 trial -
240 trial -
240 trial 1
24h trial 1
24h trial 1
240 trial 1
240 trial 1
240 trial 1
240 trial 1
240 trial -
240 trial 1
24h trial -
24h trial 1
none 1

3 (WISP CPE) |4 (WISP) 5[WI5P]|E[Controller}|

volume onlye? | $45

YES
YES(7)
unlimited
200

200

200

200
unlimited
1

YES
unlimited
YEs

10

Unlimited

https://wiki.mikrotik.com/wiki/Manual:License

13 days
YES

YES

YES
unlimited
200

200

200

200
unlimited
200

YES
unlimited
YES

20

Unlimited

$95

a0 days
YES

YES

YES
unlimited
aaa

aaa

a00
unlimited
unlimited
a00

YES
unlimited
YES

ad

Unlimited

F2a0

a0 days
YES

YES

YES
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
YES
unlimited
YES
Unlimited

Unlimited



ISP network Planning, Design And Installation

[ # https://mikrotik.com /praducts /group/ethernet-routers

Mﬁ(rol-"k Home  About  Buy  Jobs  Hardware  Software  Support  Training  Account

Products

RB4011iGS+RM CED

Fowerful 10xGigabit port router with a Quad-core 1. 4Ghz CPU, Fore $199.00
1GE RAM, SFP+ 10Ghps cage and desktop case with rack ears
L5
RB1100AHx4

a—— Powerful 11 rackmount router with 13x Gigabit Ethernet port <p= =5 $299.00
LB

RB1100AHx4 Dude Edition

— Powerful 11 rackmount router with 13x% Gigabit Ethemet parts, o) $349.00
G0GE M.2 drive for Dude database LB

CCR1009-7G-1C-PC

r 7y Gigabit Ethernet, 1% Combo port (SFP or Gigabit Ethemnet), 3 o $425.00
PR cares ¥ 1GHz CPU, 1GB RAM, passive cooling case, Router0S
L5

% —
©  MikroTik
Sekurltun ER DI R




ISP network Planning, Design And Installation

RB1100x4 Kapasite & Performans Testi

CPU core 4
CPU 1.4 GHz (Overclock 2Ghz) .
Routing FastPath 7.35Gbit '
RAM 1 GB

License level 6

Ipsec Hardware acceleration 2.2Gbps AES128). =)

https://mikrotik.com/product/RB1100Dx4




ISP network Planning, Design And Installation

RB1100x4 Block Diagram

RB1100AHx4
I |
I I_Ethl_ Eth2 Eth3 Eth4 Eth5 Eth6 Eth7 Eth8 Eth9 Eth10 I
| Gigabit| [Gigabit| |Gigabit| |Gigabit| |Gigabit Gigabit| |Gigabit| |Gigabit| |Gigabit| |Gigabit [
! \ / '
I RAM
1GB ) Re_altek_ Realtek I
| Gigabit Switch Gigabit Swiich |
NAND
| 128MB L |
I — 2.5Gbhls 2.5Gbhls '"'"é;b‘;ég""" |
Serial H Group
I RS232 \
S [ R i | Eth11 |
1 H - R
| micro . / Gigabit :
SD ! ]
| ' 1.4GHz 4 core ! Realtek i | eth12
with HW accel | 2-5Gbls Gigabit Switch Gigabit I
| LEDs \l CPU e N s - |
| ' | I
Beeper . AL21400 1! Eth13 | PoE in 20-57V O
| Gigabit | Passive, 802.3aflat
I I 100-240V
I Integrated - O
Dual PSU | 100240V
| with Failover O
|
| I
DC Telecom 20-57V ')
I Power l (-48V supported)
() = — .
soliPim  Mikros ik https://i.mt.Iv/cdn/rb_files/RB1100AHx4v5-180110082518.png
_




ISP network Planning, Design And Installation

@ admin@CC:20E0:DC6:BC (1100x4) - WinBox v6.40.4 on RB1100AH:4 (arm) X

Session  Settings  Dashboard EPU |_5—3.;H:
SafeMode | Session|CC.2D:E0.DCTEEC o ® Ui ES

jﬁ'— Quick Set O]
I CAPsMAN Interface | Interface List  Ethernet | EolP Tunnel IP Tunnel GRE Tunnel WLAM %HRP  Bonding LTE
[ Interfaces o |Load iz RO [Dikiz |
miefe |[vl[x] (@] [7] )
<+ [Mame [ Type MTU  |Actusl MTU [L2MTU [Tx Fix TxPacket[p/s]  |RxPacketfp’s) FPTx  |w 4
32 Bridge R 4ietherl Ethemet 1500 1500 1532 109.6 kbps 118.5 kbps 208 202 46
1 PP ditether? Ethemet 1500 1500 1592 Obps Obps o 1} q2
R 4itetherd Ethemet 1500 1500 1592 10.1 Mbps 4349 kbps 876 865
“I3 Mesh ditetherd Ethemet 1500 1500 1592 Obps Obps o 1]
&P I ditethers Ethemet 1500 1500 1592 Obps Obps o 1}
sirethers Ethemet 1500 1500 1532 Obps Obps a 1}
o MPLS I air ether? Ethemet 1500 1500 1532 Obps 0bps il ]
ﬁ Routing I siretherd Ethemet 1500 1500 1532 Obps Obps a 1}
airetherd Ethemet 1500 1500 1632 Obps Obps a 1}
& System r airetherll Ethemet 1500 1500 1632 Obps Obps a 1}
Q EnErs 4irether!l Ethermet 1500 1600 1682 Obps Obps 0 ]
= 4irether12 Ethermet 1500 1600 1682 0bps 0bps 1] 0
Files 4iretherl3 Ethermet 1500 1600 1682 Obps Obps 0 0
| Log T T T
L Radius (ol
x' Tools [ | Interface | PPPCE Servers  Secrets  Profiles  Active Connections  L2TP Secrets
New Teminal || ][ =] | PPP Scanner || PPTP Sewer | SSTP Sewer || L2TP Sewver || OVPN Server || PPPoE Scan |
#5 Partiion |Name | Tupe Aol MTU [LZMTO [Tx |Rx |TuPacket(pds)  |RinPacket(p/s)  |FPTa
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interface pppoe-server server add authentication=mschap2 interface=ether5
keepalive-timeout=disabled max-mtu=1500 max-mru=1500 disabled=no
default-profile=pppoetest max-sessions=5000

Mew PFFPoE Service

lip neighbor discovery-settings set discover-interface-list=!dynamic

Service Mame: || |

Q.
Interface: |ethers |2 Eore : —
e Dizcovery Settings
MU 1500 |- Apply | |- :
x 5 lgrome |
a MAL: (1500 S = Interface: E¥ | dynamic Ok
s I | i Interface <PPFoE Client: | 3 I:EIFICEI
Keepalive Timeout: | | i General | Dil Dut | Stotus | Traffic i
i =1 BFFPoEClicr | PPy
Default Profile; | pppostest |#| Name: |EEEEESEL] | Cancel
T e !
|| Ore Seszion Per Host | Apply
baw Sessions: | 5000 | - Ta Disable
—
FY
PADO Delay: | |* ms |
T, m |-
Luthentication: (v mschap2 [ machap Z .
LI chap Ll pap Interfaces: |ether2 |i_i_| =

FPFPFoE Scan

enahled 2

I enabled : unhing i i igtatus: connected

linterface pppoe-client add interface=ether2 disabled=no add-default-route=yes default-route-
) - — distance=1 user=testuser password=testpass max-mtu=1500 max-mru=1500 allow=mschap2
Sek\u’rjitiln name=PPPoECIient profile=default
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Isystem package uninstall [find]

Isystem package unschedule system,ppp,security,routing lip firewall connection tracking set enabled=no

Connection Tracking

Package List I
» : . - r : - : Enabied: N + |
T ‘ Check For Updates ‘ Enatle ‘ Disable ‘ Uriristal ‘ Unschedule ‘ Downgrade | Check Installation | £y
:I | | | | | | : TCP Syn Sent Timeout: |00:00:04 |
| T ; ' |
| [Name “|Ver.. BuldTine | Scheduled | ¥ 1[| 7P Sy Received Timsaut: [s0:0001 | AR
& spstem Bd.  Ap/23201811:34:28 | o eatiehad Trocoue: (o0 |
- ; - e stablished Timeout: | 00:06: |
& security B4, ApfZ3/201811:34:28 ! = I
.ﬂ r'l:nuting G4 ."l".l:lr.-"23.-"2|:|'|8 11:34:28 | TCF Fir W ait Tirmeout: I_!:I_EI:EIEI:EIE |
- Bmp 4. Ap/232M8 113428 ! TCP Clase ‘wait Timeout: | 00:00:06 |
TCP Last Ack Timeout: | 00:00:05 i
Interface <PPFPoEClient: |
Genmeral  Dial Out Status IT'C""iC TCP Tirne ‘wait: | 00:00:08 [
Last Link Down Time: | | [ Cancel TCP Close: | 00:00:06 !
Last Link Up Time: |Oct/08/2018 17:11:10 | Aol
L_ kg - - | ILI TCP Max Retransrit Tirmeout: | 00:07:00 I
1K ownE | Dizabl ;
o TCP Unacked Timeout: |EIEI:EI'I:EIEI |
Uptime: | 00:00;35 | i s
Ee T UDP Timeout: |00:00:05 |
A ' | UDP Stream Timeout: |00:01:00 i
o s MTU: (1500 | e i) T
= - — PPPoE Scan
Local Address: !—'I_D | | L ICMP Tirneout: ||:|E||:||:||:|5 |
Falihedb g it MHLI: | 1 5':":' = Genenc Timeout: I_EIEI:EI'I:EI_@_ |
Active Links: |'I_ '
Active Service Mame: | |
Active A0 Hame: —D |
AC MAC Address: i_EEZ:BB:EB:FE:A‘I:CD i
@ - MIKrO' 'k ienabled ilunning iStatus: connected
Sekuritim : ' |
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What have we changed for router performance?

* 1- PPPoE Server MTU, MRU and Keep-alive-timeout setting change.

* 2- PPPoE Client icin MTU, MRU ve Keep-alive-timeout setting change.

* 3- IP Neighborsh ayarlarini !I=Dynamic

* 4- PPPoE Server only requirement packet installing. Any Other packages
unistall.

* 5- PPPoE Server Connection Tracking Setting=No .
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What happened after the router performance changes?
* PPPoE Server FULL MTU Support (1500) Any to Any package No fragmentation!

Fragmentation packet no Fast path!!!!

* Keep-Alive-Timeout disabled=yes (PPPoE Concentrator Router only Internet Traffic)

* PPPoE Client FULL MTU Support (1500) and Keep-alive-timeout Disabled=yes
Keep-alive-timeout on the client will improve performance on the server side!

* PPPoE output MNDP packet drop, Only !=Dynamic packaget Yes.

* We've removed all the packages we don't need to use resources efficiently on PPPoE
Concentrator

* PPPoE Concentrator set ConnTrack=NO No Nat State and other (mangle,Firewal

Filter vb disabled=yes)

©
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5 P I | bR 4 {pppoe-4> PPPaE Server Binding o _bps Obps O 0 Obps 0bps 1] 43700 <. <pppoe-2537> 10M 100
% Fouting I | DR <#<pppoeb> PPPoE Server Binding 1500 0 bps Obps 0O 0 Obps 0bps 1] 4371 D B <. <pppoe-d740:  10M 10M
DR <#<pppoe-G> PPPoE Server Binding 1500 Obps Obps O 0 Obps 0bps i 4372 D <. <pppoe-1641> 10M 10M
82 System I | DR se<pppos7s PPPoE Server Binding 1500 Obps Obps O 0 DObps 0 bps il 43730 @ <. <pppoe5BA0> 10M 10M
& Qeves DR & <pppos-s PPPof Server Binding 1500 Obps Obps 0 0 Obps 0 bps i 4374 D @ <. <pppoe-2498> 10M 10M
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L;,;I Lag DR ¢%<pppoe-11> PPPoE Server Binding 1500 0bps Obps O 0 Obps 0bps 1] 4377 D & <. <pppoe-1906> 10M 1004
DR <¢#<pppoe-12» PPPoE Server Binding 1500 0 bps Obps 0O 0 Obps 0 bps 1] 4378 0 B <. <pppoeblZl: 10M 10M
B Radius DR <¢#<pppoe-13> PPPoE Server Binding 1500 0 bps Obps 0O 0 Obps 0bps 1] 43790 & <. <pppoe-4395:  10M 10M
S Took | DR ¢#<pppos14>  PPPof ServerBinding 1500 Obps Obps O 0 DObps 0 bps i 43800 <. <pppoe540T> 10M 10M
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DR 48<pppoe-?2>  PPPoE Server Binding 1500 Obps Obps O 0 Obps 0 bps il 438D @< <pppoe178;  10M 10M
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DR <4#<{pppoe-25> PPPoE Server Binding 1500 0bps Obps O 0 Obps 0 bps o 233 D <. <pppoefl2S: 10M 10M
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DR <¢%<pppoe-33> PPPoE Server Binding 1500 0bps Obps O 0 Obps 0bps 1] 43390 <. <pppoe-3337> 10M ]
DR ¢-%<pppoe-34> PPPaE Server Binding 1500 0bps Obps O 0 Obps 0bps 1] 00D &< <pppoe-FE2S> 10M 100
DR <#<pppoe-35> PPPoE Server Binding 1500 0 bps Obps 0O 0 Obps 0bps 1] 401 D &< <pppoe-d135:  10M 10M
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DR ¢%<{pppoe-40> PPPoE Server Binding 1500 0bps Obps O 0 Obps 0 bps 1) 406D E<. <pppoe1951: 10M 10M
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DR 4#<pppoe-1677>  PPPoE Server Binding 1500 0 bpr S94kbps O 5 Obps 594 kbps [ 5 tx-drops-per-second: o Mame CPU  |Usage
DR 4#<pppoe-1211>  PPPoE ServerBinding 1500 Obgps Sddkbps 0 5 Obps  S9dkbps O 5 T ileie- AF op S-par=decands 0 =R St
DR 4#%<pppoe-1688>  PPPcE Server Binding 1500 Obpe S94kbps 0O 5 Obps 594 kbps 0 4 ti-errors-per-second: 0 s il 10.0 a
DR 4#cpppoe-1844>  PPPCE ServerBinding 1500 Obps Sadkbps 0 5 Obps  S9dkbps 0 5 B- [0 quiciD dumpiC-z pause] e 0 701
CR  ##<popoe-130%:  PPPoE Server Binding 1500 Obos S34kbps 0O 5 Obps 534 kbps o 5 s 0 1'5 |
DR 4#<pppoe-1817>  PPPGE ServerBinding 1500 0 bps S94kbps 0 5 Obps  S94kbps 0 5 e 0 05|
DR ##<pppoe-123%:  PPPoE ServerBinding 1500 7415 kbps S88kbps 62 5 Obps  588kbps 0 5 i 0 05|
DR ¢#<pppoe-1678:  PPPoE Server Binding 1500 B82E kbps 588kbps 57 5 Obps 588 kbps 0 5 e 0 EIIO
DR 4#<pppoe-1507>  PPPGE ServerBindng 1500 635.6 kbps E88kbps 53 5 Obps  S88kbps O 5 d
DR 4#cpppoe-161  PPPGE ServerBinding 1500 541.4 kbps E88kbps 45 5 Obps  S88kbps 0 5 (=13
DR 4¢<pppoe-1852:  PPPoE ServerBinding 1500 4825 kbpe SBBkbps 41 5 Obps  SBkbp: 0 5 : |
DR #0<popoe-1656>  PPPCE ServerBinding 1500 Obps SaBkbps 0 5 Obps  S8Bkbps O 5 Inirlsce | Intsface List Ethenat | EolP Tumel | 1P Tureel | GRE Tunvel VAN | VRRP | Bondng LTE
DR ##<pppoe-1916>  PPPoE Server Binding 1500 Obps SBEkbps 0 5| Obps 588 kbps 1] 5 v I ® O T PowerCpe [Fa
DR ##<pppoe-1407>  PPPoE Server Binding 1500 734.2 kbps S8.2kbps B2 5 Obps 582 kbps 0 5 - = -~ S : 3
OB ¢s<rppoe-1429:  PPPE ServerBinding 1500 587 6 kbpe S82kbps 58 5 Obps 582 kbps [1] 5 | [Name s |Type  [MTU __ |Ael. | _ |Rs \TxPackel(p/s) | RuPacket[p/s) [FPTx |FP Ry Lol
DR 4#:pppoe-1570>  PPPoE ServerBinding 1500 B526 kbpe E82kbps 55 5 Obps  S82kbps 0 [ R grether]  Ethemel 1550 1550 330.7Mbps 3294 Mbps 27 385 27 640 323.2 Mbps 327.7 Mbps ||
DR 4#cpppoe-1814>  PPPoE ServerBinding 1500 Obps E82kbps 0 5 Obps  S82kbps O 5 i swetherz  Ethemet 1550 1550 1592 3340Mbps  353.5Mbps 27652 2375 3323 Mbps 351.6 Mbess
DR ##<pppoe-1545:  PPPoE ServerBinding 1500 Obps S82kbps 0 5 Obps  59.2 kbps 1] 5 aretherd  Ethernet 1500 1500 1582 Obps Obps a 0 0 bpz Obps
DR ##<pppoe-1872>  PPPoE ServerBinding 1500 Obps S82kbpe 0 5 Obps  58.2 kbps i 5 #ivetherd  Ethemet 1500 1500 1582 Obps Obps a 0 0 bpz Obps
DR ##<pppoe-1142:  PPPoE ServerBinding 1500 Obgs S00kbps 0 4 Obps 500 kbps i} 4 4vethers  Ethemet 15000 1500 1592 Obps Obps 0 0 0 bps Obps
DR 4#<pppoe-1325> PPPGE ServerBinding 1500 7230 kbps 490kbps B 4 Obps  490kbps O 4 R aleethers  Ethemet 1550 1550 1592 3308Mbo: 3231 Mbpe 77 38 27358 327.8 Mbps 3261 Mbgs
DR 4#<pppoe-1330>  FPPoE ServerBinding 1500 B96.3 kbpe 490kbps 58 4 Obps  430kbps 0 4 R evether7  Ethemet 1550 1550 1592 3305Mbps 3291 Mbps 27 324 27353 327.8 Mbios 326.0 Mbgss
DB #®<popoe-1252  PPPGE ServerBinding 1500 586.3 kbpe 490 kbps 58 4 Obps 490 kbps [i] 4 #retherd  Ethemet 1500 1500 1532 Obps Obps 0 o Dbps Obes |
DR 4®<pppoe-1161>  PPPoE ServerBinding 1500 580.2 kbpe 490kbps 49 4 Obps  490kbps 0 4 #ivetherd  Ethernet 1500 1500 1592 Obps Obes 0 0 0 b Obps
DR ##<pppoe-1258> PPPoE ServerBinding 1500 576.0 kbos 430kbps 48 4 Obps 490 kbps [1] 4 #retherl0 Ethemet 1500 1500 1592 Obps Obps 0 0 0bps Obps
DR 4%<pppoe-1135>  PPPOE Server Binding 1500 Obps 230kbps 0 4 Obps  430kbps 0 4 R 4isetherll Ethemet 1550 1560 1592 327.8Mbpe 3258 Mbps 71m 27083 3238 Mbps 3221 Mbps |
DR ##<pppoe-1163> —BEBaE Sana: Bind: 1500 FET-TRu— 485 kbps 54 4 Dbps  485kbps 0 4 R dvethenl2 Ethemel 1550 1550 1592  3277Mbps 3258 Mbpe 77 e 27087 3236 Mbps 321.9 Mbes |
7 el el 3 Ftheemet 15001500 1592 1 ey 1 b n i 0 ki 1 by
pa rimpee i ' faatee ) 3 e RO 2 RO (I : o
144 ems out of 6157 [1 Ilem Dm n 13 iteme out of 5157 (1 selected)
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ISP network Planning, Design And Installation

Session Settings Dashboard

|| Safe Mode

A Quick Set
 Interfaces

@ Bridge

=3 PPP

=2 Switch

“18 Mesh

s IP [
& Routing [
o System [
B Qusues

|| Files

|5 Log

A Radius

& Tools 2
|| New Terminal
#5 Parition

| = Make Supout.rif
& Manual

9 New WinBox

B Esie

Session: |10.10.100.1

Intertace | FPPOE Servers  Secrets  Frofiles

L 14

DR
DR
DR
DA
DA
DA
DA
DA
DA
DA
DA
DA
DA
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DR
DA
DA
DA

. " -
E144 items out of 6157 [1 selected) E-I 4 4 I

Mame

4-& < pppoe-D448:
4 ¢pppoe-E051>
4 ¢pppoe-5964>
4% <pppoe-6061-1>
4% ¢pppoe-5550>
4% <pppoe-5103s
4% <pppoe-5027>
4% <pppoe-5166>
4% <pppoe-5083>
4% ¢pppoe-5126>
4% <pppoe-5014>
4% <pppoe-5361>
4% <pppoe-5034>
4% <pppoe-5055>
4% <pppoe-5926>
4% <pppoe-5070>
45 <pppoe-6129>
45 ¢pppoe-5419>
45 ¢pppoe-5336>
4% <pppoe-6118>
4% <pppoe-5357>
4% <pppoe-5700>
4% <pppoe-6045>
4% <pppoe-B107>
4% <pppoe-6083>
4% <pppoe-5930>
4% <pppoe-B27E>
4% <pppoe-5B98y
4% <pppoe-5282>
49 <pppoe-B037>
49 <pppoe-59ET>
49 <pppoe-BB17>
49 <pppoe-57 35>
49 <pppoe-5924>
49 <pppoe-5909>
49 <pppoe-5988>
49 <pppoe-5o9E>
49 <pppoe-B028>
49 <pppoe-5BaT>
4% <pppoe-D7aT>
4% <pppoe-DI7d>
4% < pppoe-B0ET>
4 < pppoe-D7ET>
4 < pppoe-D379r
4 < pppoe-DET1 >
4-& < pppoe-BETs
4-& <pppoe-BEZ3:
4-& <pppoe-BETT:
4-& <pppoe-B957:
4 ¢pppoe-5991>
4 ¢pppoe-5807>
4 ¢pppoe-5953>
4% <pppoe-5709s
4% ¢pppoe-5933
4% ¢pppoe-5630>

=l

Type

FPPPE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
FPFPPE Server Binding
FPFPPE Server Binding
FPFPPE Server Binding
FPFPPE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Binding
PPPoE Server Rindinn

Ann-C o

2

Sekuritim

INATIF~, _ = B

Active Connections

PPP Scanner || PPTP Server || SSTP Server

Actual MTU L2 MTU [ Tx
1500
1500
1500
1500
1500
1500
1500
1500
1500
1500
1500
1500
1500
1500
1500
1500
1500
1500
1500
1500
1500
1500
1500
1500
1500
1480
1500
1500
1500
1500
1500
1500
1500
1500
1500
1500
1500
1500
1500
16500
16500
16500
1500
1500
1500
1500
1500
1500
1500
1500
1500
1500
1500
1500
1500

1E0n

L2TP Secrets

L2TP Server

105 Mbps
10.5 Mbps
10.5 Mbps
10.5 Mbps
10.5 Mbps
10.5 Mbps
105 Mbps
10.5 Mbps
105 Mbps
105 Mbps
105 Mbps
105 Mbps
105 Mbps
10.5 Mbps
10.4 Mbps
10.4 Mbps
10.4 Mbps
10.4 Mbps
10.4 Mbps
10.4 Mbps
10.4 Mbps
10.4 Mbps
10.4 Mbps
10.4 Mbps
10.3 Mbps
10.3 Mbps
10.3 Mbps
10.3 Mbps
10.3 Mbps
10.3 Mbps
10.3 Mbps
10.3 Mbps
10.3 Mbps
10.2 Mbps
10.2 Mbps
10.2 Mbps
10.2 Mbps
10.2 Mbps
10.2 Mbps
10.2 Mbps
10.2 Mbps
10.1 Mbps
10.1 Mbps
10.1 Mbps
10.1 Mbps
101 Mbps
101 Mbps
101 Mbps
101 Mbps
10.1 Mbps
10.0 Mbps
10.0 Mbps
10.0 Mbps
10.0 Mbps

9.9 Mbps

TR TI

Rx

VPN Server

504 kbps
44,6 kbps
4.1 kbps
337 kbps
50.4 kbps
59.2kbps
59.8kbps
48 8 kbps
59.2kbps
E0.4 kbps
12.0kbps
24 4kbps
37.0kbps
35.9kbps
337 kbps
106.5 kbps
434 kbps
95.7 kbps
E3.8kbps
82.9kbps
47 8 kbps
45.0kbps
37.0kbps
35.5kbps
BE.2 kbps
22.5kbps
538 kbps
0 bps

27 B kbps
33.7 kbps
22 5kbps
120.9 kbps
47 8 kbps
BE.9kbps
B5.7 kbps
33.7 kbps
434 kbps
53,2 kbps
236 kbps
47 8 kbps
35.9kbps
24.7 kbps
483 kbps
BE.7 kbps
236 kbps
8.8 kbps
41,5 kbps
E1.7 kbps
BE.9 kbps
8.8 kbps
48 3 kbps
E7.5kbps
47 3kbps
12.3kbps
334 kbps

BT RN

FPFoE Scan
Tx Packet [p/s]
830

883
883
889
889
889
Bag
Bav?
Bes
Ba4
Ba4
Ba4
Ba4
Ba3
Ba2
681
881
874
874
ars
ars
a7s
a7s
875
ars
170
ar
avo
avo
8Es
8Es
857
857
864
864
864
8E3
8E3
8E3
8E3
81
857
a57
855
853
852
852
851
850
850
848
845
845
843
839

nn

Fix Pack v
-

Simple Queues | Int
e || =
#

Name

it e e B e B e e e B e e e e e e o B B e e e e e e B e e e e e o B B e e e e e e e B e B e e e e e e e e e e e e B e B e e e )

<pppne:

PR

P N N I NS N N I NI N T e R YC R N T I T e

E144 items (1 zele

<pppoe-...
<pppoe-...
<pppoe-...
<pppoe-...
<pppoe-...
<pppoe-...
& <pppoe-

& <pppoe-

& <pppoe-

& <pppoe-

& <pppoe-

& <pppoe-

& <pppoe-

& <pppoe-

& <pppoe-

& <pppoe-

£ <pppoe-

£ <pppoe-

£ <pppoe-

£ <pppoe-...
£ <pppoe-...
£ <pppoe-...
£ <pppoe-...
£ <pppoe-..
£ <pppoe-..
£ <pppoe-..
£ <pppoe-..
£ <pppoe-..
£ <pppoe-..
£ <pppoe-...
£ <pppoe-...
£ <pppoe-...
& <pppoe-...
& <pppoe-...
& <pppoe-...
& <pppoe-...
{pppoe-...
{pppoe-...
{pppoe-...
{pppoe-...
{pppoe-...
{pppoe-...
<pppoe-...
<pppoe-...
<pppoe-...
<pppoe-...
<pppoe-...
<pppoe-...
<pppoe-...
<pppoe-...
<pppoe-...
<pppoe-...
<pppoe-...
<pppoe-...

erface Queues

=]l g

Target

<pppoe-58.
<pppoe-54.
<pppoe-53.
<pppoe-57.
<pppoe-51
<pppoe-59.
<pppoe-5E.
<pppoe-52.
<pppoe-55.
<pppoe-57.
<pppoe-54.
<pppoe-B0.
<pppoe-B1

<nnnne-Fl

144 i

<pppoe-B0...
<pppoe-B0...
<pppoe-5l..
<pppoe-52...
<pppoe-5l..
<pppoe-59...
<pppoe-B2...
<pppoe-5E. .
<pppoe-59...
<pppoe-59...
<pppoe-5g..
<pppoe-53..
<pppoe-5d. .
<pppoe-B0...
<pppoe-5E. .
<pppoe-5g..
<pppoe-5g..
<pppoe-5d. .
<pppoe-B2...
<pppoe-5E. .
<pppoe-57...
<pppoe-B1..
<pppoe-5Z...
<pppoe-59...
<pppoe-59...
<pppoe-53...
<pppoe-89...
<pppoe-53.
<pppoe-5A...
<pppoe-a7...
<pppoe-54...
<pppoe-a7..
<pppoe-53..
<pppoe-B1...
<pppoe-B0...

Queve Tiee  Queue Types

00 Reset Counters

Upload pax Limit

<pppoe-54... 354
<pppoe-92..
<pppoe-92..
<pppoe-97..
<pppoe-91..
<pppoe-98..

35M
35M
35M
35M
35M
35M
35M
35M
35M
35M
35M
35M
35M
35M
35M
36M
36M
36M
35M
35M
35M
35M
35M
35M
35M
35
35
35
35M
35M
35M
35M
35M
35M
35M
35M
35M
35M
35M
35M
35M
35M
35M
35M
35M
35M
35M
35M
35M
35M
35M
35M
35M
FEM

00 Feset Al Counters

Download Max Limit| | Upload Avg. R...

36M
36M
35M
35M
35M
35M
35M
35M
35M
35M
35M
35M
358
358
358
36M
36M
36M
3EM
3EM
3EM
3EM
3EM
3EM
3EM
36M
36M
36M
36M
36M
36M
36M
36M
36M
36M
36M
36M
36M
jeieli]
jeieli]
jeieli]
jeieli]
jeieli]
jeieli]
jeieli]
jeieli]
jeieli]
jeieli]
36M
36M
36M
35M
35M
35M

e

45.9 kbps
51.6 kbps
E3.1 kbps
48.8 kbps
54.5 kbps
83.2 kbps
51.6 kbps
48.8 kbps
28.7 kbps
57.4 kbps
45.9 kbps
48.8 kbps
45.9 kbps
25.8 kbps
25.8 kbps
68.9 kbps
57.4 kbps
B0.3 kbps
545 kbps
45,9 kbps
45,9 kbps
545 kbps
34.4 kbps
459 kbps
459 kbps
631 kbps
43.0kbps
48.8 kbps
51.6 kbps
45,9 kbps
54.5 kbps
B0.3 kbps
34.4 kbps
31.5kbps
54.5 kbps
51.6 kbps
57.4 kbps
746 kbps
57.4 kbps
43.0kbps
48,8 kbps
B0.3 kbps
57.4 kbps
37.3 kbps
40.2 kbps
54.5 kbps
57.4 kbps
E8.9 kbps
E3.1 kbps
51.6 kbps
51.6 kbps
54.5 kbps
373 kbps
45.9 kbps
43.0 kbps

AN LL—.

Download Awvg...

10.9 Mbpsz
10.9 Mbps
10.9 Mbps
10.9 Mbps
10.9 Mbps
10.9 Mbps
10.9 Mbps
10.9 Mbps
10.9 Mbps
10.8 Mbps
10.8 Mbps
10.8 Mbps
10.8 Mbps
10.8 Mbps
10.8 Mbps
10.8 Mbps
10.8 Mbps
10.8 Mbps
10.8 Mbps
10.8 Mbps
10.8 Mbps
10.8 Mbps
10.8 Mbps
10.7 Mbps
10.7 Mbps
10.7 Mbps
10.7 Mbps
10.7 Mbps
10.7 Mbps
10.7 Mbpz
10.7 Mbpz
10.7 Mbpz
10.7 Mbpz
10.7 Mbpz
10.6 Mbpz
10.6 Mbpz
10.6 Mbpz
10.6 Mbpz
10.6 Mbpz
10.6 Mbps
10.6 Mbps
10.6 Mbps
10.6 Mbps
10.6 Mbps
10.6 Mbps
10.6 Mbpsz
10.5 Mbpsz
10.5 Mbpsz
10.5 Mbpsz
10.5 Mbps
10.5 Mbps
10.5 Mbps
10.5 Mbps
10.4 Mbps
10.4 Mbps

ET TN

Total M ¥

&

54?_.-; PL{34%

Tab] Completes the command/word., If the
a gecond [Tab] gives possible opti

Move up to base level
Move up one lewel
conmand Use command at the base level
adnin@PPFoEServer] >
adnin@PPFoEServer] >
admin@PPFPoEServer] > interfac [
rx-packets-per-second: 3 ? 5 3']8
rx-bits-per-second:
fp-rx-packets-per-second: ',:1 SGh 3
fp-rx-bits-per-second: Ll p

rx-drops-per-second:

-+

IX-errors-per-second: o]
tx-packets-per-second: &7 090
tx-bits-per-second: 1023.4...
fp-tx-packets-per-second: 245 873
fp-tx-bits-per-second: 2.9Ghps
tx-drops-per-second: 0
tx-queune-drops-per-second: 167 203
tx-errors-per-second: 0

- [0 quit|D dunp|C-z pause]

! B

CPU Load (%] ||
CDUD 97 1["/«;]53 Disk. (%] I
cpul e —
cpul a5 7 0
cpu3 93

\ |

CPU: | tatal = 5

Name CPU Usage
tatal 356

queuing 596
networking 231
ethernet 7.7
management 2.3
winbox 1.1
unclassified 0.8
pRp 0.7
firewall 0.2
profiling 0.1
console 0.0
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admin@100.64.55.223 (PPPoEServer) - WinBox w6432 on CCR1036-126-45 itile)

ssion Settings  Dashboard

[[ ] | sefeMode | Session 1006455223

A Duick Set

\ Interfaces
EE Bridge

=g PPP

18 Mesh

izl P

4 Routing

55 System

B Dueues

[ Files

| Log

A Radius

Xf Tonls

|| New Teminal
% Lco

"B Partition

| = Make Supout.rit
& Manual

@ New winBox

[ Eit

Interface |F'F'PUE Servers Secrets  Profiles  Active Connections  LZTP Secrets

EIE |E|E @ @ ‘ FPP Scanner H PPTP Server || S5TP Server || L2TP Server || OWPN Server || PPPoE Scan |

Fioutes | Mexthops

=] ] e
|Dst. Address B EE
rD;t_KadrEss

Rule

# | Gatevway

P_womeest| 32002 items out of 32013 2=

|Mame | Tvpe |Actual MTU |L2MTU |Tx « |Ra |T...| R,

DR  ¢#<pppoe-2963> PPPoE Server Binding 1619.8 kbps B.8kbps 1.
DR ¢&<pppoe-2402> PPPoE Server Binding 1480 1583.5 kbps B.9kbps 1...
DR ¢®<pppoe-2228>  PPPoE Server Binding 1480 16687 kbps 11.9kbps 1...
DR ¢®<pppoe-1967>  PPPoE Server Binding 1480 15622 kbps 114 kbps 1.
DR ¢bepppos-2324>  PPPoE Server Binding 1480 15497 kbps 5.9 kbps 1

DR 4b<pppos380>  PPPoE Server Binding 1480 15461 kbps 8.7 kbps 1

DR  @&<{pppoe-386> PPPoE Server Binding 1480 1544.6 kbps 4.0kbps 1.
DR @&#<pppoe-1670: PPPoE Server Binding 1480 1544.0 kbps B.8kbps 1...
DR  ¢&<pppoe-1548> PPPoE Server Binding 1480 1538.9 kbps 8.7 kbps 1.
DR ¢&<pppoe-1532> PPPoE Server Binding 1480 1538.5 kbps B.8kbps 1.
DR ¢®c<pppoe-1928:  PPPoE Server Binding 1480 15381 kbps Obps 1.
DR ébcpppoe-1262> PPPOE Server Binding 1430 1534.9kbps  11.4kbps 1...
DR ¢beppposB60>  PPPoE Server Binding 1480 1534.3kbps 44 kbps 1

DR 6b<pppos-280%  PPPoE Server Binding 1480 1532.7 kbps 0 bps 1

DR  @&<{pppoe-492> PPPoE Server Binding 1480 15326kbps 211 kbps 1...
DR ¢#<pppoe-2525: PPPoE Server Binding 1480 1531.8 kbps B.9kbps 1...
DR  ¢&<pppoe-1852> PPPoE Server Binding 1480 1529.2 kbps 8.7 kbps 1.
DR ¢®<pppoe-843>  PPPoE Server Binding 1480 16246 kbps 117 kbps 1...
DR ¢®<pppoe-7EST>  PPPoE Server Binding 1480 1521.4kbps  7.9kbps 1.
DR 4beppposB172>  PPPoE Server Binding 1480 15208 kbps 4.7 kbps 1

DR ¢b<pppoe-1844>  PPPoE Server Binding 1480 1517.7kbps 5.7 kbps 1

DR @®#<pppoe-2811: PPPoE Server Binding 1480 1515.6kbps  18.0kbps 1...
DR @®<{pppoe-2280: PPPoE Server Binding 1480 1513.8 kbps Obps 1.
DR ¢&<pppoe-2335: PPPoE Server Binding 1480 1511.3 kbps E.Okbps 1...
DR  ¢&<pppoe-266> PPPoE Server Binding 1480 1609.5kbps 11.Bkbps 1.
DR ¢®<pppoe-2430:  PPPoE Server Binding 1480 1508.7 kbps Obps 1.
DR ébcpppoe-1392>  PPPOE Server Binding 1430 1507.8kbps  11.5kbps 1...
DR 6b<pppoe2111>  PPPoE Server Binding 1480 1507.6kbps 5.9 kbps 1

DR eb<pppoe-1508>  PPPoE Server Binding 1480 1507.6kbps 5.7 kbps 1

DR @®#<pppoe-1613» PPPoE Server Binding 1480 1507.8 kbps 5.7 kbps 1...
DR ¢&#<pppoe-1214>  PPPoE Server Binding 1480 16037 kbps  11.Ekbps 1.
DR  ¢&<pppoe-1570> PPPoE Server Binding 1480 15021 kbps 8.7 kbps 1.
DR ¢t<pppoe-850>  PPPoE Server Binding 1480 15021 kbps Obps 1.
DR 4t<pppoe-2370:  PPPoE Server Binding 1480 1501.9 kbps Obps 1.
DR 4beppposB02>  PPPoE Server Binding 1480 1499.9kbps B4 kbps 1

DR 4b<pppos5938>  PPPoE Server Binding 1480 1496.6kbps 97 kbps 1

DR @&#<pppoe-1525: PPPoE Server Binding 1480 1496.3kbps 11.5kbps 1...
DR &#<pppoe-1452: _PREGSE Server Bindina 1480 . 148B.3kbps BV kbps 1.
DR  4&<pppoe-1715 3 kbps Obps 1.
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ISP network Planning, Design And Installation

Carrier-Grade NAT (CGNAT) or NAT444
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Carrier Network
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HFE 1918 l

ll:l 0.0.0/8 .
"172.16.0. 0/l2  PPPoE Concentrator
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192.168.0.0/16
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ISP network Planning, Design And Installation

Carrier-Grade NAT (CGNAT) or NAT444

[admin@rackl_bils_45a8] fip flrewall nat» print
Flags: X - disabled, I - inwalid, D - dynamic

chain=srcnat action=jump jump-target=xxx src-address=188.64.1.1-188.84.1.6 log=no log-prefix=
chain=:xt actlon=jump Jump-target=xxx-98 src-address=188.64.1.1-188.64.1.2 log=no log-prefix=
chain=xx actlon=jump Jjump-target=xxx-1 src-address=188.64.1.3-188.

chaln=xx actlon=jump Jump-target=xxx-2 src-address=188.564.1.5-188,

=]

1

2

E]

4 chaln=xxx-8
g chailn=xxx-8
& chailn=xxx-o
7 chaln=xxx-8
8 chaln=xxx-1
9 chain=xxx-1
18 chaln=x-1
11 chaln=xxx-1
12 chaln=xxx-2
13 chain=xxx-2
14 chaln=xxx-2
15 chaln=xxx-2
()

Sekii@gtiln

action=src-nat to-addresses=2.2.2.2 to-ports=2086-2699

action=src-nat

action=src-nat

action=src-nat

action=src-nat

action=src-nat

action=src-nat

action=src-nat

action=src-nat

action=src-nat

action=src-nat

action=src-nat

% —
NIKro's sk

to-addresses=2.

to-addresses=2.

to-addresses=2.

to-addresses=2.

to-addresses=2.

to-addresses=2.

to-addresses=2.

to-addresses=2.

to-addresses=2.

to-addresses=2.

to-addresses=2.

2,

2.

2

to-ports=26868-25899
to-ports=2168-2199
to-ports=2168-2199
to-ports=22868-2299
to-ports=22688-2299
to-ports=23688-2399
to-ports=2386-2299
to-ports=24865-2499
to-ports=2468-2499
to-ports=2508-2599

to-ports=2586-2599

64.1.4 log=no log-prefix=

64.1.6 log=no log-prefix=

protocol=tcp
protocol=udp
protocol=tcp
protocol=udp
protocol=tcp
protocol=udp
protocol=tcp
protocol=udp
protocol=tcp
protocol=udp
protocol=tcp

protocol=udp

src-address=188,

src-address=188,

src-address=188,

src-address=189,

src-address=189,

src-address=188.

src-address=1808.

src-address=189,

srC-address=180,

src-address=188,

src-address=189,

src-address=188,

&4 .

e4.

64 .

4.

&4 .

64 .

64 .

e4.

&4 .

64 .

4.

&4 .

log=no
log=no
log=no
log=no
log=no
log=no
log=no
log=no
log=no
log=no
log=no

log=no

log-pretftix=

log-prefix=

log-prefix=

log-prefix=

log-pretfix=

log-prefix=

log-prefix=

log-prefix=

log-prefix=

log-prefix=

log-prefix=

log-pretftix=
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ISP network Planning, Design And Installation

Carrier-Grade NAT (CGNAT) or NAT444

Firewvaall

Filter Hules MAT kA angle B awve Service Porks Cornnections OSddress Lists Lavery Frotocols

== === o Feszst Counters o0 Reset Al Counters
H Lctior ... |Src.aAad .. (Des | Proto... | Src. Port [r=t. Port Il Out. Ink._. | Byt | Packet=

I cgnat

= N~ =rc-... 1... 100.B4.... 1 [ic... intermet oe O
I ocgnalk

=2 N =re-... 1.0 100.E4. . E [tep] internst =2 137
I cgnak

= N =rc-... 1., 100.64. .. 17 (... interret 23 274
2 cgnalk

2. " =re-... 1., 100564, 1 [i=... internet [N =] ]
2 ocgrnak

= I =r=-.. ... 10054, . 5 [b=p] ink=rmet 23 .. 218
I cgnalk

= =17 =re- 1. 10064, .. T1F (... intermnet 15... 117
I egrniat

=2 N =re-.. 1.0 100.E4. . 1 (i .. internst oe O
I cgnak

=2 N =r=-... 1., 100.B4.... E [t=p] intermet 12, 2 ooz
2 cgnalk

= N =rz-... 1., 10064 . 17 (.. internet 29, = 244
2 cgrnak

=T N =re-... ... 100.64.. .. 1 [ic... interret (= O
2 cgnalk

= =17 =re- 1. 10064, .. & [bcp] intermnet == 433
o ocgnat

=7 7 =re- . 1.0 10054 . 17 [ .. inkermet 10... 237
I cgnat

= N =rc-... 1... 100.B4.... 1 [ic... intermet oe O
I ocgnalk

=2 N =re-.. 1.0 100.E4. . E [tep] internst L pe 573
I cgnak

= N =rc-... 1., 100.64. .. 17 (... interret 45. .. 573
2 cgnalk

= " =rz-... 1., 10064 . 1 [icz... internet (= ]
2 ocgrnak

= =l =rz-... ... 10054, . 5 [tepl ink=rmet 24 . 23
I cgnalk

31836 items=
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ISP network Planning,

Carrier-Grade NAT (CGNAT) or NAT444

Design And Installation

—

A5 Ouick Set

3 CAPsMAN
| Interfaces

Filter Rules  MAT |Mangle Raw Service Portz  Connections | Address Lists | Laper? Protocols

EE‘ |l:ll:l Reset Counters ||l]l] Reset &ll Counters |

cPUj3z |

_ [Fing | [al
St Wilelkss # | |Action £ |E |Src. Ad.. |Ds...|F'r0to... |Src. Part |Dst. Part |I|Dut. Int...|Byt...|F’ackets |
5 Bridge o2 cgnat
8. rasrce.. 1. 10064 1 fic... internet  OF 0
Ea IAAF sicghnat
912 Mash 4. < ere-.. 1., 100.64.... G [tep) internet 8. 137
s |p I J;cgnat
= a. e, 1. 10064 17 [u... internet 33, 274
<" MPLS i o> cghat
% Routing |8 4t||" ste-.. 1. 100.64... 1 fie.. internet OB i
e QNS
2 System 1l Parce.. 1. 10064 G tcp) internet  23... 218
! Queues sicghat
: 5. A sree.. 1. 100.64.... 17 [u... internet  15... 17
[ Files o2 eghat
|| Log 4. < ere-.. 1., 100.64.... 1 [ic... internet 0B i}
A Radius
}Eo Tools r Interface  Interface List  Ethemet | EolP Turnel |P Tunrnel GRE Tunnel “WLAM “RRP Bonding LTE
|| Mew Terminal . -
L @ Power Cycle Fing
= [Mame [ Type [MTU  |Actusl MTU [L2MTU [T [Rx |TxPacket [p/s]  |Rx Packetlpss)  [FP Tx [FP A= |FP Tx Packet [p/s) |FP Fix Packet (p/s) |PoE Out | PaE Wal...|P
"' Partition 4 etherl Ethernet 1500 1500 1800 0 bps 0 bps 0 a Obps 0bps a a
| Make Supout if R :é?ggf?-sfpplus‘l Ethernet 1500 1500 1580 165.3 Mbps 1414.9 Mbps 82677 1405993 165.3 Mbps 1414.9 Mbps B2 E77 1405993
€ Manual B esipoippls?  Ethemet 1500 1500 1580 £69.0 Mbps 44.0 Mbps BE 412 28 841 6539.0 Mbps 44.0 Mbps 65 412 26 841
© MNew WinBox 52 1036-2
. R s sfpsipplus3 Ethernet 1500 1500 1580 743.3 Mbps 57.3Mbps 75 358 45221 743.3 Mbps 57.3Mbps 75358 45221
!- Exit 5 4i# sfp-sfpplusd Ethernet 15800 1500 1580 0 bps 0 bps 1] 1] Obps 0bps 1] 1]
S 448 sfp-sfpplush Ethernet 15800 15800 1580 0 bpz Obps 1] 1] Obps 0bps 1] 1]
o Servers Switch
RS i sfp-sfpplusk Ethernet 1500 1500 1580 3.6 Mbps £4.1 Mbps 28N 11921 36 Mbps £4.1 Mbps 287 11921
22 TT-3011 burdaydi- 10361 sfplde
4i# sfp-sfpplus? Ethernet 15800 1500 1580 0 bps 0 bps 1] 1] Obps 0bps 1] 1]
S 4% sfp-sfpplusg Ethernet 15800 15800 1580 0 bpz Obps 1] 1] Obps 0bps 1] 1]
¢ [
Jitems out of 17
©  MikroTikc
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Type and tricks

* network MTUi MRU planning and package to prevent fragmentation

* Overall Performance Using Fast Path and Fast Track Increased Average 4X

* Large gain in delay times and packet losses

* Internet Traffic Only on Routers

* User peer Gigabit rate!

* FULL MTU Support and Overcoming MTU-related problems

* Change MSS is using on PPPoE Server! We may no longer need Change MSS.

‘\ % Y
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Fast Path

Guarantee Interface Fast Path

Warranty fast path for Interface Queue Queue Type ="Only-hardware-queue” .

Lueue List

simple Queues

hd

Interface Quesues

Queus Tree

Queue Types

-} , =]
|Interface < | Queus Type Active Queus Type | Default Queue Type sl
| <=zztp-htrkn:  no-quele HO-OUELIE Ho-qUELIE I

Tezt-LZTFP  no-quels HO-OUELIE HO-qUELIE ||
brl ho-queLE Fo-queLe ho-queLe I
| ether? only-hardware-queue  only-hardware-queue  only-hardwars-queue I
Cetherd anly-hardware-queue  only-hardware-queue  onl-hardware-quewe
| affrard anly-hardware-queus  onlp-hardware-quewse only-hardware-quele ||
i affrard only-hardware-queus  onlp-hardware-quewse only-hardware-quele i|
| affrard onlp-hardware-queus  onlp-hardware-quewse only-hardware-quele ||
internetd Ho-qUELIE HO-OUELIE HO-qUELIE I
falll Hno-OUELIE HO-OUELIE HO-qUELIE ||
gekuritinn Ho-qUELIE HO-OUELIE Ho-qUELIE I
| sanT anly-hardware-queus onlp-hardware-queue wirelezs-default !l
12 itemsz [1 zelected) |

©  MikroTik
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Question & answer

Resources;

FastPath Overview (MuM Europe, 2016)
https://mum.mikrotik.com/presentations/EU16/presentation_2901_1456413105.pdf

FastPath Overview (MuM Ukranie, 2015)
https://mum.mikrotik.com/presentations/UA15/presentation_3077_1449654925.pdf

Linux Forwarding Stack Fastpath
https://netdevconf.org/1.2/slides/oct7/03_Linux_Forwarding_Stack_Fastpath.pdf

Open FastPath

https://openfastpath.org/wp-content/uploads/2018/01/OpenFastPath_Overview.pdf

MikroTik Wiki Fast Path

https://wiki.mikrotik.com/wiki/Manual:Fast_Path

MikroTik wiki Fast Track

https://wiki.mikrotik.com/wiki/Manual:|IP/Fasttrack

MikroTik Newsletter #65

https://download2.mikrotik.com/news/news_65.pdf

Most underused MikroTik hardwareand software featuresOR“The path between fastpath andadvanced features”
https://mum.mikrotik.com/presentations/MX18/presentation_5286_1524556369.pdf

Janis-Megis New Product !

http://www.mikrotik.co.id/download/MOS-ID-2015/Introduction_Janis-Megis.pdf

Wiki MikroTik Scripting

https://wiki.mikrotik.com/wiki/Manual:Scripting

Interframe spacing

https://en.wikipedia.org/wiki/Interpacket_gap
https://www.embedded.com/design/operating-systems/4403058/Accelerating-network-packet-processing-in-Linux
https://www.embedded.com/design/programming-languages-and-tools/4425631/Using-fastpath-software-to-boost-performance-of-Linux-based-home-network-routers
http://netsecinfo.blogspot.com/2010/03/linux-based-fast-path-why-is-this.html
https://slideplayer.com/slide/9469203/

support@mikrotik.com
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https://mum.mikrotik.com/presentations/EU16/presentation_2901_1456413105.pdf
https://netdevconf.org/1.2/slides/oct7/03_Linux_Forwarding_Stack_Fastpath.pdf
https://openfastpath.org/wp-content/uploads/2018/01/OpenFastPath_Overview.pdf
https://wiki.mikrotik.com/wiki/Manual:Fast_Path
https://wiki.mikrotik.com/wiki/Manual:IP/Fasttrack
https://download2.mikrotik.com/news/news_65.pdf
http://www.mikrotik.co.id/download/MOS-ID-2015/Introduction_Janis-Megis.pdf
https://en.wikipedia.org/wiki/Interpacket_gap
https://www.embedded.com/design/operating-systems/4403058/Accelerating-network-packet-processing-in-Linux
https://www.embedded.com/design/programming-languages-and-tools/4425631/Using-fastpath-software-to-boost-performance-of-Linux-based-home-network-routers
http://netsecinfo.blogspot.com/2010/03/linux-based-fast-path-why-is-this.html
https://slideplayer.com/slide/9469203/
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