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Alta Disponibilidad con
VRRP y Sincronizacion de
configuracion
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MKE Solutions

"' — '
" mmm |3 de Noviembre de 201/

g Montevideo - Uruguay
solulions

(OO




N

7/
%?

N

NS

4

*

E
o E

&
E
C

Presentacion Personal

> Nombre: Maximiliano Dobladez

CEO MKE Solutions

+ Consultor y Entrenador MikroTik RouterOS$S

xperiencia con MikroTik RouterOS$ desde |999
ntrenador desde 2006
- Info@mkesolutions.net

- mdobladez

- @mdobladez
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MUM MKE Solutions

<% Consultora en Telecomunicaciones

< Establecida en 2008

* Certificada en ISO 9001:2015 MKE
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MUM Soporte IT

% Diseno, desarrollo e implementacion de soluciones.
“ Incidencias puntuales.
% Soporte mensual (OutSourcing).

% Revision y Optimizacion % Asesoramiento

< Actualizacion < Soporte Priorrtario

“ Mantenimiento preventivo % Guardia 24x/

“ Monitoreo “ Implementaciones Adicionales
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e Overview

€ Graprs

Last Time Modify Event:
Last Backup Export:

Last Backup Binary:

® MikroTik - CCR1036-12G-4S B v6.36.3 (stable)
Device Name:
Category / Group: @ woe

IP Address: 1.1.2.128

Host Alive: m

Last Seen Alive: 33 seconds

Uptime: 00:29:36 (1776 secs)

Uptime (Reboot) 7 ( Last Reset: September 20
Counter: )

© Cron Detalls

Last Probe: 47 seconds

Last Job Status: | Warning |

Log Probe:

Last Checked: 33 seconds

25 minutes ago
08 de Noviembre de 2017
08 de Noviembre de 2017

i Hardware Detalls
3 System License

{) Connection Tracking

# RouterBOARD
Architecture-name:
Current-firmware:

Factory-firmware:

Firmware-type:

DJN2-SXLD / Level 6

Actual: 1482 / Max: 524288

tile

327

tilegx

Intirinces U Fuwwall Q Logs 21 Files 2 Hslory
( System Resources |= Device's Events - Showing last 5 events
= Memory Used (2.29%): (= Type Date Category Description
FAME/150 00 O INnFO 8 hours ago Interface Change for Interface ether2 Value (ink- *
& Disk Used (13.87%): (| downs)
142.1 B G2
& Monday at Ping Device is DOWN since 6 minutes ago .
8 CPU Load (0%): [ WARNNG  11:20am
36 core / 12000
F] November 4 Ping Device is DOWN since 5 minutes ago .

cpell: % cpul: % cpe: % cpud: 3% cpud: % WAINNG

cpub: % cputs: % cpul: % cpus: % cpul): %

cpull: % cpull: % cpul2: % opuld: % cpuld: % & Ono November 4 Interface Change for Intecface eltherd Value (ink- *

cpulh: % cpulé: % cpul’: % cpuls: % cpul®: % daowns,)

cpu0: % cpu1: % cpu22: % cpul: % cpu2d: %

25 % o2t % cou2?- % o2 % cou2: % & Novernber 4 Ping Device is DOWN since 5 minutes ago .

WARNNG
cpud0: % cpud: % cpud2: % cpudd: % cpudd: %
L L ¥ Monitor: Uptime Activity
Start Duration
& Interfaces Static
I 2017-11-08 11:53:25 28 minutes
other: pptp-out: vian:
1 2 I 2017-11-08 11:52:26 3 minutes

SRaR

2 14 16

Ethernet Ethermnet

No L Tols
+ BGP
« BGP Poers (8)
Poer " Adcle n AS Ued n d Usd Sort
o-netrotel IR U 21
D e 21
[(ossetrore . TS 19

\“
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1 hours 9 minutes
SAMSUNG 4 minutes
LN Rl N REE

@ e B Sk & : 1 days 1 hours 54 minutes

— near a minute
Change for Interface ether) Value
(Wr-Gowns) 8 minutes
Ty vt INFO ‘
Vorable 1Lk -downsy ‘1 minutes

Categoxy. imterface
Valuos Refore: 11 - Actual 13

SEFEEEE

\" days 9 hows 19 minutes

Dévicn Al - Cans Cortal
# Address 1,135/ Paturera
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Made for
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Device Obesder Revadove
P Addross: 1.1.2232 / Rlermat

Values Before 115511 - Aok
00:05:29



mum Agenda

Desarrollo de la presentacion:

Conceptos Iniciales:

“* VRRP: qué es!, como funcional! como se configura!

% Sincronizacion: como replicar la configuracion del

Master al Backup

“ Recursos y bibliografia
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MUM VRRP

VRRP -Virtual Router Redundancy Protocol

*VRRPv2: RFC 3768 | VRRPv3: RFC 5798

*ES un protocolo de redundancia de routers.
*NO ES un protocolo de enrutamiento dinamico.

*NO ES un protocolo de balanceo de carga.
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mum VRRP =

Como trabaja ?

*Dos o mas routers forman parte de un Cluster o Virtual Router (VR),
compartiendo el mismo ID (VRID).

*En cada uno de ellos se levanta una interfaz virtual (vrrp) sobre la

interfaz a redundar.

L a prioridad asignada a la interfaz vrrp determinard el rol de cada
router (master o backup).

» lodas las interfaces vrrp dentro del mismo VRID comparten la misma
MAC-ADDRESS virtual.

 [odos compartiran la misma direccion IP Virtual.
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Configuracion basica - parte 1

192.168{1.253/24

192.168}1.254/24

MUM a

¥ IP: 192.168.1.100/24

,Ej/

GW: 192.168.1.1

Address <192.168.1.254/24> [=] E3
Address: | 192.168.1.254/24 | oK
Network: 1921 8810 - Cancel
Interface: |ebe? ¥ | Apply

Address <192.168.1.253/24> [=] E3
Address: |192.168.1.253/24 | oK

—» Network: 19216810 | Cancel

Interface: efhw? I3 Apply

() Obtener una direccidn IP automaticamente

(%) Usar la siguiente direccidn IP:

Direccion IP: 132 168 1” 100
Mascara de subred: 255 255 255 . O
Puerta de enlace predeterminada: i192.168 1 'I
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Configuracion basica - parte 2

Interface <vmipl>

Address <192.168.1.1>

Addess: 19216811 |
Network: 19216811 &
— " Inteface: wp? ¥

General YRRP | Scripts  Traffic

OK

Cancel

Apply

Interface: e.‘her? ;
VRID: 1 ]
Priority: 110

General YRRP §Scripts Traffic
Inteface:  ether? E2
VRID: 1
Priority: r1IJIJ
Intervak 100
VR: 192.168.1.1/32 fihindd

Bl Interface <yrpl> Of x

oK

Cancel

Apply

Disable

Cancel

Apply

Disable

\
MKE



VRRP Master

Interface List

Interface | Interface List Ethernet [B:0ls -l Aes

ev(=| |||k (& | k(= [« %] |E] | T
MName Type Address /| Network Interface
R ¢detherl Ethernet [D_ T°192.168.10.31f24  192.168.10.0  ethert
R 4ivether2 Ethernet o 192.168.168.1 192.168.168.1  wvrrpl
RM &Pvrrpl YRRP l‘3:’192.168.168.111'24 192.168.168.0  ether2

VRRP Backup

Address List
Interface |1nterface List Ethernet EolIP Tuﬁ =] ||| [&] | Find
$-| = ||| [a] | T Address 7 |Network Interface |¥
D T192.168.10.32/24 192,168,100 ethert
N?me ! |Type & 192.168.168.1 192,168.168.1  vrrol |
R ¢detherl Ethernet f192.168.168.10/24  192.168.168.0  ether? L
R 4iether? Ethernet 1
B &Pvrrpl YRRP




mum VRRP =

A Saber, consideraciones:

»Jodo el control se hace a traves de paguetes multicast, tanto en [Pv4
como en [Pvé.

£l router con mayor prioridad es asignado como master, el resto seran
backup hasta que éste falle.

 [odos los routers pertenecientes al mismo VR deben tener el mismo
intervalo de publicacion.

| a direccion IP virtual debe tener mascara /32.

» [anto la IP virtual como la real, deben pertenecer al mismo segmento
de red.
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SINCronizacion
de configuraciones

\
MKE




MUM Sincronizacion £

Sincronizacion de Configuracion

*Nos apoyaremos de un script (cron), que ejecutaremos cada clerto
intervalo para replicar la configuracion deseada en el router backup

Este cron copiara 3 script del master al backup:
o clean.queue: Limpia las reglas a importar
e queue.rsc: Contiene las queues a Importar

e final.queue: Script de finalizacion (opcional)

*Veamos escenario de sincronizar las simple queues

https://github.com/elmaxid/vrrp_with_sync_mikrotik
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MUM Sincronizacion

Script: clean.queue

:log warning "--—-————————————-% INICIANDO IMPORTACION —===========—=—————————- i
:1log 1nfo "Limplando queues";

/queue simple remove [find];

:delay 3s;

:1log 1nfo "Listo!";

:1log warning "Esperando archivo de importacion final >>>>>";

Script: final.queue

:1log info "Listo!";
:log warning "---—-———————————-— IMPORTACION FINALIZADA ————— e ",

~
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Sincronizacion
Script en Master: cron

:log info "INICIO DE BACKUP";

:log 1nfo "Guardando queues";

/queue simple export file="queue";
:delay 5s;
:log info "Listo.!";

:1log info "Limpiando reglas Router Slave";

/tool fetch address=192.168.168.10 user=ftp password=£ftpl23 \
src-path=clean.queue mode=ftp upload=yes dst-path=clean.auto.rsc ;

:delay 5s;

:1log info "Listo.!";

:1log info "Actualizando Router Slave";

/tool fetch address=192.168.168.10 user=ftp password=ftpl23 \
src-path=queue.rsc mode=ftp upload=yes dst-path=queue.auto.rsc ;

:delay 5s;

/tool fetch address=192.168.168.10 user=ftp password=£ftpl23 \
src-path=final.queue mode=ftp upload=yes dst-path=final.auto.rsc ;

:log 1nfo "Actualizado!";
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Sincronizacion

Queues en VRRP Master y Backup

Simple Queues | Interface Queues ‘ Queue Tree Queue Types

e | = | ||| 2] E Y | Reset Counters || 00 Reset All Counters

# Mame Target Upload Max Limit  |Download Max Limit  Packet Marks
....... 0 BServerMaiserver 192168502 SM __gm
1 i Webserver 192.168.50.5 5M oM
2 i Asterisk 192,168.50.7 5SM oM

Queue List

Simple Queues | Interface Queues ‘ Queue Tree Queue Types

=] ||| %] || | T| | &= Reset Counters || 00 Reset All Counters

# MName Target Upload Max Limit | Download Max Limit |Packet Marks Total Max Limit (b..
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Sincronizacion

Script en Master: log en Master

Log

Freeze

Nov/03/2017 21:44:24
Novf03/2017 21:44:26
Nov/03/2017 21:44:29

Mov/03/2017 21:44:36
Mov/03/2017 21:44:36
Mow/03/2017 21:44:41
Mow/03/2017 21:44:41
Mov/03/2017 21:44:50
Mow/03/2017 21:44:50
Mow/03/2017 21:44:57

memory
Memory
Memory

Memory
Memory
Memory
Memory
Memory
Memory
Memory

system, info
system, info
sysktem, info, account

script, info
script, info
script, info
script, info
script, info
script, info
script, info

log action changed by admin
undo: log action changed by admin
user admin logged out via local
user admin logged out via local
INICIO DE BACKUP
Guardando queues

Listo.!

Limpiando reglas Router Slave
Listo,!

Actualizando Router Slave
Actualizado!
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Sincronizacion

Script en Backup: log en backup

Freeze

MNov/03/2017 20:26:45
MNov/03/2017 20:26:45
MNovj03/2017 20:26:46
MNov/03/2017 20:28:58
Novf03/2017 20:29:04
MNovf03/2017 21:29:36
MNov/03/2017 21:40:26
MNov/03/2017 21:40:53
MNovj03/2017 21:41:41
MNov/03/2017 21:41:41
MNov/03/2017 21:41:41
MNov/03/2017 21:42:26
MNov/03/2017 21:42:26
MNovj03/2017 21:42:26
MNovj03/2017 21:42:29
MNov/03/2017 21:42:29
MNov/03/2017 21:42:29
MNovj03/2017 21:42:34
MNov/03/2017 21:42:34
MNov/03/2017 21:42:34
MNovj03/2017 21:42:34
MNov/03/2017 21:42:35
MNovj03/2017 21:42:40
MNov/03/2017 21:42:40
MNov/03/2017 21:42:40
MNov/03/2017 21:42:41
MNov/03/2017 21:42:40
MNovj03/2017 21:42:40

nun Nov/03j2017 21:42:41

Memory
Memory
Memory
Memory
mMemory
mMemory
MEemory
Memory
mMemory
MEemory
mMemory
mMemory
Memory
Memory
Memory
MEemory
mMemory
memory
Memory
memory
mMemory
MEemory
memory
Memory
MEemory
mMemory
mMemory
MEemory
memory

script, info

scripk, warning
system, info, account
vrrp, info

vrrp, info

system, info, account
system, info, account
system, info, account
system, info

system, info

system, info

system, info, account
script, warning
script, info

script, info

script, warning
system, info, account
system, info, account
system, info

system, info

system, info

system, info, account
system, info, account
script, info

script, warning
system, info, account
script, info

script, warning
system, info, account

---------------- IMPORTACION FINALIZADA =====seeeemmmmnneennnnn
user ftp logged out From 192.168.168.11 via ftp

vrrpl now MASTER, master down timer

vrrpl now BACKUP, got higher priority 110 from 192.168.168.11
user admin logged out from 14:10:9F:DS:76:05 via winbox
user admin logged in via local

user admin logged in from 14:10:9F:DS:7B:05 via winbox
simple queue removed by admin

simple queue removed by admin

simple queue removed by admin

user ftp logged in from 192.168.168.11 via ftp

---------------- INICIANDO IMPORTACION ====ssssssemmmaaaaaaaas
Limpiando queues

Listo!

Esperando archivo de importacion final >>>>>

user ftp logged out From 192.168.168.11 via ftp

user ftp logged in from 192.168.168.11 via ftp

simple queue added by ftp

simple queue added by ftp

simple queue added by ftp

user ftp logged out from 192.168,168.11 via ftp

user ftp logged in from 192.168,168.11 via ftp

Listo!

---------------- IMPORTACION FINALIZADA ------mmmmmmmmccceeen
user ftp logged out from 192,168.168.11 via ftp

Listo!

---------------- IMPORTACION FINALIZADA -----mmmmmmmmmcaeeen
user ftp logged out from 192,168.168.11 via ftp
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Queues en Master y Backup

Simple Queues | Interface Queues - Queue Tree ‘ Queue Types

(= ||| || | | | = Reset Counters || 00 Reset All Counters

3 MName Target Upload Max Limit | Download Max Limit |Packet Marks To
0 BServer. 192,168, M L S
1 & Webser,., 192,168.... SM S
P & Asterisk  192,1638.... 5M oM

Queue List

Simple Queues | Interface Queues | Queue Tree | Queue Types |

e | = | | 22| Y| | = Reset Counters || 00 Reset All Counters

R MName Target Upload Max Limit  |Download Max Limit |Packet Ma
0 8Server Mailserver  192,168.50.2 SsmM 1L R S
1 5 Webserver 192.168.50.5 SM oM

2 i Asterisk 192,165.50.7 5M aM




Referencias

Sitios y bibliografia:

VRRP: https://wiki.mikrotik.com/wiki/Manual:Interface/VRRP

- Scripts: https://github.com/elmaxid/vrrp_with_sync_mikrotik

Presentaciones MUMs:

* Redundancia de Routers con VRRP
* Mario Clep - MUM Lima, Perd 2012

e https://mum.mikrotik.com/presentations/PE | 2/marioclep.pdf
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mum MikroTik User Meeting

;Preguntas!?

MUCHAS GRACIAS!

Maximiliano Dobladez
MKE Solutions

info@mkesolutions.net - http://www.mkesolutions.net

http://maxid.com.ar

http://twittercom/mdobladez

—
@0 MKE




