About Me

¢ Steve Discher, from College Station, Texas, USA

® Class of ‘87 Texas A&M University, home of Heisman
winner Johnny Football

®MikroTik Certified Trainer and teach RouterOS classes,
LearnMikroTlk.com and MyWISPTraining.com

® Operate a wireless distribution company,
ISPSupplies.com
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Common Mistakes
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RouterOS - Common
Mistakes and Simple
Solutions
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RouterOS
Configuration Tool
Update And First

Release
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Common Errors

|. New router, fresh out of the box, can’t connect to
the router on etherl.

2. Changes made with MAC Winbox are lost,
constant disconnects.

3. Accidenta
4. Accidenta

5. Not disab
interface.

ly creating an open DNS server.
ly creating an open web proxy.

ing default forwarding on wireless

6. Leaving “wireless protocol” set to “any” or
“unsupported” on an AP,
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© Can’t Connect on
Etherl

PROBLEM: New router, POE input is
typically on etherl| connect a laptop and
you can’t connect through MAC Winbox or

through the default IP address.
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© Can’t Connect on
Etherl

SOLUTION: Since the default firewall
blocks access to ether| and disables
discovery by Winbox, use a different port
to connect, ether?2, ether3 etc.
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© Can’t Connect on
Etherl

Default Firewall Rules

/ip
add
add
add
add

add

add
add

firewall filter

chain=input comment="default configuration" protocol=icmp

chain=input comment="default configuration" connection-state=established
chain=input comment="default configuration" connection-state=related
action=drop chain=input comment="default configuration" in-interface=\
etherl-gateway

chain=forward comment="default configuration" connection-state=\
established

chain=forward comment="default configuration" connection-state=related
action=drop chain=forward comment="default configuration" \
connection-state=invalid
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© Can’t Connect on
Etherl

Default - IP Neighbors Disabled on ether|

[admin@MikroTik] /ip neighbor discovery> pr
Flags: X - disabled
#  NAME
X etherl-gateway
ether2-master-local
ether3-slave-local
etherd4d-slave-local
ether5-slave-local
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© Can’t Connect on
Etherl

Learn more about the default configurations for each
model at http://wiki.mikrotik.com/wiki/
Manual:Default Configurations

|
: \S — [ [
@S PSupplies Learn VIIKIrOT 1K com %ﬁ.ﬂgk/gé’é’fﬁéaotin



® Changes made with
MAC Winbox are lost,
constant disconnects

PROBLEM: Connect with MAC Winbox, make change to
configuration and you get disconnected or changes don’t
seem to save.
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® Changes made with
MAC Winbox are lost,
constant disconnects

SOLUTION: Only use MAC Winbox to get an IP
configured on the device, then connect via the [P
address for all extended configurations.

Disconnects?! Check your PC’s MTU size.
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@Accidentally Create an
Open DNS Server

e 00 Fwd: Open DNS advisory for AT&T Managed Internet Services Site-ID 12.251.148.94 (issue 5643) — Inbox
(B8] & [ <« | > ]
Delete Reply Reply All Forward

S [ ¥

Print Flag

&
= atat

Important computer safety notice from AT&T
Internet Services Security Center - Open DNS
Resolver Detected

AT&T has determined that a device using your Internet connection is configured to run an
open Domain Name System (DNS) resolver. A DNS resolver was observed answering public
queries at Feb 28, 2014 at 8:02 AM EST at the IP address 12.218.152.56. Our records indicate that
this IP address was assigned to you at this time.

Open DNS resolvers can be used for network attacks, presenting additional load on your
Internet access and resulting in unreliable service.

An open DNS resolver allows users on the Internet to perform DNS requests on your server. This is
considered an insecure configuration and in the majority of cases, Internet subscribers should not
operate an open DNS resolver. The open DNS resolver may be present due to a default operating
system installation or system configuration issue. In some cases, network devices such as home
wireless routers have flaws that expose DNS service to the Internet.

To address this problem we ask that you take the following actions. If your computer(s) are
managed by an Information Technology (IT) group at your place of work, please pass this
information on to them.

1. If you use a wireless network, ensure that your wireless router is password-protected
and using WPA or WPA2 encryption (use WEP only if WPA is not available). In addition,
ensure that the router is not configured to provide open DNS services (consult the
manual for your specific hardware). Check the connections to the router and ensure that you
recognize all connected devices.

. If your environment requires you to run an open DNS resolver, please limit access via an
ACL, rate limiting, or another method to minimize abuse of your server. Visit
http://w team-cymru.org/Services/Resolvers/instructions.html for additional technical
information on preventing abuse.

N

Thank you for your prompt attention to this matter. We welcome your feedback and questions on
this matter. Please contact us at ab t t with any questions you may have.

Regards,

AT&T Internet Services Security Center
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©  Caching DNS in
RouterOS

e OO

Ay Quick Set
\# Interfaces
1 Wireless
gi Bridge
=3 PPP

=52 Switch

“1a Mesh

ssl IP
7 MPLS

ﬁ Routing
‘o7 System

Q Queues
[ Files

}é Tools

Mew Terminal
= MetaROUTER

¥ Partition

v | v W | =

{2 Ji

[\

|
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(X adminq

| - WinBox v6.11 on RB1100AHx2 (powerpc)

ARP
Accounting
Addresses
DHCP Client
DHCP Relay
DHCP Server
DNS

Firewall
Hotspot
IPsec
MNeighbors
Packing
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Hide P

Caching DNS is enabled by default!
If you removed the default firewall rule, you

now have an issue.

DNS Settings

Servers: |208.67.220,220

(208.67.222.222 |& Cancel

Dynamic Servers: | | Apply

m Allow Remote Requests Static
P Packet Size: |4096 | Cache

Cache Size: |2048 ‘ KiB

Hiie

Cache Used: 1903
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® Threat of Open DNS
Servers

® Open DNS servers can be used to launch Distributed
Denial of Service (DDoS) attacks

® Using spoofed DNS requests a malicious attacker sends
several thousand spoofed requests to a DNS server.

® The DNS server processes these requests as valid and then
returns the DNS replies to the spoofed recipient (i.e., the
victim).When the number of requests is in the thousands,

the attacker could potentially generate a multi-gigabit flood
of DNS replies.
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©  Caching DNS in

RouterOS

SOLUTION: Create a firewall rule to block everything
on the WAN port or specifically to block port 53 UDP
and TCP

/ip firewall filter

add action=drop chain=input comment="default configuration" in-interface=\
etherl-gateway
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®

Caching DNS in
RouterOS

SOLUTION: Create a firewall rule to block everything
on the WAN port or specifically to block port 53 UDP

and TCP.

/ip firewall filter

add chain=input protocol=tcp dst-port=53 in-interface=etherl-gateway
action=drop

add chain=input protocol=udp dst-port=53 in-interface=etherl-gateway
action=drop
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© Forgetting a Firewall
Rule for Web Proxy

® VWeb proxy can speed up web browsing by
caching pages in the router’s memory or on disk

® Subsequent requests to the same URL can be
served from cache instead of using the internet
connection

® Also provides http firewalling, blocking or
redirecting certain sites based on regex rules
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© Forgetting a Firewall
Rule for Web Proxy

5[] [sorce

As Quick Set
| Interfaces

1 Wireless

(i, Bridge
¥ PPP

== Switch

“15 Mesh

X admin@00:0C:42:E6:4F:41 (MikroTik) - WinBox v6.19 on RB750 (mipsbe)

wp i | arp

./ MPLS
& Routing

5 System

Q Queues

|| Files

L) Log

. Radius

A Tools

|| New Terminal
&4 MetaROUTER
@ Partition

| Make Supout.rif
& Manual

[ Exit

)
)
)

)

Accounting
Addresses
Cloud
DHCP Client:
DHCP Relay
DHCP Server
DNS
Firewall
Hotspot
IPsec
Neighbors
Packing
Pool

Routes

SMB

SNMP

Services

Settings

Socks
TFTP
Traffic Flow
UPnP
Web Proxy

Web Proxy Settings

General ‘Status Lookups  Inserts Refreshes

w—r Enabled

o
=~

PROBLEM: Open proxy.

Src. Address: |
Port: |8080
[ Anonymous
Parent Proxy: v
ParentProxyPort: ||~

ache Administrator: |webmaster -
Max. Cache Size: |unlimited (%] ki
Cache Object Size: |2048 KiB

["] Cache On Disk

“ O

Client Connections: |600
erver Connections: |600
Max Fresh Time: |3d 00:00:00

[] Serialize Connections
[ Always From Cache

he Hit DSCP (TOS): |4
Cache Drive: |system

Cancel
Apply
Clear Cache
Reset HTML

Access

*Enabling is simple, one check
box
*Once enabled, the proxy is

available from all interfaces
e Can AND WILL be used for

Cache
Direct

Connections

s ey

Cache Contents
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© Forgetting a Firewall
Rule for Web Proxy

*SOLUTION: Create a firewall rule to protect
your proxy. This can be less specific or more
specific depending on the application.
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9 Forgetting a Firewall
Rule for Web Proxy

SOLUTION: Create a firewall rule to protect your
proxy. This can be less specific or more specific
depending on the application.

/ip firewall filter

add action=drop chain=input comment="default configuration" in-interface=\
etherl-gateway
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9 Forgetting a Firewall
Rule for Web Proxy

SOLUTION: Create a firewall rule to protect your
proxy. This can be less specific or more specific
depending on the application.

/ip firewall filter

add action=drop chain=input protocol=tcp dst-port=8080 in-interface=\
etherl-gateway
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O Not Disabling “Default
Forwarding” on Wireless Interface

PROBLEM: By default,“Default Forwarding” is enabled
on all wireless interfaces. In a WISP scenario this can
allow subscribers on one AP (same wlan) to pass traffic
freely between themselves and consume all your
resources.
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O Not Disabling “Default

Forwarding” on Wireless Interface

With Default Forwarding disabled, traffic
passes through router and Firewall/NAT

Default: Forwarding Enabled Forwarding Disabled
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O Not Disabling “Default
Forwarding” on Wireless Interface

SOLUTION: Disable “Default Forwarding” globally on
the interface or specifically on a per station basis using

Access List entries.
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Not Disabling “Default
Forwarding” on Wireless Interface

X admin@10.0.25 . 5
Globally disallow default forwarding
General Wireless IHT HTMCS WDS Nstreme ...

As Quick Set

|8 Interfaces

1 Wireless

45 Bridge Interfaces ‘
=3 PPP |E| E [
== Swikch [Name
“18 Mesh 533 9GHz
s
7 MPLS *, 2.4 GHY
4 Routing b | @)?I?
o2 System N T Lensecv
& qQueues hads
[ Files

L) Log

M radius

& Tools I

MNew Terminal

F4 MetaROUTER - l

@ Partition

| & Make Supout.rif

|
\(GISPSupplies

5 items out of|

Mode

Band

Channel Width
Frequency

SSID

Scan List
Wireless Protocol
Security Profile

Bridge Mode

Default AP Tx Rate:

Default Client Tx Rate:

Wepbicee |3
: |2GHz-B{G/N =]
: |20/40MHz HT Above =]
: [2412 %] mHz
; lISP-SuppIies IA
: |default ]E <
: 802,11 3
: |15p 3
! Ienabled |@

I

‘V bps

IV bps

Default Authenticate

[ | Default Forward
[ Hide S5ID
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O,

e OO

As Quick Set
|8 Interfaces
1 Wireless
45 Bridge
=3 PPP

== Switch
“15 Mesh

sl IP

7 MPLS

& Routing
<57 System
Q Queues
[ Files

|.J Log

M radius

K Tools I
New Terminal
F4 MetaROUTER
@ Partition

|1 Make Sunank vif

7 7 7

| admin@10.0.25.1 (ISP Router1) - Win

Interfaces Nstreme Dual —Access List

*/=|lv][x| ol [7]

# I IMAC Address

0 A0, 114,.94. 20,00, 008

MAC Address: |38:4A:3
Interface: |wlanl

Signal Strength Range: |-120..12

AP Tx Lirnit:
Client Tx Limit:

Authg
Forwg

Not Disabling “Default
Forwarding” on Wireless Interface

AP Access Rule <70:11:24:20:68:D6>

MAC Address: | GRSl el

Individually disallow default forwarding
on a per station basis using Access Lists

Interface: leanl

Signal Strength Range: |-120. 120

AP Tx Limit: |

Client Tx Limit: |

«

Authentication

*D Forwarding

«
[0S | | = |

Privatekey: one  [®[ox[ ]

Private Pre Shared Key: I

|

Management Pratection Key: I

I

~¥—Time

|enabled

Privatekey: jone  [®[ox[ |

Private Pre Shared Key: |

Mananemenk Protectinn Kew: |

|
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®Leaving Wireless Protocol set to
Unspecified or Any on an AP

PROBLEM: Default setting for “Wireless Protocol” on a
wireless interface is “unspecified”. Many users believe
this means AP will support any client, 802.1 |, NV2, etc.

MikroTik RouterOS
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Leaving Wireless Protocol to
“Unspecified” or “Any” on an AP

SOLUTION:Always select a wireless protocol on the AP
since the AP determines the protocol.
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Leaving Wireless Protocol to
“Unspecified” or “Any” on an AP

\ admin@10.0.25.1 (ISP Routerl) - WinBox v6.15 on RB493C (mip

® OO0
A Quick Set
|## Interfaces
1 Wireless
7 & Bridge Interfaces ’
=3 PPP El E [
== Switch |Name
“15 Mesh 333 9GHz
@ o e
./’ MPLS *;;; 2.4 GH3
4 Routing I* RS D
ios System M| i3 Lensec
Q Queues ¢
[ |Files
.. Log
A Radius
K Tools I*
MNew Terminal

|
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Interface <wlan2>
G

eneral ‘Wireless ’HT HT MCS WDS Mstreme Status ...

Mode

Band

Channel Width
Frequency
SSID

Scan List

‘Wireless Protocol:
Security Profile:

Bridge Mode:

Default AP Tx Rate:

Default Client Tx Rate:

: Iap bridge “E]
: |2GHz-BJGN [#]
. |20/40MHz HT Above %]
: 2412 %] mHz
; IISP-SuppIies ]A
: |default HE] —

nvZ nstreme
nvZ nstreme 802,11
unspecified

|v bps

Default Authenticate

L T [

[ B ey B e | ey | s |f e | e N ey Y e N ey Y e e | |
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Leaving Wireless Protocol to
Unspecified or Any on an AP

* unspecified - protocol mode used on previous RouterOS versions
(v3.x, v4.x). Nstreme is enabled by old enable-nstreme setting, Nv2
configuration is not possible.

any : on AP - regular 802.| | Access Point

nstreme - enables Nstreme protocol (the same as old enable-nstreme
setting).

nv2 - enables Nv2 protocol.

nv2 nstreme :on AP - uses first wireless-protocol setting, always Nv2
nv2 nstreme 802.1 | - on AP - uses first wireless-protocol setting,
always Nv2

http://wiki.mikrotik.com/wiki/Manual:Interface/Wireless
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Common Errors

|. New router, fresh out of the box, can’t connect to
the router on etherl.

2. Changes made with MAC Winbox are lost,
constant disconnects.

3. Accidenta
4. Accidenta

5. Not disab
interface.

ly creating an open DNS server.
ly creating an open web proxy.

ing default forwarding on the wireless

6. Leaving “wireless protocol” set to “any” or
“unsupported”.
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RouterOS
Configuration Tool
Update And First

Release
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MikroTik Configuration
Tool
* First showed this at the

2013 MUM in St. Louis e

QOs Internet Connection Details RouterOS Version:
. . .
N Upload Speed (bps) Download Speed (bps)
*First version in Java and, § ==
) _ | <= = ]
Add Plugin A v

Exit ercent Guaranteed to Admin IP Address: 208.91.12.176 ser: admin
[ ]

Higher Priority Traffic (20% default): 203 Connect Password: |***
® Wanted it to be

free
® Free

Comment ‘ User Subnet Max Upload (bps)‘ Max Download (‘ ‘ I

£ Add = Remove

VOIP Details

DSCP Bits to prioritize ‘ ‘ IP Addresses of All VOIP Gateways‘ ‘

= Add =| Remove =i Add =| Remove

General SIP trafic ports ‘ ‘ I

£ Add =] Remove

Services List (add, change, or delete to ize) ‘ Refresh Services List |
. N O C h a r e Comment ‘ Protocol Port | Priority ‘ ‘ ‘ ‘
FTP tcp 20 Priority2 = Add = Remove =|
FTP tep 21 Priority2 £ Add =l Remove [=
. SSH tep 22 Priority2 = Add = Remove
. Telnet tep 23 Priority2 £ Add | Remove
Wanted it to be D3 om CHeHem
N —" roy 2 Drioeinz P a.ia [ I =]

web based
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MikroTik Configuration
Tool

® So far we have developed three apps, all
web based

® Address list tool

® Firewall tool

o QOS tool
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Address List Tool

® Allow you to create an address list based
on IP blocks assigned to countries

® With the tool, you select the countries you
want to include in your list and then
download the list

® With the list you can write firewall rules to
block these countries, only allow these
countries, etc.
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Firewall Tool

® Creates a basic state-full firewall

® Assumes the LAN interface is secure and the WAN interface is
insecure

® Not a “one size fits all” solution but adequate for most internet
routers for home, office, etc.

® Two flavors:
® Masqueraded firewall (Private IP’s on LAN, Public on WAN)
® Public IP firewall (Public on LAN and WAN)

® Both have the ability to block countries from the Country IP
Block address tool
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QOS Tool

® Again, not a one size fits all approach

® Basic QOS setup for common services like
VOIP

® Ability to add your own protocols/ports or
alter the default priorities
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Demo
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Questions!?
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Thank You!

® MyWISPTraining.com
® | earnMikroTik.com

® |SPSupplies.com

® Blog.ISPSupplies.com

® “RouterOS by Example” available from
distributors, Amazon.com, Kindle, iTunes

® http://MikroTikConfig.com

Next training is MTCNA/MTCRE October 6-9 Columbus, Ohio
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