Brian Vargyas — BaIticNe
MikroTik User Meeting USA2E

I -

@LTIC

networks usa
Affordable Wireless Solutions



Overview

* Why Cellular?
* M2M, loT — Are you In |t?
- New Features in RouterOS V6"
* Cellular Frequency Band Plans (North #
* Direct-IP Configuration (LTE Modems)' \
» PPP Configuration (3G Modems) "
* SMS Configuration

Live Demonstration
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Temporary Conne __
Backup Bandwidth Purpose
Out of Band Network Manageme

Sending SMS for Alert Notifigca\ﬂﬂ
Receiving SMS and Executing Scri%\.
Mobile Hotspot Deployment "

",

N\
GPS Stratum 1 Time Server ((( &_ﬂ\))

Revenue Opportunities!
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M2M

* M2M is the conceptc) devicesen

to another device

» Extreme competition in data has carrie
looking for “per device” revenue, even it
small data.

N
* Carriers are having to embrace “embeddec

devices” on their network besides smart =

phones. 5
* Typically 50MB/mo and under applications. \

(Bhuric
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o
* A network of M2M devices that.exchange™

between “things” to achieve greater valueanc
service by communication and
interoperability. S

\

* By connecting your RouterOS solution to fh@
Internet, you’ve now become part of the
Internet of things!

(Bhuric

networks usa MikroTik User Meeting USA 2015 5
Affordable Wireless Solutions




» More then 18.2 Billion d¢
- Expected 50.1 Billion by 2
* Semi-Annual Growth Rate 5.\300\‘
» Revenue of $1.4 Billion by Q2 2015
« Still a lot of market hype

(Gartner Research, Compass Intelligence)

GALTIC
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NN
* Backup Application Band
* Public Safety Data Tra nsmi\éS\Lx

* Network Management
» Digital Signage / Kiosks

* Remote Monitoring / Security

* Transportation (GPS Data)

» Parking Meters / Vending

GALTIC
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- Backup Internet Bandy /
- Video Surveillance
* Video Entertainment (Netflix)
* Mobile/Fixed Hotspots

@LTIC
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NN
* Providing business cu‘s\t\ o)
bandwidth to your primary WISP-ce
for business critical functions (credit

¥

processing) N\

* Out of band remote monitoring of Ie\éi\se\_ PP
links without having customer network a' S,

* Any application not requiring all you can eat
bandwidth..

(Bhurc
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© 4G LTE Modem — Use LTE tat nierface
(Currently only supported by ~ct|P
Modems)

Cabinin

Inteface  Bthemet EolP Tunnel IP Tunnel GRE Tunnel VRRP Bonding LTE|

[2]=]
Name /| Type MTU  [L2MTU |Tx R TTxPac...

R 4bltel LTE 1500 0bps 0 bps 0

@xmc
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using USB signals. ﬂf el

USB Modems are easier to obfé‘inl\
in front or side of your router. N

mPCle cards are slick, built-in and look like-a'\
Card, but are typically more expensive. i 4

RB411u, RB912, RB953, RB922 series has mPCle: JS
RB800 has mPCle but no USB support

* Other RouterBOARDS with USB ports supported
(/\\ (Check Modem Power Requirements First)
(BALTIC
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(RB/951G with USB Port and MaxxWave LTE USB Modem)
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- Integrated modules h
applications.

F) H
I »
ROSUCT P CwA

e
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SPrint

.
\
Y
¥
.
.

- ZTE 2718 (3G — CDMA -
- ZTE MF206a (3G — UMTS
* No Verizon Experience

Over 100 more on WIKI.MIKROTIK.COM

b
N\

@Lﬂc
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Tested 4G Ni

- Sierra Wireless MC77
— MC7700 — AT&T Certified
— MC7710 — Europe Version $
— MC7750 — Verizon Certified** (Not Direct

(EOL Sept 2014) — Stock still available

GALTIC
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U I'e

* Quadband GSM 85(37 .
- EVDO Rev A CDMA (3.1[5
- UMTS/HSDPA (7.2 Down / 2.0 Up)
- HSDPA+ 3.5G (28 Down /5.8 Up) >

* LTE (Long Term Evolution) (100 Down /\\5{)\\

N
* LTE Advanced With 8Tx8R MIMO can Achieve.
3.3Gbps Peak per Sector! (100Mhz Channel)

(Bhunc
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i

PCS

*\\\\x
1800-1900\

\\
‘\\

FCC Broadb\and PCS Band Plan

1850 1870 1890 1910 1930 1950 1970

Unlicensed A I
20 MHz M ;

\\\\\
\
\\\.
N
18

1880 1900 1920 1940 1960

(Bhuric
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700 VIA:
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* Yes! Sierra Wireleéé“- ‘
* Pentaband chipset

* Supports Sprint, AT&T, Verlzon Wire

* AT Command Carrier Selection

* Expensive Solution!

GALTIC
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iGN

* Requires QMI mod"é‘ia,\ aCE

* DirectlP interfaces are g5‘in :
QM.

* RouterOS 6.x only supports Dire\é‘tl\h
* RouterOS 7 will support QMI
* QMI Backport will not be done

@xmc
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Lower cc

N

* RouterOS 6.28 fixed st OF
(External USB Modem — Europec
900/2100Mhz Support) iy

* ZTE ZM8620 Testing to begin sho\ﬂy
Supporting LTE FDD e W

» 7 Bands Supported
* Currently only AT&T/T-Mobile
* GPS and Standard AT Commands

(\ | T ';;uummmm |
BALT]C
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* Add supported 4G dey
— Direct-IP Interface only‘"‘"- \
— QMI mode coming in RouterOS
— Verify SIM card activated with cé"rr\i._

» Setup APN in LTE interface
* Enable LTE interface

* Enable DHCP-CLIENT on Itel interface

* Verify Running LTE Interface

GALTIC
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[admin@Cel lular Modem] 7/

- Im
directok9€§tft@@ara\

< 1gnore-directip-modem: Nno -
[admin@CelTular Modem] /port Fii

@Lﬂc
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- Designed to side-load € L\\

- Allows GOBI module to tak
identity by keeping flrmware file
area of RouterOS.

M

* Simply change directory setting NN

\
* Must POWER CYCLE! (Gobi won’t grab new\
firmware unless powered off/on) NS

‘\
GALTIC -
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o

%

Ignore=c

° If set to “NO” — Use ai‘r-\
and configure using “LTE" i t\- :

* |f set to “YES” — Ignore direc‘t-\i‘p\ ode.and et

user select modem channel and use standz

PPP interface to interact with the modem.

O

* PPP mode good if you want to use SMS mc
along with data call (assuming modem has \
multiple channels)

(Bhuric
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T

N

TE Config ety

(BALmic
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Interface <tel:

Genersl | Status  Traffic

Mame:

Type
MTL

L2 MTU:

MAL Address

User:

Password:

Metwork Mode

Bands:

PIN:

APN

Maodem Init

Default Route Distance

. |LTE

. [1500

. |3A:87:09:3D:01:07

| |~
| |~
. |E|Lrtn || ¥ |
| |~
| |~
; |bmadband | s
. |AT+CFUN=1 |-
|0 |

[] Add Default Route

enabled

|mr1ning

m )

MikroTik User Meeting USA 2015
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LTE
Config:
Verify
Info
Channel
and
Signal

(BALmic
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LTE Info

Status
FIN Status

Functionality

Manufacturer
Model

Revision

Seral Number:

Cumrent Operator
Cument Cell 1D
Access Technology
Signal Strength
Frame Emor Rate

User Command:

Frequency:

EARFCN
IMEI
M5!

uicc

RS5I:

RSRP
RSRQ
SINR

rterface: T I— |+ |

; |ca|| in progress

; |nu passward required

| Stop
| Cloze

- |Full

: |SienE| Wireless, Incomporated

- [mC7700

; |SWI52DDX_D3.D5.2'D.H33p ro600 camd-en-10527 20121113 12:06:50

- |ATAT

- |53960215

- |Evalved 3G (LTE)

- |-79 dBm

E |m’a

. |l|bar1d B4, channel 2200, bandwidth 10 Mhz)

- |D12625000091993

- [310410514196395

: |Eﬂﬂ141ﬂ325514156355[l

- |-103 dBm

- |-10dB

- [15dB

MikroTik User Meeting USA 2015
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NN - Contis |
LTE Contig:- DGR

OHCP Client <tel=

D

DHCP | Status 0K
Interface: Cancel
Use Peer DNS Aoply
Use Peer NTP
Digable
DHCP Options: |hostname ¥ ¥ Comment
clientid ¥ ¥ Cony
Add Default Route: | yes + Remove
Default Route Distance: |0 Release
Renew

(/\ enabled Status: bound
nBALTIC
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* Upgrading from older 0
may recognize 3G cards as
direct-ip support. It may work, '
is suggested to “ignore direct- |p” D

* PPP interface may be created with LTE\{:\ ¢
due to the GPS channel being detected BV\
RouterOS. GPS support for direct-ip cardsiE\.\
still a work in progress.

GALTIC
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RouterOS3G/4G

-~

* Add supported 3G/4G devi
— Direct-IP Mode Disablé(‘l “Supportec
— Verify SIM card activated with cal

- Setup PPP interface, Enabled Advance

* Setup Data Channel & Info Channel \

* Setup APN if required | \\

d Vlode

* Enable Interface \

GALTIC
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(BALmic

PPP Con

[admin@MikroTik] > /system serial-terminal usbl channel=

[Ctrl-A is the prefix key]

ati

Manufacturer: Sierra Wireless, Incorporated

Model: MC7700

Revision: SWIS200X 03.05.20.03ap r5600 carmd-en-10527 2012/11/18 12:06:50

IMEI: 012626000091999

IMEI 5V: 15

FSN: CAH3111017110

3GPF Release £

+GCAP: +CGSM \

N

[admin@MikroTik] >

/ayatem serial-terminal usbl channel=4
[Ctrl-A is the prefix key]
Sierra Wirelesas, Incorporated
MC7700

APP1

CK
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\ 8
PPP Con

Interface <ppp-out1>
General PPP Status Traffic
Type: | PPP Cliert
L2 MTU: | 1500
Max MTU: | 1500
Max MRU: | 1500
MRRU: | 1600

@LT]C
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\\\.\
» ~ N 5 e I
P P NN\ “‘
\
Inteface <ppp-out1s
General PPP | Status Traffic =

Phone: | v ==
< Dial Command: |ATDT | e

User: | ‘ Gl

Password: | - Conerl
Remote Address: [ } W Copy

Profile: |defaul 3] T

Keepalive Timeout: [30 “ Simole Mode
| Dial On Demand Torch
¥ Use Peer DNS Scan..
[?-j e e Info...
Default Route Distance: [1 W \\
Allow: (v mschap2 (v mschap1
vichap  [Vpap
\ ‘:isdnled ‘ g siave Status: disabled n
( BALTIC _
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o

R
PPP Cc

.....

Status  Traffic

Name: [gpp-ou.ﬂ
Type: | PPP Client
L2 MTU: |1500

PPP Info

Revision: | SW19200X_03.05.20.03ap r5600 camd-en-10527 2012/11/18 12:06:.
Serial Number: |012626000091999

|
|
J
|

Current Operator: |ATAT (celid 33%60F
Access Technology: | Evolved 3G (LTE)
Signal Strength: |-71dBm

(BALmic
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 Don’t forget to add as RC-NA =
Masquerade your ppp-o §

* |f your carrier charges for conﬁ‘e\\ e select
that you want to dial on demand vs. alway

* Some carriers will give you private adé‘[‘re\_\
space, depends on APN you connect to. .

* Make sure you are using the default profile
and not trying to do encryption |

(Bhuric
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RouterOS SV
_ \
* RouterQOS Supports send ing SV

script to any mobile deVIce,\
* Only works with GSI\/I/UI\/ITS, No

* RouterOS can accept SMS messages anc
trigger scripts to run Q

V] A

* Applications Include: O,
— Remote Router Reboot DRR
— Check Voltage or Signal Strength and SMS Back

GALTIC
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-~ [tool sms send usb2 "291 1222
message="Help!"

. SMS can be sent while the port is i
other service (PPP or terminal)

@LTIC
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. Turn on receiving "t‘he._
- specify “port” and ”cha%ﬁh
- set “secret” (required)
~ set “allowed-number” (optional)
» Received SMSs are stored in /tool s‘r“‘ns\ 1k
. SMS message format "
— :cmd SECRET script NAME [[ VAR[=VAL] ] ...

@Lrlc
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\\\\\\\

receive-enabled:
portc: uabl
channel: 3
secret: 111
allowed-number:
keep-max-ams: 0O
sim-pin:
[admin@MikroTik] /tool sms}l

10 +16308540580 Apr/20/2015 22:27:10 GMT +25 Hello.....r we having fun

yet?
11 +16308540580  Apr/21/2015 22:13:19 GMT +25 :cmd 111 script scriptl

[admin@MikroTik] /toocl sms i::.br::-:}.

}‘orf21/2015 22:52:21 memory system, emor, critical  router was rebooted without proper shutdown

Apr/21/2015 22:52:28 memory  interface. info ether2 link up (speed 100M. full duplex)

Apr/21/2015 22:52:29 memory  interface, info ether1 link up (speed 10M, half duplex)

Apr/21/2015 22:52:32 memory  dhep. info dhcp1 deassigned 192.168.1.254 from 00:0E:.C6:FE:31:0D
Apr/21/2015 22:52:32 memory  dhep. info dhcp1 assigned 192.168.1.254 to 00:0E:CE:FE:31:DD

Apr/21/2015 22:54:50 memory  system,info, account user admin logged in from 192.168.1.254 via winbox
Apr/21/2015 22:56:45 memory system, info, account  user admin logged in from 192.168.1.254 via telnet

Apr/21/2015 22:57:01 memory  system, info device changed by admin
Apr/21/2015 22:57:21 memory system, info device changed by admin
Apr/21/201522:57:30 memory  system, info device changed by admin
Apr/21/2015 23:00:46 memory gsm, info running script: script 1
Apr/21/2015 23.:00:46 memory  script, info Script1 has been run!

(?;;;u:rn:
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serial terminal to talk to th Nij
Disable Direct-IP Mode k
Verify Firmware Directory & Files (GOB

Is the SIM card requiring the PIN? Dié\é‘b\ i
request, or, enter your PIN in winbox! S

Consult MikroTik WiKi and any 3G/GPRS AT
Command Reference! |

GALTIC
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only with the ZTE 2718 me d Q.‘(

* With the correct GPS antenna- {pz
attached, we’re able to sync RouterOS time
and make it a stratum one time serve\r\

- SNMP GPS data is available to the dude SEN(
for asset tracking and monitoring. Gy

GALTIC
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References /1
* http://wiki.mikrotik. co QOTtE
* http://wiki.mikrotik. com/W|k|/Su a

AG LTE cards
* http://forum.mikrotik.com

* http://www.mikrotik.com

* http://www.baltichetworks.com

Thank You!
(B}mc
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http://wiki.mikrotik.com/wiki/Supported_Hardware%233G_cards
http://wiki.mikrotik.com/wiki/Supported_Hardware%234G_LTE_cards
http://forum.mikrotik.com/
http://www.mikrotik.com/
http://www.balticnetworks.com/
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