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TOPICS

*PPTP Mikrotik Client to Cisco Server

*|PSEC Shrew Client To Mikrotik
router

*|PSEC Mikrotik router to Cisco I0S
router



PPTP Mikrotik Client to Cisco Server

*Configure a Mikrotik router to act as a PPTP
client connecting toa Cisco PPTP server to
connect remote lans

*Allows replacement of a Cisco branch router
with a MikroTik router without
changing or replacing existing Cisco main
router



PPTP Mikrotik Client to Cisco Server
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PPTP Mikrotik Client to Cisco Server
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PPTP Mikrotik Client to Cisco Server
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PPTP Mikrotik Client to Cisco Server

aaa new-model
aaa authentication ppp default local
vpdn enable
vpdn-group 1
accept-dialin
protocol pptp
virtual-template 1

I2tp tunnel timeout no-session 15

username pptp_branch password 0 1234



PPTP Mikrotik Client to Cisco Server

interface Virtual-Templatel
ip address 192.168.79.1 255.255.255.0
peer default ip address pool PPTP_POOL
no keepalive
ppp encrypt mppe 128 required
ppp authentication ms-chap-v2

ip local pool PPTP_POOL 192.168.79.2



PPTP Mikrotik Client to Cisco Server

ip nat inside source list nonat interface FastEthernet0/0 overload
ip route 192.168.1.0 255.255.255.0 192.168.79.2
ip access-list extended nonat
deny ip 192.168.1.0 0.0.0.255 192.168.0.0 0.0.0.255
permitip 192.168.1.0 0.0.0.255 any



PPTP Mikrotik Client to Cisco Server
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PPTP Mikrotik Client to Cisco Server
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PPTP Mikrotik Client to Cisco Server

* /interface pptp-client

* add allow=mschap2 connect-t0=10.0.0.1 disabled=no mrru=1600
name=pptp-outl \

e password=1234 user=pptp_branch

* /ppp profile
 set 1 use-encryption=required

* /ip firewall nat
e add chain=srcnat dst-address=192.168.0.0/24 out-interface=ether2



IPSEC Shrew Client To Mikrotik

* Configure a Shrew client on remote PC to connect to a Mikrotik router
. and access internal lan network
* Eliminates need for Microsoft VPN client

* Enables one client to be used for remote access to Mikrotik and Cisco
devices eliminating need for a Cisco VPN Client

 Easy to import existing Cisco VPN profiles into Shrew client
 Allows for ease of migration from Cisco devices to Mikrotik routers



IPSEC Shrew Client To Mikrotik
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IPSEC Shrew Client To Mikrotik

* www.shrew.net/download/vpn
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IPSEC Shrew Client To Mikrotik

General | Client | Name Resolution | Authentication | P 4| * General | Client | Name Resoluion | Authentication | P 4| *

Femote Host OMNS

WIS

Host Mame ar IF Address Fort
1[I_1IZI_IZI_1 ‘ | SDD‘ [ |Enakle DMS [ ] Oktain Autormatically

' . . , Server Address #1 ‘
Auto Configuration ike config pull W ‘

serverAddress #2 ‘
Local Host ‘
|

serserAddress #3

Adapter Mode

Server Address #4

|Use awirual adapter and assigned address W ‘

[ ] Obtain Automaticalky
BT Obtain Automatically

Address |

Metmask |

DMS Suffix




IPSEC Shrew Client To Mikrotik

OHE | WINE

General | Client | Name Resolution |Authentication | = | s

[ ]Enable wiNS
Server Address #1

Server Address #2

Obtain Automatically

| General | Client | Marne Resnlutiun| Authentication PE‘I‘

Authentication Method ‘Mutual FSE W |

Local Identity | Fiemote Identity | Credentials|

Identification Type
IP Address

Address String

Use adiscowvered local host address

Canceal

Cancel

| General | Client | MName Resnlutiun| Authentication PII'I'

Authentication Method |Mutual PSK v|

Local Identity | Remote ldentity | Credentials

Identification Type
IP Address v|

Address String

Use a discovered remote host address

Save | | Cancel




IPSEC Shrew Client To Mikrotik

| General I Client | MName Resnlution| Authentication PE‘I‘
Authentication hMethod |Mutual FSE v|

| Local ldentity | Femate Identity| Credentials

Server Certificate Autority File

Client Certificate File

Client Private Key File

Pre Shared Key

Mame Resolution | Authentication | Fhase 1 | Fhase 2 ElI'

Froposal Parameters

Transform Algarithm | esp-aes

Transform Key Length 128

HMAC Algorithm ‘shal

FFS Exchange |gr|:|up 2

Cormpress Algorithm |disab|ed

key Life Time limit 3600| Secs

Khytes

Key Life Data limit

Cancel




IPSEC Shrew Client To Mikrotik

Authentication | Phase 1 | Phase 2| Folicy EI‘

IFSEC Folicy Canfiguration

Folicy Generation Lewel ‘require v ‘

[ ]Maintain Persistent Security Associations

[ ]Oktain Topology Automatically or Tunnel Al

Femaote Metwork Resource
 1010.0.0/ 2552652620




IPSEC Shrew Client To Mikrotik

File | Edit View
Connect ) [

Import ify Delete
Export Host Mame Authenticat...
206.63.186.72 mutual-psk
Preferences
Exit 24.204.52.254 mutual-psk
i
S .marshalltexas... mutual-psk..
€ testvpn 10.10.0.1 mutual-psk




IPSEC Shrew Client To Mikrotik

n:version:4

n:network-ike-port:500
n:network-mtu-size:1380
n:client-addr-auto:1
n:network-natt-port:4500
n:network-natt-rate:15
n:network-frag-size:540
n:network-dpd-enable:0
n:client-banner-enable:0
n:network-notify-enable:0
n:client-dns-used:0

n:client-dns-auto:0
n:client-dns-suffix-auto:0
n:client-splitdns-used:0
n:client-splitdns-auto:0n:client-wins-used:0
n:client-wins-auto:1n:phasel-dhgroup:2
n:phasel-life-secs:86400

n:phasel-life-kbytes:0
n:vendor-chkpt-enable:0
n:phase2-life-secs:3600
n:phase2-life-kbytes:0
n:policy-nailed:0
n:policy-list-auto:0
n:phasel-keylen:128
n:phase2-
keylen:128s:network-
host:10.10.0.1
s:client-auto-mode:pull
s:client-iface:virtual
s:network-natt-mode:disable
s:network-frag-mode:disable

s:auth-method:mutual-psk
s:ident-client-type:address
s:ident-server-type:address
b:auth-mutual-psk:Y3RiNjUx
s:phasel-exchange:main
s:phasel-cipher:aes
s:phasel-hash:shal
s:phase2-transform:esp-aes
s:phase2-hmac:shal
s:ipcomp-transform:disabled
n:phase2-pfsgroup:2
s:policy-level:require
s:policy-list-include:10.10.0.0 /
255.255.252.0



IPSEC Shrew Client To Mikrotik

File | Edit View
Connect ) [

Import ify Delete
Export Host Mame Authenticat...
206.63.186.72 mutual-psk
Preferences
Exit 24.204.52.254 mutual-psk
i
S .marshalltexas... mutual-psk..
€ testvpn 10.10.0.1 mutual-psk




IPSEC Shrew Client To Mikrotik

# VPN Connect - testvypn —

Connect | MNetwork

config loaded for site 'gozoe vpn'
attached to key daeman ...
peer configured

iskamp proposal configured
esp proposal configured
client confiqured

local id configured

remote id configured
pre-shared key configured
bringing up tunnel ...
network device configured
tunnel enabled

Disconnect Cancel




IPSEC Shrew Client To Mikrotik
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IPSEC Shrew Client To Mikrotik

Remote PC
. Ether 1 Mikrotik Router
10.0.0.2/24 T T
D _______ / y X 10.0.0.1/24
] y A <L internet g S
“““““ ~—— ~ Ether 2
10.10.0.2/22

Site A Server
10.10.0.2



IPSEC Shrew Client To Mikrotik

oo Command Prompt
C:\Users\Uince>ping 10.10.0.2

Pinging 10.10.0.2 with 32 bytes of data:

Reply from 10.10.0.2: bytes=32 time=44ms TTL=63
Reply from 10.10.0.2: bytes=32 time=17ms TTL=63
Reply from 10.10.0.2: bytes=32 time:=16ms TTL=63
Reply from 10.10.0.2: bytes=32 time=17ms TTL=63

Ping statistics for 10.10.0.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 718ms, Maximum = Y4%ms, Average = 23ms

C:\Users\Uince>_




IPSEC Cisco 10S or ASA To Mikrotik

*Configure an IPSEC VPN between a Cisco
|OS router or ASA and a Mikrotik
router

*Allows replacement of a Cisco branch
router or ASA with a MikroTik router
without changing or replacing existing
Cisco main router



IPSEC Cisco 10S To Mikrotik
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IPSEC Cisco 10S To Mikrotik

Local wan address
Remote wan address



IPSEC Cisco 10S To Mikrotik

- Remote wan address
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IPSEC Cisco 10S To Mikrotik

Local lan subnet
Remote lan subnet
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c

rypto isakmp policy 1

encr aes

authentication pre-share

group 2

crypto isakmp key 1234 address 10.0.0.2 no-xauth

crypto ipsec transform-set remote esp-aes esp-sha-hmac

crypto map remote 5 ipsec-isakmp

set peer 10.0.0.2

set transform-set remote

set pfs group2
match address remote

IPSEC Cisco 10S To Mikrotik

interface FastEthernet0/0
ip address 10.0.0.1 255.255.255.0
ip nat outside
duplex auto
speed auto
crypto map remote
|
ip nat inside source list nonat interface FastEthernet0/0
overload
ip access-list extended nonat
deny ip 192.168.0.0 0.0.0.255 192.168.1.0 0.0.0.255
permitip 192.168.0.0 0.0.0.255 any
|
ip access-list extended remote
permit ip 192.168.0.0 0.0.0.255 192.168.1.0 0.0.0.255
|



IPSEC Cisco 10S To Mikrotik

vince_1841#sh crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id status
10.0.0.1 10.0.0.2 QM_IDLE 1003 ACTIVE



IPSEC Cisco 10S To Mikrotik

.vince_1841#sh crypto ipsec sa

interface: FastEthernet0/0
Crypto map tag: remote, local addr 10.0.0.1

protected vrf: (none)
local ident (addr/mask/prot/port): (192.168.0.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
current_peer 10.0.0.2 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 121, #pkts encrypt: 121, #pkts digest: 121
#pkts decaps: 124, #pkts decrypt: 124, #pkts verify: 124
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors O, #recv errors O



IPSEC Cisco 10S To Mikrotik

local crypto endpt.: 10.0.0.1, remote crypto endpt.: 10.0.0.2
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet0/0
current outbound spi: 0x23D508(2348296)
PFS (Y/N): Y, DH group: group2

inbound esp sas:
spi: 0x89A2A46B(2309137515)
transform: esp-aes esp-sha-hmac,
in use settings ={Tunnel, }
conn id: 2003, flow_id: FPGA:3, sibling_flags 80000046, crypto map: remote
sa timing: remaining key lifetime (k/sec): (4533419/2928)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE



IPSEC Cisco 10S To Mikrotik

vince_1841#sh crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id status
10.0.0.1 10.0.0.2 QM_IDLE 1003 ACTIVE



IPSEC Cisco ASA To Mikrotik
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Remote lan subnet

Local lan subnet ‘
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Source Wan Address
Remote Wan Address
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‘ Remote Wan Address ‘
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IPSEC Cisco ASA To Mikrotik

Local lan subnet - Srcnat
Remote lan subnet
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IPSEC Cisco ASA To Mikrotik

Cisco ASDM 7.1 for ASA - 192.168.1.1 - o
Window Help Type topic to search | Go ol I 1ol I '
Startup Wizard... 5 Back {_—) Forward | @ Help | l CIsco
VPN Wizards » ||| site-to-site VPN Wizard...

High Availability and Scalability Wizard... AnyConnect VPM Wizard... =

Add Delete
b ﬁ == Unified Communication Wizard... Clientless S5L VPN Wizard... alue pairs that may be stored internally on the device or externally on a RADIUS LDAP server. The group policy

Packet Capture Wizard... IPsec (IKEv1) Remote Access VPN Wizard...
To enforce authorization attributes from an LUAP server you must use an LUAF atinbute map.

4 add v| = Editl (I | Delebe|§»§§ Assign|

= 192,168.0.1

)

Connection Profiles/Users

MName Type Tunneling Protocal Assigned To
site-to-Site VPN o
: . GroupPolicy_10.0.0.2 ke Zsikev 1 10.0.0.2
| Connection Profiles DAtGrpPolicy (System Default) Internal ikew 13ikev 2;5sl-dientless; | 2tp-ipsec DefaultR AGroup; Defaultl 2L Group;DefaulbWEBVPMGroup

-EY Certificate Management
E--I% Advanced

&; Device Setup
@.: Firewall




IPSEC Cisco ASA To Mikrotik



IPSEC Cisco ASA To Mikrotik

F=]| Site-to-site VPN Connection Setup Wizard
Steps Peer Device Identification
1. Imtroduction This step lets you identify the peer VPMN device by its IP address and the interface used to access the peer.
2. Peer Devi
Identificat Peer IF Address: 10.0.0. 2|
3. Traffic to protect
4. Security WPM Access Interface: |outside "
5. MAT Exempt
5, Summary

< Back | | Mext = Cancel | | Help




IPSEC Cisco ASA To Mikrotik

(B Site-to-site VPN Connection Setup Wizard
Steps Traffic to protect
1. Introduction This step lets you identify the local network and remote network between which the traffic is to be protected using IFsec encryption.
2. Peer Device Identificatio
3. Traffic to protect Local Metwork: 192,168, 1.0/24 I:'
4, Security Remote Metwork: | 192, 168.0.0/24| III
5. MAT Exempt
5. Summmary

= Back | | Mext = Cancel | | Help




A
Steps
1. Introduction
2. Peer Device Identificatio
3. Traffic to protect
4. Security
5. MAT Exempt
5. Summary

IPSEC Cisco ASA To Mikrotik

Site-to-site VPN Connection Setup Wizard

Security

This step lets you secure the selected traffic.

(®) Simple Configuration

ASA uses the preshared key entered here to authenticate this device with the peer. ASDM will select common IKE and ISAKMP security parameters for
that will allow tunnel establishment. It is recommended that this option is also selected when configuring the remote peer.

Pre-shared Key: ssse

() Customized Configuration

You can use pre-shared key or digital certificate for authentication with the peer device. You can also fine tune the data encryption algorithms ASDM
selected for you.

= Back | | Mext = Cancel | | Help




IPSEC Cisco ASA To Mikrotik

= Site-to-site VPN Connection Setup Wizard

Steps MAT Exempt
1. Introduction This step allows you to exempt the local network addresses from network translation.

. Peer Device Identificatio

Exempt ASA side host/network from address translatiori |inside

2
3. Traffic to protect
4, Security

5. NAT Exempt

6. Summary

= Back | | Mext = Cancel | | Help
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IPSEC Cisco ASA To Mikrotik

Edit IPsec Site-to-Site Connection Profile: 10.0.0.2

Peer IP Address: Static |10.0.0.2 |

Connecton Mamme: Same as IF Aaddress I:LD.CI.O.Z |

Interface: I outside |

FProtected Metworks

Local Metweaork: |ir15'.ide—networkf24 E”

Remote Metwork: | 192, 168.0.0/24 =]

TFsec Enabling

Group Palicy Mame: IGroupPolicy_lD.Cl.D.Z —~ | | Manages...

Following two fields are attributes of the group policy selected abowe.)
[+ Enable IKE w1 [w] Enable IKE w2

etting=s

IKE w1 Settngs | IKE w2 Settngs |

uthentication

Pre-shared Key: I - -

Dewvice Certificate: I— Mone — — I |

Manags...

Encryption Algorithms

IKE Folicy: Icra::l-r. ha, r ig ha, pre-share-ass-sha, cra::l-r.—aes—lgz—sharl

IFsec Proposal: IESP—J&ES—:LZS—SHA, ESF-AES-123-MD 5, ESP-AES-192-SHa, ESP—-I!A.ES—l'g;I

AT Exempt
This allowws vou to exempt the local network addresses from network translation.

[w] Exempt ASA side hostfmetwork from address translation

Firmd:

| - Mext - Prewvious

[ oK | [ Cancel | [ Help

Tt

F T




IPSEC Cisco ASA To Mikrotik



IPSEC Cisco ASA To Mikrotik

Session Details

— Session Details

Connection Profile
IF Aaddress

10.0.0.2
10.0.0.2

Protocaol Login Time
Encryption Duration
IKEw1l IPsec DOZ2:57:11 UTC Wed Apr 22 2015

IKEw1l: (1JAES128 IPsec: {...0h:19m:32s

Bytes Tx
Evies Rx

35734
35952

Cietails ACL |

I Type

IKEw 1l

IPsecC

Local Addr. f Subnet Mask f Protocol f Port
Remote Addr. f Subnet Mask f Protocol f Port

AES-128

192, 168.1.0/255.255. 255.0,/0/0 AES-125

192, 158.0.0/255. 255, 255.0,/0/0

Encryption Other

Tunnel ID: 4.1

Authentication Mode: preSharedikeys
UDF Source Port 500

UDF Destinaton Port 500
Authentication Mode: preSharedikeys
UDF Source Port 500

LUDPF Destnation Port 500

IKE Megotiation Mode: Main

Hashing: SHa1

Authentication Mode: preSharedeys
UDF Source Port 500

UDF Destination Port 500

IKE Megotiation Mode: Main

Hashing: SHA1

Diffie-Hellman Group: 2

Rekey Time Interval: 86400 Seconds
Rekey LeftT): 85227 Seconds
Tunnel ID: 4.2

Hashing: SHA1

Encapsulation: Tunml

Fekey Time Interval: 28800 Seconds

Bytes Tx
Bvtes Rix

35754
39952

Rekey Left]
Rekey Dat]
B el | e

Refresh

Close | | H

Tunnel 1D: 4.2
Ha=zshing: SHA1
Encapsulation: Tunnel

Rekey Time Interval: 2832800 Seconds

Rekey Left(T): 27633 Seconds

Rekey Data Interval: 46023000 K-Bytes

More

bdated: 42115 10:39:02 PR —
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IPSEC Cisco ASA To Mikrotik

4 Command Prompt

ing statistics for 192.168.0.1:
Packets: Sent = 4, Received = B, Lost = 4 (188x loss).

ssUsersslince>tracert 172.168.8.1

racing route to 172.168.8.1 over a maximum of 38 hops
1 1 ms 1 ms 2 mz 172.168.8.1

race complete.

tsUserssUinceping 192.168.8.1

inging 192.168.8.1 with 32 bytes of data:
192 168.A.1: hytes=32 time=im=z TTL=64
1922.168.8.1: hytes=32 time=1msz TTL=64
192.168.08.1: bytes=32 time=1mz TTL=64
192.168.08.1: bytes=32 time<imz TTL=b4

ing statistics for 192.168.0.1:
Packets: Sent = 4, Received = 4, Lost
pproximate round trip times in milli—seconds:
Minimum = Bmz, MHaximum = ims. Average

tslUserssUince >
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