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DEPLOYMENT POSSIBILITIES WITH
CAPsMAN INFRASTRUCTURE
& CASE STUDIES




CAPsMAN

ROS feature start fromv 6.11
CAPsMAN Infrastructure consist of one CAPsMAN
and a number of 'Controlled Access Points' (CAP)

CAP will be configured by CAPsMAN, including client
authentication (WPA/WAP2, Access List & Radius)

Router with CAP just allow itself to establish
connection with CAPsMAN Router




CAPsMAN

CAP to CAPsMAN connection can be established
using L2 or L3
— L2 Connection:

* no IP configuration necessary

e CAP and CAPsMAN must be on the same segment
(physical or virtual)

— L3 Connection:
* |P configuration necessary

 CAP must be able to reach CAPsMAN using IP protocol
(ping it)
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L3 CAPsMAN [6]

=
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CAPsMAN CASE STUDIES




LAB [1]

mternet

eth2
CAPSMAN-R1

192.168.1.254/24 |t

@192.168.1.”24
No Gateway
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LAB [1] - R2/CAP1

A Guick Set _m
1 CAPsMAN Interfaces |Nstreme Dual Access List Registration Connect List

o Interfaces -|--r|| R | e T">| CAP IScanner Fre

L Wircless Name ¢ | Type 2 MTU | Tx
7 Bridge — managed by CAPsMAN
¥ dpwlan Wireless (Atheros ARS... 600
 PPP |
= X Gwlan? Wireless (Atheros ARS... 1600
= Switch >
CAP
“Ia Mesh
[v Enabled |
Interfaces: |wizn7 i
Certificate: |none ¥
Discovery Intefaces: |ether2 i

"] Lock To CAPsMAN
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& Quick Set

LAB [1] - R1/CAPsMAN

1 CAPsMAN

8 Interfaces
1 Wireless
s, Dridge
=3 PPP

== Switch
“Ia Mesh

Interfaces | Provisioning Configurations Channels T

op =——> Manager AL

MName Type MTL L2 MTU | Tx
MI drcap Intefaces 1500 1600

M - master, | - inactive

CAPs Manager

v Enabled

Cerificate:;

CA Cerfficate:
Require Peer Cerfficate
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LAB [1] - R1/CAPsMAN

Intefaces = Provisioning | Configurations| | Chs
e € =—F
MName 551D Hide !

capl_2GHz capl_name_2GHz

CAPs Configuration <cap1_2GHz:=

Wireless

Channel Datapath Securty

Mame: capl_2GHz

Mode: |ap

21 551D: |capl_name_2GHz

Hide S5ID:

Interfaces  Provisioning Configurations | Channels| | |

+ =T

MName Frequency |Width |Band Exten:
chn_2Ghz 2412MHz  20MHz Z2ghz-bsa/n disabl

CAPs Channel <chn_2Ghz:>

MName:
Frequency

Width:

Band:

Exdension Channel:

name: write your name for easy identification
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chn_2Ghz
2412

20
Zghz-b/g/n
disabled
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LAB [1] - R1/CAPsMAN

Interfaces || Provisioning Corfigurations Cha

= = || | Manager
MName T‘.'DL MTL |L2 MT

ME  dfcapl  Intedfaces 1500 18

Intedface <capl:=

GemersP| Wireless || Channel Datapath S

Corfiguration: |cap1_2GHz

Mode: |ap
S510: |capl1_name 2GHz
Hide 551D

Interfaces

+

MName Type

ME  €fcapl

Provisioning Conrfigurations Cha

=ik
MTU L2 MT

Manager

Interfaces 1500 16

Interface <capl:=

General Wireless
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Width:
Band:
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LAB [1] - R1/CAPsMAN

* |P Address for interface capl

Address <10.1.1.254/24>

Address: |10.1.1.254/24 10.1.1.254/24

<«

Metwore: 110.1.1.0

Interface: capl

 DHCP Server for interface capl

DHCFP Server

DHCP) | Metworks Leases Options Option Sets  Alerts

o T DHCP Config DHCP Setup

Mame Interface | Lease Time Address Pool
dhcpl capl 3d 00:00:00 dhcp_pool1
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LAB [2]

5GHz-A/N
——

internet 2GHz-B/G/N

=)

R2

wlan2

@
CAPSMAN-R1

102.168.1.254/24 ethi

@192.16&1.”24
No Gateway
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ﬁ Guick Set
1 CAPsMAN
8 Interfaces

LAB [2] - R2/CAP2

Interfaces |r'-.lstreme Dual Access List Registration Connect List  Sex

1 Wireless

'l“'ll"= Cra | i e b T->[ CAF ] Scanner | Freq. Us

Eg Bridge
=g PPP

=x= Switch
“Ia Mesh

Mame | Type |2 MTU | Tx
— managed by CAPsMAN
— channel: 2412/20/gn(30dBm), 5510: MikroLine, CAPsMAN forwarding
X dPwlani Wireless (Atheros ARS3ox) 1600
— managed by CAPsMAN
— channel; 5180/20Ce/an(17dBm), 5510:; , CAPsMAN forwarding
X dpwlan? Wireless (Atheros AR5 1600 R
CAP
| Enabled |
Interfaces: wibn7
wians

Cerificate: none

Discovery Interfaces: |ether?
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LAB [2] - R1/CAPsMAN

Intefaces  Provisioning | Configurations| | Che Intefaces  Provisioning Corfigurations | Channels
& [—=F + s =1L
MName S51D Hide £ MName Frequency |Width |Band Exten
capl_#GHz cap1_name_#GHz chn_2Ghz 2412MHz  20MHz Z2ghz-b/g/n disabl
capZ_hGHz capZ_name_bGHz chn_hGHz B180MHz  20MHz 5ghz-a/n Ce
CAPs Configuration <cap2_BGHz= CAPs Channel <chn_5GHz>
| Wireless || Channel Datapath  Security Name: |chn_5GHz

Mame: capd_bGHz Frequency: 5180

Mode: |ap Width: |20

S51D: |cap2_name bGHz Band: |bghz-a/n

Hide S5ID: Extension Channel: |Ce
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LAB [2] - R1/CAPsMAN

Interfaces || Provisioning Corfigurations  Chs
o =1 || | Manage
MName l Type

MB dHrcap Interfaces
MEB dfrcap? Interfaces
Interface <capd=
GereraP| Wireless | Channel  Datapath 5
Corfiguration: |cap2_bGHz
Mode: |ap
S551D: |cap2_name HGHz

Iterfaces | Provisioning Corfiguratiol

o =INE dNE
MName Type

MEB dfrcap Interface

ME drcapd Interface

Intedface <cap#:=

General Wireless |Channel || Datar
Channel: |chn_5GHz

Frequency: (5180
Width: |20
Band:

Exdension Channel: |Ce
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LAB [2] - R1/CAPsMAN

* |P Address for interface cap?2

Address <10.1.2.254,/24>

Address: (10.1.2.254/24
Metwor: (10.1.2.0

Inteface: capd

e

10.1.2.254/24

 DHCP Server for interface cap?2

DHCFP Server

DHCP

......

+

Mame
dhcp1

Metworks

T

leases Options Option Sets Alers

DHCP Corfig DHCP Setup

Interface Lease Time |Address Pool
cap 1 3d 00:00:00 dhep_poold

MikroLine - MUM Vietnam 2015
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internet

102.168.1.254/24

@192,168.1.%4 eth2
No Gateway

LAB [3]

5GHz-A/N
)

2GHz-B/G/N

=)

R2
wlan2

e_thz‘ eth3

2GHz-B/G

ethi

CAPSMAN-RI )

/ cap3
bridge

R3

wlani
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LAB [3] - R2/CAP1/CAP2

General

Interface <bridgel=

Bridge |F'n::|rts Fiters MAT Hosts
L&! =| [v][=] =] [¥] [
MName i | Type
R 4tbrdge1 Bridage

| S5TP 5Status  Traffic

Mame:

Type:

(i

bridge 1

Bridge

create bridge for ether2 & ether3

Bridge Port <ether:

General | Status

Interface:

Bridge:

etherd

bridge 1

Bridge Port <ether3d:

(General | Status

Interface:
Bridge:

change Discovery Interfaces from ether2 to bridgel
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a Enabled h
Interfaces: |wian7 * 5

. wian2 ¥ ¥
Cerificate: |none +
Discovery Interfaces: |bridge1 * -
Lock To CAPsMAN

ether3
bridge 1
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LAB [3] - R3/CAP3

Enabled )

[ Interffaces: |wiEn 7 * 3 ')
Cerificate: |none +
Discovery Interfaces: |ether? * -

MikroLine - MUM Vietnam 2015
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LAB [3] - R1/CAPsMAN

Intefaces  Provisioning | Corfigurations| | Ch

& |< =

MName

capl_#GHz
capZ_hGHz
capd 2GHz

L

S50 Hide 5510
cap1_name_#GHz
capZ_name_bGHz
capd_name_2GHz

CAPs Configuration <capd_2GHz>

P| Wireless || Channel Datapath Security

Mame: |cap3_2GHz

Mode: |ap
S51D: |cap3_name 2GHz

Hide 551D:

Interfaces  Provisioning Configurations | Channels || Dat

o |< = L

MName Frequency Width |Band Extensi...
chn_2GHz r3 243/MHz 20MHz Zghzb/g/n Ce
chn_2Ghz 2412MHz 20MHz Zghzb/g/n disabled
chn_bGHz B180MHz 20MHz 5ghz-a/n Ce

CAPs Channel <chn_2GHz_r3=

Mame: |[chn_2GHz r3
Frequency: (2437 MHz &
Width: |20 MHz a
Band: | Zghzb/g/n * | A
Extension Channel: |Ce ¥
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LAB [3] - R1/CAPsMAN

Interfaces

Provisioning Configurations Ch

+ =T

= MTL L2
RME  <dfcapl  Intdfaces
RME dPcap?  Inifaces

Manage

1500

1500
RME  dfcap? Intefaces 1500

Interface <capd:

ning Configurations Ch
= | | | Manage
Type MTL L2
Interfaces 1500
Interfaces 1500
Interfaces 1500

mEreapl Wireless

Channel Datapath !

Corfiguration: |cap3d 2GHz

Mode: ap

551D |cap3_name #GHz

Interfaces | Provisio
=g
MName
RME  <capl
RME  <cap2
RMEB  <4pcapl
Inteface <capd:=
General Wireless
Channel:
Frequency:
Width:
Band:

Exdension Channel:
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LAB [3]

- R1/CAPsMAN

* |P Address for interface cap3

Address <10.1.3.254/24>

Address: |10.1.3.254/24
<€

Metwore: (10.1.3.0

10.1.3.254/24

Interface: cap3

e DHCP Server for

interface cap3

DHCP Server

Mame ¢  Interface |Lease Time
dhcpl  capl 3d 00:00:
dhcpd capd 3d D000

DHCP) | Networks Leases Options  Option Sets  Mlerts
oR 5Tl DHCP Corfig DHCP Setup

Address Pool
00 dhcp_pooll
00 dhcp_pool2

- [dhcp3  cap3 3d 00:00:

00 dhcp_pool3

MikroLine - MUM Vietnam 2015
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LAB [3] - CAPsMAN - WPA

Interfaces  Provisioning Corfigurations Channels Datapaths | Security Cfg. |Pu::
D g

MName ¢ | Authentication Type Encryption | Group Encryption | Passphrase
AP Securty WPAPSKWPAZ PSK  aes ccm B85 CCMm pasw 1234

Authertication Type

CAPs Secunty Configuration <AP_Securty>

Mame: AP _Securty

Encryption: B85 CCMm

[ | tkip

: WPA PSK WPAZ PSK [ | WPAEAP [ | WPAZE

(Group Encryption: |aes com

Fassphrase: |paswl1Z3d

MikroLine - MUM Vietnam 2015
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LAB [3] - CAPsMAN - WPA

Interfaces) | Provisioning  Cenfigurations  Channels | USing WPA security for cap2

qF = || | Manager A
MName l Type
RMBE dfrcap Interfaces
| RMBE %El*n:apg Interfaces
RME dprcapd Interfaces

General Wirgless Channel Datapath | Securty

Securty: |AP_Securty

Authentication Type: | WFPA PSK WPAZ PSK
Encryption: |aes ccm
Group Encryption: |ass cocm

Passphrase: |pasw1234

MikroLine - MUM Vietnam 2015
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LAB [3] - CAPsMAN - Acces-List

MikroLine - MUM Vietnam 2015

Configurations Channels Datapaths Securty Cfg.  Access List Remote CAP  Radio | Reaistration Table |
= T
Interf... ¢ |MAC Address Tx Rate R Rate  |Tx Signal |Rx Signal | Uptime TR
capl 00:25:86:Co:06:CA o Blflme 63 00:02:22. . 143/1
cap | D4:22:3F2C.3E:63 Show Categories 69 00:00:33.... 32/9¢
capd AD:F3C1:0B:3D:6D Detail Mode -8 00:2745.... 4097

Inline Cormments

Show Columns b

Find Ctrl+F

Find Mext Ctrl+G

Copy to Access List
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LAB [3] - CAPSMAN - Acces-List

Channels Datapaths Security Cfg. | Access List] | F Channels Datapaths Securty Cfg. | Access List
g = | T ok = | T
B | |MAC Address Interface Action H | |MAC Address Interface | Action
0 4p00:25:86:C6:56:CA cap 1 accept 0  4ADNFIC1:0B:3D:60 capl accept
1 4pD4223F2C3ER3  capl reject 1 4p00:16:CE72:B2:69 capl accept
2 & cap] reject
CAPs Access Rule <Dd4:22:3F2C:3E:63>
CAPs Access Rule <=
MALC Address: |D4:22:3F:2C:3E:63
MAC Address:
MAL Mask:
MAZ Mask::

21 Interface: capl

Interface: capl

Signal Range:

Signal Range:
* -~ Time

* - Time

Action: |reject

Action: |reject

using Acces List to secure capl
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LAB (4]

5GHz-A/N

——-
) 2GHz-B/G 2GHz-B/G/N
mternet T ) T )
R2
wlan2
wlani

wlani eth2| eth3
oth? | ‘ 2GHz-B/G
CAPSMAN-RI ca )
ethi / p3
192.168.1.254/24 bridge

R3
- wlanl
e ~__102.168.1.1/24 eth2
No Gateway
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LAB [4] - R1/CAPsMAN

Bridge
Bridge [—Forts | Fiters MAT Hosts | Dridgel for cap4 | | Bridge |Ports|| Fiter
+<—_T =10k ¢ 7| =
Mame Type Interface - | Bridge
R 4tbrdgel Bridge ftwilan7  bridge lje——

Inteface <brdge1:
General | STP  Status  Traffic

insert wlanl as port bridgel

Mame: |bridgel

MikroLine - MUM Vietnam 2015 35




LAB [4] - R1/CAPsMAN

Interfaces |r'-.lstreme Dual Access List Registration Connect List

g — Q:?EET'EHFISEEHHH Freqg

MName £ Type L2 MTL | Tx
— managed by CAPsMAN
XS dbwlanl Wireless (Atheros ARS300) 1600

Enabled
Interfaces: |wisn7

Certificate: none

Discovery Interffaces: bridge1

MikroLine - MUM Vietnam 2015
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LAB [4] - R1/CAPsMAN

Interfaces || Provisioning Configurations  Chan

dh = || | Manager
MName Type

MEB dfrcap Interfaces

ME drcapd Intefaces

MEB dfrcapd Interfaces

ME| drcapd Intefaces

General

Wireless | Channel Datapath Sec

Configuration:

Mode: |ap
5510 |capd_name 2GHz
Hide S5ID:

MikroLine - MUM Vietn

Interfaces | Provisioning Configurations

o

MName
MEB dfrcap
ME drcapd
MEB dfrcapd
ME drcapd

Interface <capd:

= || Man

Type

Intefaces
Interfaces
Intefaces
Interfaces

General Wireless

Channel || Datapath

Channel:

Frequency:
Width:
Band:

Extension Channel:

2462
20
2ghzb/g/n

el
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LAB [4] - R1/CAPsMAN

* |P Address for interface cap4

Address <10.1.4.254,/24>

Address:

Metworl:

Interface: capd

10.1.4.254/24
€

10140 10.1.4.254/24

 DHCP Server for interface cap4

DHCP Server

MName
dhcp
dhcpd

dhcp4

Messssssssssssnsnnsannnnnns

DHCF | Networcs  Leases Options  Option Sets  Alerts

W | | DHCP Config || DHCFP Setup

Interface |Lease Time |Address Fool
cap 3d 00:00:00 dhcp_pooll

ca0L 3d 00:00:00 dhep_pool?
capd 3d 00:00:00 dhcp_pool3

cap4 3d 00:00:00 dhcp_poold

........................................................ WIS MO Vistiai e
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LAB [5]

mternet

wlani

eth2 |
CAPSMAN-RI1 e ><

102.168.1.254/24

@192.168.1.1,’24
No Gateway
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o )
AP |Rz
wlan2

wlani
bridge *,

teth3

2GHz-B/G/N

—

2GHz-B/G

)

cap3

R3

wlani
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mternet

wlani

102.168.1.254/24

LAB [5]

—)  (aten
AP I |“2
w an2

CAPSMAN-R1 e

ethi

@192.168.1.11’24
No Gateway

2GHz-B/G/N

—

wlanl
bridge *,

teth3

MikroLine - MUM Vietnam 2015

2GHz-B/G
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cap3

R3
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Bridge | Ports

+| = |+

Mame

X +ttbridge

LAB [5] - R1/CAPsMAN

Interface <wlan1:

Interfaces:

disable bridgel & cap4

change cap4 become AP

IP Address & DHCP Server for wlanl

Address <10.1.100.254/24>

Address:

Metworl;

Interface:

10.1.100.254/24

10.1.100.0

wilan

|| Enabled | <7 General | Wireless |HT HT MC5 WDS Nstre
wian T ( Mode: |ap bridge \
Band: |ZGHz-B/G/N
Channel Width: | 20MHz
> Frequency: 2462
\ S510: |MikroLine AP_CAPsMAN /
ODHCP Server CAPsMAMN
DHCP | Networks  Le Interfaces |F'm-,,|-15j.:
= ¥ e =] |« ]| &
> MNa...  |Inteface Name ¢
dhcpl  capl RME  fcapl
dhcp? ecap? ¥MB| | 4capZ
dhcpd  cap3 RME  4icap3
dhcpd  capd XMl 4iecapd
| dhcph wilani
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LAB [5] - R2/CAP2

Enabled |
Intedfaces: w7

Cerificate: none

Discovery Interffaces: |bridge

exclude wlan2 as cap2

Inteface <wlan?:

General VVirsless |HT HT MC5 WDS5  Nstre

>

Mode:

station bridge

Band:

Channel Width:

Frequency:

2GHz-B/G/N

20MHz

2462

551D:

MikroLine_AP_CAPsMAN

change cap2 (wlan2) become station

Bridge | Forts || Fiters MNAT Hosts
Inteface ¢ | Bridge

Al Atether? bridge 1
f-tetherd bridge 1
ftwlan2 bridge 1

disable ether2 as port bridgel
insert wlan2 as port bridgel

MikroLine - MUM Vietnam 2015
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LAB [6]

- @ station 2GHz-B/G/N
—) 4(((—‘ )
_ R2
AP wlan2
bridge Xem
“......teth3

mmternet
wlani
T
™
CAPSMAN-R1

192.168.1.254/24

et
b,

ethi

68*1,1,’24
No Gateway

S

—

wlan2
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R3

ethze_
wlani

2GHz-B/G/N
)
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internet .
—))
AP
wlani
T
-
CAPSMAN-RI1

192.168.1.254/24 ethi

68*1,1,’24
No Gateway

LAB [6]

2GHz-B/G/N

station
((((((—‘Rz —)
wlan2
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R3
wlan2

ew_laml

2GHz-B/G/N
cap3

D)
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LAB [6] - R2/CAP1

Bridge |F‘nrts Enabled
g || =] |« Interfaces: |wian7
Name Certificate: |none
X tthbridgel '
A Discovery Interffaces: |\wlan2 €

disable bridgel

change Discovery Interfaces from bridgel to wlan2
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LAB [6] - R3/CAP3

General Wireless |HT HT MCS WDS Ns Enabled
Modé: |station Interfaces:; |wizn 7
Band: |2GHz-B/G/N Certificate: |none
e
Channel Width: | 20MHz Discovery Interffaces: |\wlan2 <—

Frequency: 2412

SSIDl capl_Mikroline_2GHz l<—

Scan List; |default

connect wlan2 to cap1-R2

change Discovery Interfaces from ether2 to wlan2

MikroLine - MUM Vietnam 2015




L3 CAPsMAN




LAB [7]

mmternet

10.10.10.1/24 |wlani

B T
CAPSMAN—RI
102.168.1.254/24 | ethi

wlanl
10.10.20.1/24

192.168.1.1/24
No Gateway

MikroLine - MUM Vietnam 2015
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LAB [6] - R2/CAP1

Interfaces| | Mstreme Dual Mccess List  Registration  Connect |

| =] (]| s2 7| [Ccar ]| scamner ||

MName | Type L2 MTL | Tx
—managed by CAPsMAN

X Gwlan 1 Wireless (Atheros ARS.. 1600

RS <dfwlan2 Wireless (Atheros ARS... 1600

Enabled
Intedfaces: w7

Cerificate: none

Discovery Interfaces:

] Lock To CAPsMAN

CAPsMAN Addresses: (10.10.10.1

MikroLine - MUM Vietnam 2015
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Thank you very much for your attention
www.mikroline.com/mum
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