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DEPLOYMENT POSSIBILITIES WITH 
CAPsMAN INFRASTRUCTURE

& CASE STUDIES
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CAPsMAN
• ROS feature start from v 6.11 
• CAPsMAN Infrastructure consist of one CAPsMAN 

and a number of 'Controlled Access Points' (CAP)
• CAP will be configured by CAPsMAN, including client 

authentication (WPA/WAP2, Access List & Radius)
• Router with CAP just allow itself to establish 

connection with CAPsMAN Router
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CAPsMAN
• CAP to CAPsMAN connection can be established 

using L2 or L3
– L2 Connection:

• no IP configuration necessary
• CAP and CAPsMAN must be on the same segment 

(physical or virtual)
– L3 Connection: 

• IP configuration necessary  
• CAP must be able to reach CAPsMAN using IP protocol  

(ping it)
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CAPsMAN [1]
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CAPsMAN [2]
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CAPsMAN [3]
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CAPsMAN [4]
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CAPsMAN [5]
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L3 CAPsMAN [6]
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CAPsMAN CASE STUDIES

MikroLine - MUM Vietnam 2015 12



LAB [1]
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LAB [1] - R2/CAP1

MikroLine - MUM Vietnam 2015 14



LAB [1] - R1/CAPsMAN
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LAB [1] - R1/CAPsMAN
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name: write your name for easy identification



LAB [1] - R1/CAPsMAN
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LAB [1] - R1/CAPsMAN
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• IP Address for interface cap1

• DHCP Server for interface cap1

10.1.1.254/24



LAB [2]
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LAB [2] - R2/CAP2
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LAB [2] - R1/CAPsMAN
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LAB [2] - R1/CAPsMAN
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LAB [2] - R1/CAPsMAN
• IP Address for interface cap2

• DHCP Server for interface cap2

MikroLine - MUM Vietnam 2015

10.1.2.254/24

23



LAB [3]
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LAB [3] - R2/CAP1/CAP2
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create bridge for ether2 & ether3

change Discovery Interfaces from ether2 to bridge1



LAB [3] - R3/CAP3
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LAB [3] - R1/CAPsMAN
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LAB [3] - R1/CAPsMAN
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LAB [3] - R1/CAPsMAN
• IP Address for interface cap3

• DHCP Server for interface cap3
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10.1.3.254/24
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LAB [3] - CAPsMAN - WPA
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LAB [3] - CAPsMAN - WPA
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using WPA security for cap2



LAB [3] - CAPsMAN - Acces-List
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LAB [3] - CAPsMAN - Acces-List
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using Acces List to secure cap1



LAB [4]
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LAB [4] - R1/CAPsMAN
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insert wlan1 as port bridge1

bridge1 for cap4



LAB [4] - R1/CAPsMAN
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LAB [4] - R1/CAPsMAN
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LAB [4] - R1/CAPsMAN
• IP Address for interface cap4

• DHCP Server for interface cap4
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10.1.4.254/24
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LAB [5]
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LAB [5]
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LAB [5] - R1/CAPsMAN
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IP Address & DHCP Server for wlan1

disable bridge1 & cap4

change cap4 become AP



LAB [5] - R2/CAP2
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exclude wlan2 as cap2

disable ether2 as port bridge1
insert wlan2 as port bridge1

change cap2 (wlan2) become station



LAB [6]
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LAB [6]
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LAB [6] - R2/CAP1
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disable bridge1

change Discovery Interfaces from bridge1 to wlan2



LAB [6] - R3/CAP3
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change Discovery Interfaces from ether2 to wlan2

connect wlan2 to cap1-R2



L3 CAPsMAN
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LAB [7]
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LAB [6] - R2/CAP1
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Thank you very much for your attention
www.mikroline.com/mum
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