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o Mikrotik Trainer No. 75

+ Certificate: MTCNA, MTCWE, MTCRE,
MTCTCE, MTCUME, MTCINE, UBWA,
UEWA
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Mikrotik Distributor with stock point at

- Hongkong, Shenzhen and Beijing.

+ Mikrotik Authorized Training partner.

+ Customizing partner for MfM (made for
Mikrotik) product.

» www.edcwifi.com & www.edcwifi.com.cn



http://www.edcwifi.com
http://www.edcwifi.com.cn

Face off your device

RB750series |

\  ostond 2
st sraas Mikrorsk RB450G-1U B e =i




- SOHO customers mostly requires:

. » Automatic Fail Over =

~+ Reliable Load Balance
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Policy'coute to VPN
.

.
)
.

19216801 e | » | S Server-
‘etherl

- _192.168.01 : e ISP

Router ' ‘ VPN

Server
local IP 192.168.12.99

remote [P 192.168.12.165

ISP2

10.2.2.88
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% DHCP Clr nt

= el

nterf:
Name [SP1

R SR ee; &
ARP
Accounting
Addresses

SHCP Client |

Interface:
Hostname:

Client et

Default Route Distance:

[SP1

I B

v

Use Peer DNS
Use Peer NTP

| Add Default Route |

DHCF Relay

DHCP Server
DIE
Firewall
Hotspot
Neighbors

Interface: |ISP2

Hostoame: | | ¥

Client IT; | | ¥
Use Peer DNS
Use Peer NTP

.
Default Route Distance: |0

OK

Cancel

Apply

Dizable

Comment

Capy

Remaove

Releaze

Renew

10.1.1.97/24
% 10.2.2.243/24
192.168.0.1/24

10.1.1.0
10220
192.163.0.0

\Status: bound
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¢ v

7 Network
10.1.1.9772¢ 10.1.10
5°10.2.2.24324 10220

' A2 2. 10
Profile: | default-encryption v 192,168,

[ ] Dial Cn Demand
[ ] Add Default Route

— Allow
[v| pap [v| chap
[v| mschapl [v| mschap2

L aamae
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| "_"All piaé ets W1th gateway router IP as ¢ destmétmh
.sheuld be accept

192, 16812.0.'24 eher]
10220024

Det. Address: [ 110.1.1.0724 Dst. Address: [ 110.2.2.0724

Dst. Address: | 1/192.168.12.0024

Protocal: |

Sre. Port: |

D=t Port: |

e ADY. Port: |

P2P: |

In. Interface: [ | stherl

Protocal: |

1 Sre. Port: |

Dst. Port: [

™~y Port: |

P2P; |

In. [oterface: | | etherl

| Any, Port. [

 Protocol: |

Sre. Port. |
2 Det, Port. |

2P |

In. [otecface: | ethes]

e—
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| Skipping PCC rules for packets with

router gateway IP as its destination
to their gateway router.
(for correcting DNS request and
other services)
2015, April 17 - Vietnam MUM




Mangle Rule <=

General | Advanced Extm  Action  Statistics

Chain;
S, Address:
Drt. Address:

Pratacal:

[prerouting

|

Mangle Rule <=

Geoeral | Advanced  Extra Action  Statistcs

Chain
Src, Address
Drt, Address

; |prercut'mg
: |
4

Pratacal:

Mangle Rule <=

Geoeral | Advanced Extra Action  Statistcs

Chain;
Src, Address:
Dst, Address:

Protacal;
ore, Port;

DC=t, Port:

[prerouting

|
|

orc., Port:; I
[=t, Port: l
Any, Port: [ Any, Port:

— —— [ —— —

B RS
orc, Port: | '3
D=t Port: |
|

-'.-f ' , Any, Port;
P2 | P2F: | P2P: |
5 In, Interface: [ [ISP1 In, Inferface: [ [ISF2
Cut, Interface: |

-:4:4-; r In. Interface; || |pptp-out!
Cut, Interface; | Cut. Interface; |

] Packet Matk: [ Packet Mark: | Packet Mark: |

= Conpection Mark: [ ||no-mark Conection Mark: ||| no-mark Conpection Mark: [ ||no-mark
Wangle Rule < Mangle Rule <= Mangle Rule <=

::; Geperal Advanced Extra Achon |Siaushcs T Ep—— R 4y ISiaﬁsﬁc.s S e e 1 v ISiaﬁslics ? L
= :j Action; m'u'}_ conpection Acton: m'u'}_ connecton Action; m"I}.. ¢ODnection ::

New Copnection Mark: |VPN-con
Passthrough

New Coppection Mark: l2-conn
Passthrough

New Conpection Mark: [l-conn
Passthrough

~\’.'n‘ X T :‘
5 -And

P



Add all IP addresses that
planned to go
through VPN connection
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Mangle Rule <=

Pzprg

In Inmfaw Dlemm

om. Inmface I

PackatMarkl

| NewConna:.uon Mz.rk. IVPN -con

Conna;uon Mark D Ino-mark

. Paasﬂlrough

—

mark connection of every packets wi
IP destination address listed in
VPN address list
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Sre. Port: |

Det. Port; |

Asy. Port; |
v/ PP | v Invert
e EOL)
~¥ Hotspot
Out. Etecuce: | ¥ I[PFragment

~v Hotspot
= i — e —
; 7“"‘ Packet Mark: | =
Conpection Mark: | || po-mark Conpection Mark: | |po-mark

Nazgle Role <>

In. Intecface: [ |etherl B TR anzssusiars (O In. Interface: | ||ethex]

Extra Action Statetcs

Mangle Rule <=

Src. Address List. |
Det. Address List. |

Dst Address List. |

Layer7 Protocol: |

Layer7 Protocol. |

Contat: |

Caopzection Bytes: [

Conzection Bytes: |

Conpecton Rats: |

Conpection Rate [

Prr Conzection Chuifier: | || both addmees




Src., Address: |
Dst, Address: |

f: Protacal:

. < l
:;;,‘ 3rc. Port; [:: T
,?‘? wt, Port; l

Any, Port: l
FZF: |
In. Interface; [ | [eﬂml

Cut. Interface; l

Packet Mark: |
Conpection Mark: [ | [l-conn

- Mangle Rule <
General Advanced Extra

Statistics

Action; Imzrk routing

New Routing Mark: | 1-rovte

mugh

Advanced Extm Action  Statistics

Chain; Ibmouﬁng
Src, Address: |
Det, Address: |

Protocal: [_ NS

Src, Port; l— S

Dt Port; [ BEa
Any, Port: l — ey

P2F: |

In. Interface: D[eﬂm’l

Cnut, Interface: [

Packet Mark: |
Copnection Mark: [ | |2-conn

Mangle Rule <=

Geperal Advanced Extra Statistics

Action;
New Routing Mark: |2-route

mugh

Pratacal: l :
ore. Port: l :
Dst. Port: I :

Any, Port; I Chhh &

P2F; |

In. Interface; DLethml
Cut, Interface: |

Packet Mark: |
Copnection Mark: || IVPN-c.on |

Mangle Rule <=
Geperal Advanced Exim

Statisics
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Mangle Rule <=

Mvmcad Extra Acton Statistics

Chain; |butput

Src, Address: |

Drt, Address; |

Protacaol: [

Src., Port: I 1 :
D=t, Port: | =

Any. Port: | e
I

F2P:

In. Interface: |

Cut, Interface: |

Packet Mark; |

Coppection Mark: || I 1-conn

o

Mangle Rule <=

General Advanced  Extra Statistics
Action:

New Routing Mark: | 1-rovte
|| Passthrough

SIS

Mangle Rule <=
‘ Advanced Extm Achon Statistics

Chain; [output
Src, Address: |
Dst, Address; |

Protacaol: |

Dst. Port: B

Any, Port: |
P2F; |

In. Interface: |
Cut, Interface: |

Packet Mark: |

Conpection Mark: [ | IZ-conn

S ——— y —

|| Passthrough

Lo A
L o
8! e
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Mangle Rule <=
(Geoeril)| Advanced | Extra Action Statistic

Chain; |butput
Src., Address:
Drt, Address:

Pratacal:

orc, Port:

[Crt, Port;

|
I
R
|
|

Any, Port; r———
L
|
|
I

F2F:
In. Interface;
Cut, Interface:

Packet Mark:
Coppection Mark: || [VPN—con

Geperal Advanced Extra | AcioD | Statistics
Action:

New Routing Mark: | VEN-route
|| Passthrough
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0.0000

P 0.0.000 10.2.2.88 m»m

ARIALBALH J. 50 s le N1 4
P0.0.000 102.238 mchbh ISF2
P 0.0.000 192.168.12.99 reachable vptp-outl
P 10.1.1 024 [EP] machable
P 10220724 [SF2 machable
P 1921630024 sthes] machable
P 1921631259 potp-out] machable

10.1.1.97
1022243
19216801
192.168.12.165

/| Routng
Quenes
| Fikes
Log
Radis
Toal
New Termizal
MeaROUTER
TS

Dst, Address; | ol
Gamway: 10.1.1.58

' Check Gateway: |ping

Type: unicast

Distincs: 1

Scope: 30

Target Scope: 10
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"oute Rules
Fall Over

=] E3

| Find

| lall

|3

Distance  Routing Mark | Pref. Source | v

1 l-rovts

10.2..238 machabls ISF2
P 10.1.1.024 '
P 1022024

P 192.16300/24 ether] machable
P192.163.12.99 potp-outl reachable

10.1.157
1022243
192.1630.1
192.168,12.165

By adding default gateway
that not booked for routing mark

~ we already create fail over system.

Just adjust the distance for
priority purpose
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Src. Address |Det. Address  Proto... Src.Port  Det.Port  |In.Inke.. Out Iot.|Byks  Packets
ISP1 54.9 KiB 936
ISF2 37.6 KiB 663
potp-o.. 24.5KiB 447

NAT Rule <>

Chain; |rcpat
Src. Address; |
Dt Address; |

Protacal: |
Sre. Port: |
Dst, Port; |
Any, Port: |
In. Interface: |
Cut, Interface; [

Cut, Interfece: [ | Ipptp-ontl

Eda

EDCwifi - Andrew Zheng 2015, April 17 - Vietnam MUM



Tracking

Dst, Address

Timeout |TCP State

15;
|A
|A

A

A
A
|A
A
A
A
|A
A
(A
U
A
A
|A
A
A
A
A

L

6 items out of 37

192.163.0.2:50979
192.163.0.2:50930
192.163.0.2:50931
192.163.0.2:50932
192.163.0.2:50937
192.163.0.2:50990
192.163.0.2:50991
192.163.0.2:50993
192.163.0.2:50994
192.163.0.2:50996
192.163.0.2:50993
192.163.0.2:50999
192.163.0.2:51000
192.163.0.2:51001
192.163.0.2:51002
192.163.0.2:51003
192.163.0.2:51004
192.163.0.2:51005
192.163.0.2:51006
192.163.0.2:51007
192.163.0.2:51003
192.163.0.2:51009

3.24.35.231:443
17.151.239.104:443
17.172.208.29:443
17.172.208.29:443
119.147.52.235:443
17.172.34.45:993
64.233.137.103:993
133.61.240.33:30
T4.125255225443
64.233.137.108:993
64.233.187.103:993
17.172.34.200:993
17.172.54.14:993
203.205.140.60:30
64.233.137.109:993
203.205.140.60:30
64.233.137.103:993
203.205.140.60:30
203.205.140.60:30
203.205.140.60:30
203.205.140.60:30
203.205.140,60:30

00:00:21 syn sent
1d 00:00:... established
1d 00:00:... established
1d 00:00:... established
1d 00:00:... established
1d 00:00:... established
1d 00:00:... established

00:00:31 time wait

00:00:40 time wait
1d 00:00:... established
1d 00:00:... established
1d 00:00:... established

00:00:36 close

00:00:36 time wait

00:00:32 syn sent

00:00:37 time wait
1d 00:00:... established

00:00:37 time wait

00:00:38 time wait

00:00:38 time wait
1d 00:00:... established
1d 00:00:... established

l
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Tracking

10.1.157

10.1.1.97 N K

10.1.1.97353349 6 {(xcp) votp
1022243 1022388 1 {icmp)
192.1630.1:5678 255255.255.255.5673 17 {odp)

' 192.1630.2 8344 1 %; YPR-con '

: . %04 : bytes from 8.8.4.4: icmp_ seq-21 tt1-48 tine=79. 523
192J6&02;Iﬂ78 1172255111522 6(kp) bytes from : icmp_seq=22 ttl=48 time=76.564
192.1630.2:50987 119.147.32.235443 6(xp) ¢ )
192.168.0.2:50990 17.172.34.45.993 6 (xcp) bytes from : icmp_seq=23 ttl=48 time=75.647
192.168.0.2:50991 64.233.187.108.993 6 () bytes from : icmp_seq=24 ttl=48 time=76.428

: = = (tep bytes from : icmp_seq=25 ttl=48 time=76.825
192.163.0.2:50998 64.235.187.108:993 & {xp) F
l92.l680.2m 64-233-187-[&”3 6(@) p— 8.8.‘.4 ping statlst 1cs pp—

192.1630.2:50999  17.17234.200:9%3 6 (xp) 26 packets transmitted, 25 packets received, 3.8% packet loss
192.1630.2.51004  64.233.187.108:593 6 (xp) 59 round-trip min/avg/max/stddev = 75.026/118.853/826.719/152.21
192.1630.2:51017 1717234 .90.993 & (%xp) 59 i Andrews-MacBook-Air:~ andrewzheng$ tracert

192.1630.2:51024 1717254 200933 & {xp) 59 i -bash: tracert: command not found
192.1680.2:51025 $.24.33.231.443 & {xp) . ] Andrews-MacBook-Air:~ andrenzhengslpmg 8.8.4.4'

192,163,12.165 192.163.12,99 200; PING B.B.4.4 (8.8.4. 4): 56 data by
bytes from : icmp_seq=0 ttl=47 time=118.835 ms

bytes from icmp_seq=1 ttl=47 time=149.951 ms
bytes from icmp_seq=2 ttl=47 time=75.581 ms
bytes from icmp_seq=3 ttl=47 time=78.239 ms
bytes from icmp_seq=4 ttl=47 time=95.685 ms
bytes from icmp_seq=5 ttl=47 time=77.802 ms
bytes from icmp_seq=6 ttl=47 time=76.534 ms
bytes from icmp_seq=7 ttl=47 time=76.163 ms
bytes from icmp_seq=8 ttl=47 time=77.388 ms
bytes from icmp_seq=9 ttl=47 time=77.091 ms

A
A
U
A
A
A
A
A
A
A
1A
A
A
A
A
A

20 xtsms out of 21

hhhbbbhbhh
.

hhbhhh&h&&
.

=zxaozzozog
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* Packet Flow with mangle chain simple explanation

I

Routing Mangle Filter
Decision forward | : ' Forward

add marjgle 1-conn | SRS | R checking mangle
‘ o R = ‘ . . Mangle :
and. 1-route W : _ : . X Routing ~ post r®uting
.._ . el : : : ‘ Adjustment - post- (I,
: routing
. Mangle
pre-

routing

SRC-
NAT

e connection
_Rec@ding N tracking
connstrack =

Input interface f Output interface
connection

eq: etherl, 5 Local Process _ i : o eq: etherl,
ether2,ether3, etc : ' HBeKIng ether2,ether3, etc

| g o {
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N

Routing
Decision

NAT

L[]
o
L]
L]
L]
°
L]
L]

ck mangle.pre-routing,
adding.mark ‘.
v 1-conn S

pre-

Y Mangle
), routing

A connection
k and update i

conn-track AYix

Input interface

eq: etherl,
ether2,ether3, etc

EDCwifi - Andrew Zheng

Local Process

S1

Mangle Filter
forward Forward

Routing
Adjustment

connection
tracking

21

imple explanation

checking mangl
Mangle ;

~ post rduting
post- (i,

routing

Chang§SRC IP

Output interface
eq: etherl,

ether2,ether3, etc

1.222.11]
Fity s ird
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* Thank you

|+ For Goods Inquiry: marketing@edcwifi.com

~# For Training Inquiry: training@edcwifi.com

* See you again
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