»”

Load Balancing using
PCC connected via

PPPoE
(with Port Forwarding)

MUM South Africa, July 2013



» David Bisschoff
» Durban, South Africa

» Work at Kinsey Computers
» Discovered MikroTik in 2011

About Me

Kinsey Computers cc



» Steve Discher

> MUM - USA Sep 2012
> RouterOS by Example

» Greg Sowell

> http://eregsowell.com

» Syed Jahanzaib

> http://aacable.wordpress.com/category/mikrotik-related/

» YouTube / Google

Borrowed Knowledge

Kinsey Computers cc



http://gregsowell.com/
http://aacable.wordpress.com/category/mikrotik-related/

» Load Balancing is methology with aim to spread
traffic across multiple links to get better links
usage.

EtherT= ADSL1

LAN Switch

Ether4 <ADSL4

ADSL 1

Load balancing? )
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» When Telkom Line goes down — how to
failover?

ADSL 1

Why use PPPOE? )
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Interface List

Inteface ‘E:hemd EolP Tunnel [P Tunnel  GRE Tunnel

Intefface | Ethemet EolP Tunnel 1P Turnel  GRE Tunnel ][ =] [v] %] Find
Find | Name [ Type (L MTU [ R |»
[#-|=] [][2] IS
| Mame ! |Twe | L2 MTU |'|'x | = H - 4-#pppoe-1 PPPoE Cliert Obps Obps
##ADSL1 Ethemet 1520 Obps  DObps 2'1'}‘51 = 5 . .
#2ADSLZ  Ethemet 1520 Obps  Obps R — — bps  Obps
f:*ﬁDSLﬂ Ethemet 1520 0 bpS 0 bps 4-#pppoe-3 PPPoE Client Obps Obps
4054 Ethemet 1520 0 bps {bps - ADSL ISP
R 4fsLanN Ethemet 1520 61.59kbps 14.5kbps 4-¢pppos-4 PPPoE Client Obps
al “pppoe-1: E m
P F———
General Dial Out ‘ Status  Traffic MName: | Cancel
Service: | | - Type: |F‘PP::E Client | Fpply
A Nare: | I || e '
Max MTU: 1480 |
User: |usemarne@isp |
Max MRU: [1480 |
Password: | |
MRRU: | |»
Profile: | defaut [=]
Keepalive Timeout: |60 |a interfaces: | ADSL7 [ Tarch
["] Dial On Demand PPPoE Scan
[ | Add Defautt Route
[] Use Peer DNS
- Allow
pap chap
mschap mschap2
|enabled UNNing slave Status: disconnected
|enabled | nning | ave |Status: disconnected

Basic setup - interface Names / PPPoE Interfaces
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Fitter Rules NAT|HEII§I& Service Pots  Connections = Address Lists  Layer? Protocols

[#][=] [+][2] | F| [ = Reset Counters || 00 Reset Al Counters | [Fro | [al

H# | |.F|.c:tiur1 |[Zhair1 |Ir1. Irrter...|DL.rt. Irrter...|Eyt&B |F‘ackﬂts |

1] 2 masquerade  srcrat pppoe-1 0E 0

1 2 masquerade  srcnat pppoe-2 0B 0

2 2 masquerade  srcnat pppoe-2 0B 0

3 2| masquerade srcrat pppoe-4 0B ]

(O[] DNS Settings
[+][=] [»][%]
\Address + | Network Interface ks
. LAN

£ 192.168.1.1/24 192.168.1.0 LAN

BB T e cn [
Allow Femote Reguests Static

U
[x]

@192 168.6.254 192.168.6.0 ADS1Z ||—|” | Max UDP Packet Size: |4096 | T cae
s ADSL_ROUTER_3 Interface: |A0S5L7 * Bpphy n _

©197 168.7.254 192.168.7.0 ADSL3 Cache Size: 2048 KB
- ADSL_ROUTER_4 — Cache Used: |9 |

o 152.168.8.254. .. 152.168.8.0 ADsi4
Comment

Copy

14
@

5items (1 selected)

Basic setup — NAT / IP Addresses / DNS )
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Fiter Rules  MAT Mangle Service Ports  Connections  Address Lists |Laya'? Protocols

#= [v]x a7 -

| al

| Name s |Address |

@ GWO1_LAN 152.168.1.0/24

Firewall Address List <GWO0T_LAN: O x|

Name: |GWO1_LAN | ¥ 0K |

Address: |1592.168.1.0/24 Cancel |

Ap

Disable

g =
I!

g
3

ment

It

ovE

1item (1 selected)

I T

/ip firewall address-list
add address=192.168.1.0/24 disabled=no list=GWO01_LAN

Firewall Address List
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Mangle Rule <=

General |.Fldvar1c:ed Bdra Action Statistics

OK

Chain: |* I Cancel I
Src. Address: | v || Aoy |
Det. Address: | ¢ | Dissble |
Protocal: | g | Comment |
Src. Port: | |+ | | Copy |
Dst. Port: | |+ || PRemove |
Any. Fort: | |~ | Reset Courters |
P2P: | |~ | [ Reset Al Counters |

In Interface: | | v

Mangle Rules #1
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Mangle Rule <=

General |M'u'ar1c:ed Bdra Action Statistics

Sz,
Dist. /

Il

In In

Chain: | Tt

Mangle Rules #1

Kinsey Computers cc

| Mangle Rule <=

General Advanced |E:d.|a Action  Statistics | oK |
Src. Address List: [ |GWO1_LAN [#]~ || cance |
Dst. Address List: [||GWO1_LAN %] a | Poply |
Layer7 Protocal: | v | |  Dsable |
| Comment |

Content: | Bs
| Cow |

Connection Bytes: | | -
| Remove |

Connection Rate: | |
Per Connection Classifier: | | b | SEELLTES |
Sre. MAC Address: | - | Reset Al Courters |




Snc. £
Dist. /

In In

Mangle Rule <=
General |.P~d'u'ar1c:ed Bdra Action Statistics
Chain:
Mangle Rule <=

General Advanced |E::t|a Action  Statistics

Sz

Co

Co

Per Conneg
Src

. Address List: [3|GWO1_LAN

Mangle Rule <=

General Advanced Bdra Action |Statisti::s

Action: [ |+ |

Mangle Rules #1
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Remave

Reset Counters

Resct Ml Counters |




Firewall = E3

Filter Rules  NAT Mangle |Semc:& Pots Connections Address Lists  Layer7 Protocols

IEHE' @ |§: Reset Counters ||Du Reset Al Courters | | Find | al IE3
# | |Action Chain Src. Address |Dst. Address |Proto...|Src. Pot  |Dst. Pot  |In. Inter| ™
1] +f accept prerouting

. »

1item

/ip firewall mangle
add chain=prerouting dst-address-list=GWO01_LAN src-address-list=GWO01 LAN

Mangle Rules #1
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Mangle Rule <=

General |.F|.|:I1rar1c:ed Extra Action Statistics

Lok |

Chain: | falg=ls| || * | | Cancel |

Src. Address: | | - | Hpphy |

Dst. Address: | | - | Disable |

Protocol: | | - | Comment |

Src. Port: | | - | Copy |

Dst. Port: | | - | Remove |

Any. Pot: | |~ | Resst Counters |

P2P: | 7 [ Reset Al Courters |
In. Interface: ||| popoe-7 [P
Out. Interface: | | -
Packet Mark: | | b
Connection Mark: [ | |no-mark [P
Routing Mark: | | -
Routing Table: | | -
Connection Type: | | -
Connection State: | | -

Mangle Rules #2
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Mangle Rule <=

General | Advanced  Exdra Action Statistics | oK |
Chain: ||i | Cancel |
Src. Address: | | i | Apphy |
Dst. Address: | | v | Disable |
Protocal: | - | Comment |
Src. Port: | | - | Copy |
Dst. Port: | | e | FRemove |
Any. Fort: | |~ | Resst Counters |

F2P:

In. Interface: [ || popos-

Out. Interface: |

Packet Mark: |

Connection Mark: ||| no-mark

Routing Mar: |

Routing Table: |

Connection Type: |

Connection State: |

Mangle Rule <=

General Advanced Bdra Action |Statisti::s

Action: [EETYSTE T N  + |

oK

Cancel

Mew Connection Mark: |ISF"I_cunr1

3

[ | Passthrough

Mangle Rules #2
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Apphy

Comment

Reset Counters

| |
| |
| |
| Dizable |
| |
| |
| |
| |

| Reset All Counters |




Firewall =l E3
Fiter Rules  NAT Mangle |Senrice Pots Connections Address Lists  Layer? Protocols

IEHE' |§: Reset Counters ||DD Reset All Courters | | Find |l =]

# | |Action Chain Src. Address |Dst. Address |Proto... |Src. Pot  |Dst.Pot | In. Inter|
0 +f accept prerouting
1 & mark connection forwand pppoe-1
2 4 mark connection fairward pppoe-2
3 4 mark connection forward pppoe-3
4 4 mark connection forward pppoe-4

/ip firewall mangle

add action=mark-connection chain=forward connection-mark=no-mark \
in-interface=pppoe-1 new-connection-mark=ISP1_conn passthrough=no

add action=mark-connection chain=forward connection-mark=no-mark \
in-interface=pppoe-2 new-connection-mark=ISP2_conn passthrough=no

add action=mark-connection chain=forward connection-mark=no-mark \
in-interface=pppoe-3 new-connection-mark=ISP3_conn passthrough=no

add action=mark-connection chain=forward connection-mark=no-mark \
in-interface=pppoe-4 new-connection-mark=ISP4_conn passthrough=no

Mangle Rules #2
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Mangle Rule <=

General |.Fldvar1c:ed Bdra Action Statistics

Lo« |

Chain: |prerouting | ¥ | Cancel |

Src. Address: | > || Apply |

Dst. Address: | g | — |

Protocol: | v | | Comment |

Src. Port: | v | | Copy |

Dst. Port: | v ||  FRemove |

Any. Port: | | | [ Reset Counters |

P2P: | '™ | | Reset Al Couters |
In. Interface: [|| aopoe-7 |#]a
Out. Interface: | v
Packet Mark: | -
Connection Mark: [ |no-mark [#] =
Routing Mark: | v
Doms e Tl | | -

Mangle Rules #3
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Mangle Rule <=

Genersl | Advanced Edra Action Statistics | oK |
Chain: |pre.-muting " * | | Cancel |
Src. Address: | v | Apply |
Dst. Address: | | hd | Dizable |
Protocaol: | | - | Comment |
Src. Port:
Mangle Rule <
Pt Fort: General Advanced BExra  Action |Statistics | QK |
e Action: | Concel |
Faf: New Connection Mark: |ISF"I_cunr1 " ¥ | | Apphy |
In. Interface: Passthrough :
Out. Interface: I Desble I
Comment
Packet Mark: | — |
Connection Mark: | Remove |
Routing Mark: | Reset Counfers |
O diemim T=blm-
| Reset All Counters |

Mangle Rules #3
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Firewsall

Filter Rules  NAT Mangle |Senric:e Pots Connections Address Lists  Layer? Protocols
IE“E' | — Reset Courters || 00 Reset All Counters |

# | |Adtion Chain Src. Address |Dst. Address |Proto... |Src. Pot  |Dst. Pot  |In. Inter...|Out. Int... |Bytes  |Packets
0 of accept prerouting 0
1 # mark connection  forward pppoe-1 0B 0
2 # mark connection  forward pppoe-2 0B 0
3 # marc connection  forward pppoe-3 0B 0
4 # mark connection  forward pppoe-4 0B 0
J & mark connection  prerouting pppoe-1 OB 0
& # mark connection  prerouting pppoe-2 OB 1
7 & mark connection  prerouting pppoe-3 OB 0
g # mark connection  prerouting pppoe-4 0B 0

/ip firewall mangle

add action=mark-connection chain=prerouting connection-mark=no-mark \
in-interface=pppoe-1 new-connection-mark=ISP1_conn

add action=mark-connection chain=prerouting connection-mark=no-mark \
in-interface=pppoe-2 new-connection-mark=ISP2_conn

add action=mark-connection chain=prerouting connection-mark=no-mark \
in-interface=pppoe-3 new-connection-mark=ISP3_conn

add action=mark-connection chain=prerouting connection-mark=no-mark \
in-interface=pppoe-4 new-connection-mark=ISP4_conn

Mangle Rules #3 )
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Mangle Rule <

General |Fldvar1c:ed Extra Action Statistics

Lok |

Chain: [#] [ cancel |

Src. Address: | |~ || Aoply |

s |~ | Disable |

Protocol: | v || Comment |

Src. Pott: | |~ || Copy |

Dst. Port: | v || PRemove |

Any. Pot: | |~ | Reset Counters |

P2P: | ¥ | [ Reset Al Courters |
In. Interface: []|LAN [#]a
Out. Interface: | R
Packet Mark: | v
Connection Mar: [ |no-mark %] a
Reutina Markc- | -

Mangle Rules #4
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Mangle Rule <

General | Advanced Edra Action Statistics | oK |

Chain: =11 | Cancel |

Src. Address: | v ey |

Dst. Address: | - [ Disable |

Protocol: | v || Comment |

Src. Pott: | |~ || Copy |

Dst. Port: | v || PRemove |

Any. Port: | |~ | Reset Counters |

P2P: | ¥ | [ Reset Al Courters |
In. Interface: [|[LAN (3PS
Out. Interface: | g
Packet Mark: | g
Connection Markc: [ |no-mark ¥ | a
Reuttinn Mark- | v

General Advanced Bdra Action |Statisti::s

|

Acton: [T T ¥ | | | Cancl
|
|

Jump Tarnget: |pulic:.r_routir1g " > |

Mangle Rule <= %]
|
|
|
|

Mangle Rules #4 )
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Firewall

Filter Fules  MAT Mangle |5&r‘u’1c:e Ports Connections  Address Lists  Layer7 Protocols
IEHE' @ |.§.‘Z Reset Counters || 00 Reszet All Counters | | Find | |EI|| ||i|
# | |Action Chain Src. Address |Dst. Address |Proto...|Src. Pot  |Dst. Port  |In. Inter|w
1] «f accept prerouting
1 4 mark connection forward pppoe-1
2 4 mark connection forward pppoe-2
3 & mark connection forward pppoe-3
4 & mark connection forward pppoe-4
5 & mark connection prerouting pppoe-1
& 4 mark connection prerouting pppoe-2
7 4 mark connection prerouting pppoe-3
8 4 mark connection prerouting pppoe-4
5 Fljump prerouting LAMN

/ip firewall mangle
add action=jump chain=prerouting connection-mark=no-mark in-interface=LAN \
jump-target=policy routing

Mangle Rules #4
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Mangle Rule <=

General |.F|d1rar1c:ed Extra Action Statistics

[ ok |

Chain: [#] ||  canca |

Src. Address: | Al Aoply |

Sl |~ | Disable |

Protocol: | v | | Comment |

Src. Port: | v | | Copy |

Dst. Port: | v || Remove |

Any. Port: | |~ | Reset Counters |

P2P: | 7| | Reset Al Courters |
In. Interface: | v
Out. Interface: | v
Packet Mark: | v
Connection Mark: []/1SP1_conn [#] =
R tinn Mare- | | w

Mangle Rules #5
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Mangle Rule <=

General |.F|d1rar1c:ed Edra Action Statistics
Chain: |
Src. Addr
Mangle Rule <=
Dist. Add
General Advanced | Bdra Action Statistics | oK |
Prot Src. Address List: [ [GWOT_LAN [#]~ || Cancel |
Sre. Dst. Address List: | AN Apply |
Dist.
Layer? Protocal: | | - | Disable |
w | Comment |
Contert: | |+
| Cow |
In. Irrt:l Connection Bytes: | | - | -~ |
ove
Out. Int Connection Rate: | |-
] Per Connection Classfier: | - | Reset Counters |
acket
Src. MAC Address: | - | Reset All Courters |
Connection I
R dimn 1 Out. Bridge Port: | |
In. Bridge Port: | | -

Mangle Rules #5
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Mangle Rule <=

General |.F'~dvanc:ed Extra Action Statistics

Chain: | Tee]

Mangle Rule <=

Dst. Add
General Advanced |En‘.|a Action = Statistics
Prot Src. Address List: 2 [GWO1_LAN [#]a
== Dst. Address List: |
Dst.
| Mangle Rule <=
Any. Genersl Advanced Edra Action | Statistcs | 0K |
Action: [T I [+ | | | Cance |
I '"t:l oS New Routing Mark: |ISP1 traffic =] | Aoply |
Out. It Conn Passthrough :
Packet | Per Connecti I Disable I
Cle o Comment
Src. M
Connection M " | Copy |
Rrudinn I OLI't | H.E-‘H'ID'H'E-' |
In.
| Reset Courters |
| Reset All Counters |

Mangle Rules #5
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Firewall =l E3
Filter Fules  MAT Mangle |Ser'u'ice Potz Connections  Address Lists  Layer7 Protocols
IEHE' @ |.;."Z Reset Counters || o0 Reset Al Counters | | Find | |EI|| ||$|
# | |Action |Chain Src. Address |Dst. Address |Proto...|Src. Pot  |Dst. Por  |In. Inter...|Out. Irt... |Bytes  |Packets ||v{
0 «f acc... prerouting 151 ME 199573
1 S mar... forward pppoe-1 0B 0
2 S mar... forward pppoe-2 0B 0
3 S mar... forward pppoe-3 OB 0
4 & mar... forward pppoe-4 0E 0
5 S mar... prerouting pppoe-1 0E L
6 S mar... prerouting pppoe-2 0B 0
7 S mar... prerouting pppoe-3 0B 0
8 S mar... prerouting pppoe-4 0B 0
5 Fljump  prenouting LAMN 4553 KiB 5830
10 A mar... premouting 0B 0
11 A mar... premouting 0B 0
12 S mar... prerouting CE 0
13 S mar... prerouting 1504 B 14

/ip firewall mangle

add action=mark-routing chain=prerouting connection-mark=ISP1_conn \
new-routing-mark=ISP1_traffic src-address-list=GWO01_LAN

add action=mark-routing chain=prerouting connection-mark=ISP2_conn \
new-routing-mark=ISP2_traffic src-address-list=GW01_LAN

add action=mark-routing chain=prerouting connection-mark=ISP3_conn \
new-routing-mark=ISP3_traffic src-address-list=GW01_LAN

add action=mark-routing chain=prerouting connection-mark=ISP4_conn \
new-routing-mark=ISP4 _traffic src-address-list=GW01_LAN

Mangle Rules #5
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Mangle Rule <=

General |.Fldvar1c:ed Bdra Action Statistics

Lo« |

Chain: |output | ¥ | Cancel |

Src. Address: | > || Aol |

Dst. Address: | g | — |

Protocal: | v || Comment |

Src. Port: | v | | Copy |

Dst. Fort: | v ||  FRemove |

Any. Port: | | | [ Reset Counters |

P2P: | |~ | [ Reset Al Courters |
In. Interface: | R
Out. Interface: | v
Packet Mark: | v
Connection Mark: []/1SP1_conn [#] =
R dines Marde- | [

Mangle Rules #6
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Mangle Rule <=

General |.Fldvar1c:ed Bdra Action Statistics

[ ok |

Chain: |qutert || ¥ | | Cancel |

Src. Address: | v | Apply |
Dst. Address: | | 7 | Disable |
Protocal: | | - | Commert |

Src. Port:

Mangle Rule <

Diat. Port:
Genersl Advanced Edra Action | Statistics | 0K |
Arty. Port:
| Action: ([T I ¥ | | | Cancel |
er New Routing Mark: |ISP1_traffic =] | Apply |
In. Interface: Passthrough .
Out. Interface: | Disable |
Comment
| |
Packet Mark: |
Copy |
Connection Mark: | Remove |
B dirn M-
| Reset Counters |
| Reset Al Courters |

Mangle Rules #6
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Firewvall =] E3

Fiter Rules  MAT Mangle |Se.-r'u'ice Pots Connections Address Lists  Layer? Protocols
IE“E' | i— Reset Counters || 00 Reset Al Counters | | Find | |EI|| " ¥ |
# | |Action Chain |Src. Address |Dst. Address |Proto... |Src. Pot  |Dst. Port  |In. Inter...|Out. Int... |Bytes  |Packe~
3 # mark conn... forward pppoe-3 0B -
4 # mark conn... farward pppoe-4 0B ]
il # mark conn... prerouting pppoe-1 0B
G # mark conn... prerouting pppoe-2 0B ]
7 # mark conn... prerouting pppoe-3 0B
8 # mark conn... prerouting pppoe-4 0B
5 & jump prerouting LAMN 540.8 KiB
10 # mark routing  prerouting 0B
11 # mark routing  prerouting 0B
12 # mark routing  prerouting 0B
13 # mark routing  prerouting 1504 B
14 # mark routing  output 0B
15 # mark routing  output 0B
16 # mark routing  output 0B
17 # mark routing  output 0B o

/ip firewall mangle

add action=mark-routing chain=output connection-mark=ISP1_conn \
new-routing-mark=ISP1_traffic

add action=mark-routing chain=output connection-mark=ISP2_conn \
new-routing-mark=ISP2_traffic

add action=mark-routing chain=output connection-mark=ISP3_conn \
new-routing-mark=ISP3_ traffic

add action=mark-routing chain=output connection-mark=ISP4_conn \
new-routing-mark=ISP4 _traffic

Mangle Rules #6
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Mangle Rule <=

General |.F|d1ranc:ed Extra Action Statistics

0K
Chain: 1*] I Cancel I
Src. Address: | AN Apply |
Dst. Address: | A | Disable |
Protocal: | v | | Comment |
Src. Port: | |~ | | Copy |
Dst. Port: | v ||  Remove |
Any. Port: | |~ | Reset Counters |
P2P: | 7| [ Reset Al Courters |

Mangle Rules #7
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Mangle Rule <=

General |.ﬁd'u'anced BExdra Action Statistics

T Ml nolicy _routing

Mangle Rule <=

Dist. Addre
General Advanced |Ext|a Action  Statistics
Protog Src. Address List: |
Src. P Dst. Address List: |
Dst. P
Layer? Protocol: |
Ary. P
o Content: |

Connection Bytes: |

Connection Rate: |

Per Connection Classffier: [ |bmh addresses

[E2RE

|#|0

Src. MAC Address: |

Mangle Rules #7
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oK

Cancel
Apply

Disable

Copy

Remove

Reset Counters

|
|
|
|
| Comment
|
|
|
|

Feset Al Counters |




Mangle Rule <=

General |.ﬁd'u'anced BExdra Action Statistics

T Ml nolicy _routing

Mangle Rule <=
Dist. Addre
General Advanced | Edra Action Statistics
Proto Src. Address List:
Src. P Dist.
Mangle Rule <=
Dst. P : _
| General Advanced Extra | Action Statistics | QK |
Ary. P —w - Connection Limit | Cancel |
P —w— Limit | |
Connd —*- Dst. Limit h
—r— N.th o
Conn | Dizable |
-~ Time
Per Connecti] —w- Src. Address Type | Commerit |
ge m| 4+ Dst. Address Type | Copy |
. i
Address Type: |Iucal " * | > | Remove |
Invert
-w- P5[ | Reset Counters |
~¥~ Hotspat | Resst All Counters |
-~ |P Fragment

Mangle Rules #7
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Mangle Rule <= = E
General |Mvanc:ed Bdra Action Statistics | QK |
Chain: =] | Cancel |
Src. Addre
Mangle Rule <=
Dist. Addre
General Advanced |Extla Action  Statistics |
Protos Src. Address List: | v ||
Src. P
Mangle Rule <=
Dst. P
| General Advanced Edtra | Action  Statistics
Ary. P —w- Connection Limit
P —w~— Limit
Conmel ~¥- Dst. Mangle Rule <
Corn -w- Nth | General Advanced | Bdra Action |5tatistics | oK |
7 Ime jon:
e Commerind [ %l g Wlllmark connection IE' | Cancel |
ce M| =~ Dst Mew Connection Mark: |ISF"I_cunr1 " ¥ | | Apphy |
Addre Passthrough | — |
sable
—— F'SD | CDITIITIE.‘ﬂt |
—w— Hots| | Copy |
-»— |PF
f | Remove |
| Reset Counters |
| Reset Al Counters |

Mangle Rules #7
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Firewall

Fiter Fules  NAT Mangle |Ser'u'ice Pots Connections Address Lists  Layer? Protocols

IEHE' @ |‘§: Resst Counters ||DD Reset All Counters | | Fird | |EI|| ||$|
# | |Action Chain \Src. Address |Dst. Address |Proto... |Src. Pot  |Dst. Pot  |In. Inter...|Out. Int... |Bytes |+
7 # mark connection  prerouting pppoe-3 0«
8 # mark connection  prerouting pppoe-4 ol |
5 & jump prerouting LAM 6055 K
10 # mark routing prerouting 0
11 # mark routing prerauting 0
12 # mark routing prerauting 0
13 # mark routing prerouting 2040
14 # mark routing output 0
15 # mark routing output 0
16 # mark routing output 0
17 # mark routing output 0
18 # mark connection  policy_routing H40
15 # mark connection  policy_routing 450
20 4 mark connection  palicy_routing S58K
21 4 mark connection  palicy_routing 458 =]

/ip firewall mangle

add action=mark-connection chain=policy_routing dst-address-type=!local \
new-connection-mark=ISP1_conn per-connection-classifier=\
both-addresses:4/0

add action=mark-connection chain=policy_routing dst-address-type=!local \
new-connection-mark=ISP2_conn per-connection-classifier=\
both-addresses:4/1

add action=mark-connection chain=policy_routing dst-address-type=!local \
new-connection-mark=ISP3_conn per-connection-classifier=\
both-addresses:4/2

add action=mark-connection chain=policy_routing dst-address-type=!local \
new-connection-mark=ISP4_conn per-connection-classifier=\
both-addresses:4/3

Mangle Rules #7
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Route <0.0.0.0/0:

ol i
Dst. Address: | Cancel |

Gateway: |pppne-1 || ¥ | |unreac:hable | - Apphy
Check Gateway: |E|rp || ¥ | - Disable |

Type: |unicast || ¥ | Comment
Co
Distance: |'I | -
Scope: |3'D |

Target Scope: |1D |

Routing Mark: |ISP1_traffic P
Pref. Source: | | -
enabled static

Route
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[Oilx]
General |thribut&a
Dst. Address: |0.0.0.0/0 | Cancel
Gateway: |pppue-1 " * | |'J”"E’E":"hE":'lE | v Fp;‘phf
Check Gateway: |E|rp " ¥ | e Disable
Type: |ur1i|::ast || ¥ | Comment
— /a
ance:
Rem
Scope: [ |

Target Scope: |1D |

Routing Markc: | |-
Pref. Source: | | 7
enabled static

Route
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Route List =l E3

Routes | Mexthops  Rules  WRF

[#[=] [~][] [Fre Ja 5]
|D3t. Address |Gatewa1_.r £ |D1'stance |Hnutir1g Mark |F‘re.-f. Source |"IIr

DC P 192 168 5.0/24 ADSL1 unreachable 256 152 168.5.254

DC 192 168 6.0/24 ADSL2 unreachable 256 152 168 6254

DC P 152.168.7.024 ADSL3 unreachabls 256 152 168.7 254

DC P 152.168.8.0/24 ADSL4 unreachabls 255 152 168 8 254

DAC P 192.168.1.0/24 LAN reachable 0 152.168.1.1

S = 0.0.0.0/0 pppoe-1 unreachable 1 ISP _traffic

5 = 0.0.0.0/0 pppoe-1 unreachable 2

S = 0.0.0.0/0 pppoe-2 unreachable 1 1SPZ_traffic

S = 0.0.0.0/0 pppoe-2 unreachable K]

S = 0.0.0.0/0 pppoe-3 unreachable 1 15P3_traffic

5 = 0.0.0.0/0 pppoe-3 unreachable 4

5 k= 0.0.0.0/0 pppoe-4 unreachable 1 15P4_traffic

g k= 0.0.0.0/0 pppoe-4 unreachable 5

/ip route

add check-gateway=arp distance=1 gateway=pppoe-1 routing-mark=ISP1_traffic
add check-gateway=arp distance=1 gateway=pppoe-2 routing-mark=ISP2_traffic
add check-gateway=arp distance=1 gateway=pppoe-3 routing-mark=ISP3_traffic
add check-gateway=arp distance=1 gateway=pppoe-4 routing-mark=ISP4 _traffic
add check-gateway=arp distance=2 gateway=pppoe-1
add check-gateway=arp distance=3 gateway=pppoe-2
add check-gateway=arp distance=4 gateway=pppoe-3
add check-gateway=arp distance=5 gateway=pppoe-4

Route
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Mirror com

Sacrifice Sir?
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“pppo
General Dial Out  Status T'T:lfﬁcl

=

General Dial Out  Status TEIFﬁCl oK

B

Tw/Pox Rate: [26.7 kbps | #[5.0 kbps | Cancel Tee/Pox Rate: 640 bps | #[1624 bps | Cancel

Tw/Fx Packet Rate: [2pss | #[9pss ] Apphy Tw/'Fx Packet Rate: |2 p/s | #[4 prs |

Tw/Fix Bytes: [4659.9 MiB | 4223 GiB ] TP Bytes: [11.1 GiB | #|25.2 GiB | F—

T Foc Packets: | Z2 675 801 TP Packets: |30 &84 537
Comment

Ilg[l
=

Tw'Fox Drops: |0 Tw'Fox Drops: |0

TP Emors: |0 o=l TP Emors: |0 jlonh
PPPoE Scan PPPoE Scan
Bl T 26.7 kbps Bl T 540 bps
- Foc: 5.0 kbps A - Foc: 1624 bps Lanm 1 HJII“”..L_HJ _______ {
Il Tx Packet: 8 pss Il 7= Packet: Z2p/s ||||||‘| ‘ I"
Fix Packet: 5 p. Fix Packet: 4 p.:
|| ackst p./s u - allinl, ) | achkest e ll“ h i |Il|..l " i_ ikt .Il
|er1E|bIed runring | |StE|tu5: connected |er1E|bIed running | |Statu5: connected
[==]|E3| (=[]
General Dial Out Status Traffic | General Dial Owt Status Traffic |
ToPox Rate: [9.5 kbps | #[436.5 kbps | Cancel Tw/Pox Rate: [0 bps | #|0bps | Cancel
Tw/Fx Packet Rate: [23p/s | #5171 pss ] Apphy Tw/Fx Packet Rate: |0 ps | #[0prss | Apphy
Tw/Fix Bytes: [2559.1 MiB | #[227 GiB ] Tw/Fix Bytes: |5.6 GIiE |#[12.4 GiB |
Tee/Foc Packets: |17 716 392 " Tee/Foc Packets: |20 775 205 #[2a 584
Tw/RxDops: [0 |-/[o8\N ] Tx/Fx Drops: [0 /o
TP Emors: |0 o=l TP Emrors: |0 | [0 | jiont

FPPPoE Scan FPPPoE Scan
L, !
=55 oo R I
1l ‘.l 1 . | Ly
=l memei Ll
|enabled [rurning [ | status: connected |enabiled running [ | Status: connected

Actual screen shots from a load balance configuration in
production with 4 WAN connections.
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Web Server
192.168.1.10

Internet

LAN Switch

MikroTik
Router

PCon LAN

Port Forwarding )
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MNAT Rule <80

General |Fldvanc:ed Bdra Action Statistics

[ ok ]

Chain: [#] 1| cance |

Src. Address: | vl Aoy |

Dst. Addess: | |~ | Disable |

Protocal: [1[6 fcp) [#]a || Comment |

Src. Port: | [~ || Copy |

Dst. Port: [ /80 |a || PRemove |

Any. Port: | g | Reset Courters |

In. Interface: [1][LAN E2RS [ Reset Al Courters |
Out. Interface: | g
Packet Mark: | >
Connection Mark: | g
Routing Mark: | g
Routing Table: | -
Connection Type: | -

Port Forwarding
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MNAT Rule <80

General |Fldvanc:ed Bdra Action Statistics

[ ok |

Chain: [#] 1| cance |

Src. Address: | v | Ay |

Dst. Addess: | |~ | Disable |

Protocal: [1[6 fcp) [#]a || Comment |

Src. Port: | - | Copy |

Dst. Port: [ /80 |a || PRemove |
Any. Port:

MAT Rule <80

In. Interface: Genersl | Advanced | Bdra Adtion |ﬂaﬁ5tics oK
D . Action: [T R | | Cancel
Packet Mat: | To Addresses: | 192.168.1.10 - Apply

Routing Mark:

| |
| |
| |
Connection Mark: To Ports: |E'D | - | Lisable |
| |
| |
| |
| |

Comment
Routing Table: Copy
Connection Type: Remove
Reset Courters
| Reset Al Counters |

Port Forwarding
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Firewall = E3

Fiter Rules  MAT | Mangle Service Pots Connections  Address Lists  Layer? Protocols
IE“E' @ |-§-': Resst Counters || 00 Reset All Counters | | Fing | al =]
# | |Action Chain Src. Address |Dst. Address |Proto... |Src. Pot  |Dst.Pot  |In. Inter...|Out. Int... |Bytes  |Pacl+
0 2| masquerade  srcnat pppoe-1 0
1 2| masquerade  srcnat pppoe-2 0B
2 2 masquerade  srcnat pppoe-3 0B
3 2 masquerade  srcnat pppoe-4 0B
::; Port Forward tep 80 to Mail Server 152.168.1.10
4 || dst-nat dstnat & ftcp) 20 ILAMN 0B
::; Port Forward top 443 to Mail Server 152.168.1.10
L || dst-nat dstnat & ftcp) a0 ILAMN 0B

/ip firewall nat
add action=dst-nat chain=dstnat comment=\
"Port Forward tcp 80 to Mail Server 192.168.1.10" dst-port=80 \
in-interface=!LAN protocol=tcp to-addresses=192.168.1.10 to-ports=80
add action=dst-nat chain=dstnat comment=\
"Port Forward tcp 443 to Mail Server 192.168.1.10" dst-port=443 \
in-interface=!LAN protocol=tcp to-addresses=192.168.1.10 to-ports=443

Port Forwarding
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Problems? Why would there be any problems?

Problems

Kinsey Computers cc




HTTPS?
Certain secure websites don’t work.

e.g. Internet Banking with two factor
authentication

(PIN then Username and Password)

Problems
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Mangle Rule <443

General |.Fldvar1c:ed Bdra Action Statistics

OK
Chain: (K2 I Cancsl I
Src. Address: | > || Aoply |
Dst. Address: | - " Debe |
Protocol: [ 1[6 top) [#]a || Comment |
Src. Port: | v | | Copy |
Dst. Port: [1[443 'a || FRemove |
Any. Port: | v [ Reset Courters |
P2P: | '™ | | Reset Al Couters |
In. Interface: | -
Out. Interface: | -

Problems
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Mangle Rule <443

General |.Fldvar1c:ed Bdra Action Statistics

(%]

[ ok |

Chain: ||¢ | Cancel |

Src. Address: | v | Apply |
Dst. Address: | | 7 | Disable |
Protocaol: |:||'Eﬁcp} " * | -~ | Commert |
Src. Port: | - | Copy |
Dst. Port: []|443 - Remove |

Arry. Port: . Mangle Rule <443
pIp- [ General Advanced Bxra Action |Statistics

n.Interface: | | Acton: [T | + |

oK

Cancel

=] Apply

Out. Interface: [ Mew Routing Mark: |H'|_|'F'S
[ Passthrough

Problems
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Copy

|
|
|
Disable |
|
|
|

Remove

Reset Counters |

|
|
|
|
| Comment
|
|
|
|

Reset All Courters |




/ip firewall mangle

Fiter Fules  MAT Mangle |Ser'u'ic::e Fortz Connections  Address Lists  Layer7 Protocols
= v % 00 Reset Counters || 00 Reset Al Counters | [Finda | [al l
# | |Action Chain Src. Address |Dst. Address |Proto...|Src. Pot  |Dst. Pot  |In. Inter...|Out. Irt... |Bytes  |Packets
0 # mark routing prefouting 6 ttcp) 443 7hGiEB 11678 300
1 o accept preroLting 72EME 103012
2 4 mark connection forward pppoe-1 0B 0
3 4 mark connection forward pppoe-2 0B 0
4 4 mark connection forward pppoe-3 0B 0
b & mark connection forward pppoe-4 0B 0
[ e N s e e Frmu—ed = no n

add action=mark-routing chain=prerouting disabled=no dst-port=443 \

new-routing-mark=HTTPS passthrough=no protocol=tcp

Problems
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Route «<0.0.0.0/0

General |thribut&a
Dst. Address: | IIIOA || | cancel
Gateway: |pppue-1 " + | |"’33d13b|5' | v ,Pp_‘ph"
Check Gateway: |arp || ¥ | - Disable
Type: |unicast ” ¥ | Comment
Dist 17 | -
ance:
Rem
Scope: 30 |

Target Scope: | 10 |

Routing Mark: |HTTPS [#] «
Pref. Source: | | R
enabled active static

Problems
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Route List
Routes |Na:dhups Rules  VRF

#][=] [~][%] Frd ][

| Dst. Address s |GEItE'|\'EI‘_.’ | Distance | Routing Mari | Pref. Source | -
AS 000040 pppoe-1 reachable 1 15P1_traffic
AS 000070 pppoe-2 reachable 1 15P2_traffic
AS 000070 pppoe-3 reachable 1 15P3_traffic
AS k00000 pppoe-4 reachable 1 15P4_traffic
AS  F0000/0 pppoe-b reachable 1 |5P5_traffic
AS  FO0O00:0 pppoe-1 reachable 2
5 = 0.0.0.0/0 pppoe-2 reachable 3
g5 I 0.0.0.0/0 pppoe-3 reachable 4
g k= 0.0.0.0/0 pppoe-4 reachable 5
g = 0.0.0.0/0 pppoe-5 reachable &
AS 000070 pppoe-2 reachable 7 HTTPS
5 = 0.0.0.0/0 pppoe-5 reachable 8 HTTPS
/ip route

add check-gateway=arp disabled=no distance=7 dst-address=0.0.0.0/0 gateway=\
pppoe-1 routing-mark=HTTPS scope=30 target-scope=10

add check-gateway=arp disabled=no distance=8 dst-address=0.0.0.0/0 gateway=\
pppoe-2 routing-mark=HTTPS scope=30 target-scope=10

add check-gateway=arp disabled=no distance=9 dst-address=0.0.0.0/0 gateway=\
pppoe-3 routing-mark=HTTPS scope=30 target-scope=10

add check-gateway=arp disabled=no distance=10 dst-address=0.0.0.0/0 gateway=\
pppoe-5 routtng-mark=HTTPS scope=30 target-scope=10

Problems
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Help?

1. Make my solution more efficient and allow
HTTPS traffic to Load Balance properly.

2. How to Load Balance with Web Proxy.

Assistance needed..
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Simple User Traffic Logs

1. MikroTik Router
2. Raspberry Pi

Setup a Raspberry Pi as a Web Proxy (no caching)
for Monitoring Internet Usage.

Next Project..
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David Bisschoff
http://mikrotik.Bisschoff.com

Thank You!
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